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Hay4nbIil pyKOBOAUTEND — CTAPLINI IPENOAABATEND
BBIYMCIIUTENBHBIX CUCTEM M IIPOIPAMMHUPOBAHUS

Mopo3zoB Cepreit KoHCTaHTUHOBHY

MHOTI'O®PAKTOPHAA AYTEHTUO®UKALIUA
B CUCTEME KOHTPOJISA U YIIPABJIEHUSA JOCTYIIOM
HA OCHOBE TEXHOJIOI'MA WISEE

CambIM BOCTpPEOOBAaHHBIM B MPAKTUYECKON NEATEIBHOCTH OPraHU3aldid METOJOM OTPaHUYCHHS
JOCTyNa Ha TEPPUTOPHIO OOBEKTa SIBISETCS pealv3alvs CHCTEMbl KOHTPOJIA M YIPABICHUS JTOCTYIIOM
(CKVY II). Onnako, He Bceraa koMroHeHThI, Bxomsmue B CKY [ moaxoasaT aist oOecrieueHus 10CTaTOYHON
3alIUThI OT MPOHUKHOBEHUs. OCcTaéTCsl 3HAYUTENFHON BEPOSTHOCTh MPOHUKHOBEHUS 3TOYMBIIIUICHHUKA HA
Tepputopuio 00bekToB mpu opranuzanuu CKY]l ¢ momompio aTpuOyTHBIX HUIASHTU(HUKATOPOB U TIOCTA
oxpaHbl. Jlng moBbiieHUs d>(PQGEKTUBHOCTH CHCTEMbl OOHApyXXEHUs HapylIUTeNs Mpeasaraercs
paccMOTpeTh BO3MOXXHOCTh BHEJIPEHUS KOMIIOHEHTa MHOTO(AKTOPHON ayTeHTH(DUKAIUU, KOTOPHII
OCHOBBIBaeTCSI Ha HOBOW TEXHOJIOTMM aHalu3a JOIJIEPOBCKUX CIBUTOB OECHPOBOJHBIX CHTHAJIOB
crangapra 802.11 (Wi-Fi), orpak€HHBIX OT Tela uenoBeka Ha 6a3e texnonoruu WiSee.

OOBEeKTOM HCCNeOBaHUS HACTOAIIEH pabOThl SBISETCS MHOTO(MAKTOpHAs ayTeHTU(UKAIHs B
CKY]J, a mnpeameroMm — pa3paboTKa TMPUHIUIOB TIOCTPOCHHUSI TOJCUCTEMBI JOMOTHUTEIHHOM
ayTeHTU(UKALIUU.

B pabote ocymiecTBieH aHaliu3 METOAOB uMAeHTHQHUKauuu U ayreHTHQuKanuu B CKY][, B Tom
YHClie PACCMOTPEHBI MPOOJIEMbI HEKOTOPHIX YACTHBIX CIIydaeB MHOTO(GAKTOPHON ayTeHTU(HUKAIUH.
A WMEHHO, MpOoaHATM3UPOBAHBI HEAOCTATKH M JIOCTOMHCTBA OCHOBHBIX OMOMETPHUYECKHUX CUHTHIBATEIICH,
CIeNaH BBIBOJA O BO3MOXKHBIX MPOOJEMax WX HCIOJB30BAaHHUS HA KPYMHBIX OOBEKTaX ¢ OONBIION
YHUCIIEHHOCTHIO COTPYAHHUKOB.

Jl11s pa3pelieHus BbISIBIEHHBIX TPOTUBOPEUH B paboTe mpeaiaraeTcs UCIoIb30BaHUE MPUHITUTIOB
JIOTIOJTHUTETIbHOM ayTeHTU(HUKALIMK Ha OCHOBE TexHoyoruu WiSee:

—  aHajM3 JOMUICPOBCKHUX caBUTOB curHaioB Wi-Fi 1 conocraBieHue ux ¢ JBHKEHUSIMH YEIIOBEKa,
— BelBNeT-aHANM3 OTPAKEHHBIX OT YENOBEKAa CHUTHAJIOB W WCIOJb30BAHHE WX KaK YHUKAIbHOM
OMOMETPHH YeIIOBEKa.

Takum oOpa3zom, B paboTre 00OCHOBaHA II€IeCOOOPA3HOCTh M PACKpbITa BO3MOXKHOCTH
UCTIONIb30BAHUSl  CTAHIAPTHBIX  OBITOBBIX ~ MAapIIPYTU3aTOPOB CO  CICHHUATIBHBIM  MPOTPAMMHBIM
obecrieueHreM B KadecTBe Omomerpudeckoro cuuthiBarenass B CKY/[ u AOMOTHUTENBHOTO PacdéTHOTO
MOJIyJisi BEWBIET-aHANM3a OTPAKEHHOTO OT YENOBEKAa CHTHANA JJIi YMEHBIIEHUS KOJMYECTBA JIOXKHBIX
cpabaThiBaHMi cucTembl. [laHHas cucremMa OCHOBaHa Ha TOM, YTO JTAJOHHBbIE IA0JIOHBI aHaIK3a
PaAMOBOJH, OTPAXXEHHBIX OT YEJIOBEKA, PACCMATPHUBAIOTCS KaK €r0 YHUKAIIbHAsE OMOMETpHSL.
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Abstract. This scientific work is devoted to the problem of multiple-factor authentication as a part
of the access monitoring and control system.
In the research, the analysis of the existing problems in providing access point to the territory of a
security object is carried out.
For the solution of the contradictions available, the author offers to use the principles of additional
authentication based on WiSee technology:
— the analysis of Doppler shifts of signals of Wi-fi and their comparison to the movements of the
person;
— the wavelet-analysis of the signals reflected from the person and their usage as unique biometrics of
the person.
Ordinary household routers are used for their implementation.
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