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1. IlepeyeHnnb KoMIeTeHIHII ¥ ITANbI HX GOPMHUPOBAHMS B IpoLecce OCBOCHUS

1.1.

y4eOHOH TUCIHILIIHHE.

Paboueii mporpaMMoil  AMCUIUTUTHHBI

CHEAYIOUIMX KOMIIETECHIINM:

JAUCHHUIIIIMHBI

CDOHI[ OLCHOYHBIX CPCACTB MPCAHA3ZHAYCH JIS1 OLICHKU PC3YJIbTATOB OGy‘-ICHI/ISI 1o

(Momynst) TmpemaycMOTpeHO (OpMHUpPOBAHHE

Tabmuna — 1.1.1. [lepeyenp GopMUpPyEMBIX AUCHUITMHONW KOMITETECHIIUI

Kon
KOMIIETCHIIMH

HaunmenoBaHue KOMIIETEHIINU

[K-1

CIIOCOOHOCTBIO BBIMOTHSTH Pa0OTHI 10 YCTAHOBKE, HACTPOWKE U 00CITYKUBaHUIO
IPOrpaMMHBIX, TIPOTPAMMHO-ANIIAPATHHIX (B TOM YHUCIIE KPUNTOIPaQUIECKIX) U
TEXHUYECKHX CPENICTB 3alUThl HHPOPMAIIH

[IK-4

CHOCOOHOCTBIO YUaCTBOBATh B pab0Tax 10 pean3aiiy MOJTUTHKU HH(POPMAIIMOHHOM
0€30I1aCHOCTH, MPUMEHSATh KOMILIEKCHBIN MOIX0 K 00€CIICUCHUIO
HHOOPMAITMOHHON 0€30ITaCHOCTH 00BHEKTa 3aIUThI

1.2.

Koneunsivu pe3yabTaTaM OCBOCHUA JUCHUIIIMHBI ABJIAKOTCA CCbOpMI/IpOBaHHI)Ie

«3HAaTb», «YMETb», «BJIAACTH», PACIIHUCAHHBIC IO OTACIBHBIM COACPKATCIbHBIM KOMIIOHCHTOM

KOMIICTSHITHIA,

bopMupyrommxcs

JUCIUIUIMHOW.  DOpMHUpPOBAHME ATUX JECKPUNTOPOB

IMPOUCXOJUT B TCUCHHEC BCCTO CEMECTpa IO dTallaM B paMKax pas3IM4YHOro BHOA 3aHATHN U

CaMOCTOSATEILHON

paboTHI.

[Inanupyemeble

PE3YIbTATHI OCBOCHUA JUCHHUITIIUHBI,

XapaKTepHU3YIOIIre ATanbl POPMUPOBAHUS KOMIIETEHIIUH, PEACTaBICHBI B Ta0m. 1.2.1:

Tabmuma — 1.2.1. [Inanupyembie pe3ysbTaThl 00yISHUS 10 TUCIUTUINHE

Orarnbt HaumenoBanune [MnanupyemMbie pe3ynbTaThl 00yUCHHUS/HHANKATOPHI JTOCTIKEHUS
(dbopmupoBaHUS JCTTUTUTAHBI KOMITETCHITU I
KOMITETCHITUI (ToxazaTenu OCBOSHUS KOMITIETEHITHH )
1 2 3

Bropoit Kpunrorpadpu- | dexommosumus |

YPOBEHB 4yeckue 3HATh: IPUHITUITBI TOCTPOCHUST KPUTITOrpapHUIECKUX MTPOTOKOIIOB U

(YyrmyONeHHBIH) | MPOTOKOIBI CIIOCOOBI UX PeaTn3allid B KOMITBIOTEPHBIX CHCTEMaX, Ha3HAUCHHE,

(TIK-1) -2 (hyHKITIH ¥ TTPUHITUIIB TOCTPOEHUS CPECTB KPUMTOTPahUIECK O
sanThl naGopmMarm 32 (1)(T1K-1)
YMeTh: IPUMEHSTH CPEACTBA KPUMITOrPAPHUECKON 3aIUTHI
nHpopMarun 1 permreHns npodeccuonanbHbx 3amad Y 2(1) (IK-
1)
Bnanmers: HaBbIKAMU YCTAHOBKH, HACTPOWKH U aIMHHUCTPHPOBAHUS
cpencts kpunrorpaduueckoi 3amutel nHGopmarmu B2 (1)(TTK-1)

[lepBerit Kpunrrorpadu- | Hexommosurus 111

YPOBEHb Yyeckue 3HaTh: 00JaCTH MPUMEHEHUS ¥ HA3HAUCHUE KPUNITOrpauuecKux

(TOpOroBBIif) MPOTOKOJIBI MPOTOKOJIOB, OCHOBHBIE MTPOTOKOJIBI ayTEHTU(DUKAIINH, BRIPAOOTKH

(TIK-4) -1 KITIO4eld, 00ecTiedeH sl IETOCTHOCTH B KOH(UICHIINATBHOCTH

31 (I)(TIK-4)

YMeTh: Ipou3BOANTH BEIOOP KpUNITOrpaduuecKuX MPOTOKOIOB U
HACTPOHKY ITapaMeTpoB KPUNTOrpaduu B cCHCTEMax
kpunrorpaduyeckoii 3aumtsl nHGopmarmu Y 1(111) (TTK-4)
Bnaners: HaBBIKAMU HCIIONIB30BAaHMS KPUIITOrpadHUUECKUX METOOB

U CPCACTB I pcain3dalluu TpC6OBaHI/Iﬁ ITOJIMTUKH 6630HaCHOCTI/I
B1 (111)(TIK-4)




1.3. BxoaHO#l ypoBeHb 3HaHUWI, YMEHHUH, OIbITa JESITEIBHOCTH, TPeOyeMBIX s
(bopMUpPOBaHHS KOMIIETECHIIIHN

- 3HAET BU[bI, BO3MOXKHBIE METOABI U IyTH peajH3aliy yrpo3 WH(OPMAIMOHHON
0e30IMacHOCTH 00BEKTA 3aAIUTHI;

— 3HAeT MpenMeT, LEeNU M 3aJadd KpUNTorpaduu W KPHUIITOAHAIHM3a, TPUHIUITHI
IIOCTPOCHUS KpUNTOrpapuueckux AITOPUTMOB; KpUNTOrpaguyuecKue CTaHJAPTHI,
npodeccuoHanbHbIe TPEOOBaHUS K CAMMETPUYHBIM H aCHMMETPHYHBIM KPUTITOCUCTEMAM;

- 3HaeT  CTPYKTYpy, IPUHLUIIBI TOCTPOCHHS U  OCHOBHBIE  DIJIEMEHTHI
KPUNTOTpapHUECKUX AITOPUTMOB, KPUNITOTpahUIECKUE alTropuTMbl MIH(PPOBaHUs, 0OecrieueHus
LEJTOCTHOCTU U NIEKTPOHHOM NOJIIHCH;

- pelIaer 3a1aun, CBA3aHHble ¢ U(POBAHNEM U IIUPPOBOI MOANHUCHIO COOOIIEHMI;
OCYILIECTBJISIET BBIOOP HEOOXOAMMBIX KPUITOTPAPUUECKUX METOJ/OB, aITOPUTMOB U PEKUMOB
paboThl  KPUOTOAITOPUTMOB  JUIS  PELIEHUS MpaKkTUYEeCKUX 3a7ad  HMH(OpPMAlMOHHOU
0e30I1aCHOCTH;

- PCAITN30BBIBACT BBIYHUCIWUTCIBHBIC aAJITOPUTMBI KpI/IHTOFpa(i)I/II/I C IIOMOIIBIO
IMpOorpaMMHBIX HHCTPYMCHTAJIBHBIX CPCIACTB;

- BlajieeT NPOPECCHOHAILHOW  TEPMHUHOJIOTHMEH W  HaBBIKAMU  W3YYCHHS
CHeIMaIbHOM JIUTEpATyPHI IO BOMpocam obecrieueHrss HHPOPMaIMOHHOW 0€301MacHOCTH;

- BJIaZICET METOJaMH aHajiu3a yrpo3 COTJacHO TPEOOBAHUSAM PYKOBOJSLINX
JOKYMEHTOB;

- BJIaZIECT METOJaMU UMUTO3alllUuThI, obOecnieueHust KOH(i)I/I,ZIeHI_H/IaJ'II)HOCTI/I,
ayTeHTU(HUKAIMU U MPOBEPKH LIEJIOCTHOCTH C MOMOIIBI0 KPUNTOTpadUUYECKUX alrOpUTMOB U
GyHKIMNA; NOpueMaMu  yIpaBieHUs KIIOYEBOW HWHGOpPMAMEd ¥ TMOCTPOCHHS  CeTei
3aCEKPEUYCHHOM CBSI3H;

— BJIaZicET MpUEMaMH U HaBbIKAMU MPOrpaMMHOM peanu3almuu W aHalu3a
KpUNTOrpaQUuecKrx aJrOpUTMOB B COBPEMEHHBIX IPOIPAMMHBIX KOMILIEKCAX.

2. Crpykrypa ®OC no qucuminimHe

OrneHka MPOBOJMUTCS METOJOM COIIOCTaBICHUS IMAapaMETPOB, MPOJAECMOHCTPUPOBAHHOMN
0OyJaroImuMcsl TIPOJYKTa JEATCIbHOCTH C 3aJaHHBIMH OSTaJOHAMH W CTaHAApTaMH II0
KPUTEPHUSIM.

JI71s1 TOJIOKUTEBHOTO 3aKTFOYCHHS 10 PEe3yJbTaTaM OLICHOYHOM MPOIEAYPhI O YIeOHOM
JUCHUIUIMHE YCTAaHOBIIEHO IIOPOTOBOE 3HAUEHHUE IIOKa3aTels, MpU KOTOPOM MPUHHUMAETCS
MOJIOKUTETTFHOE PEllIeHUE, KOHCTATUPYIOIllee Pe3yabTaThl OCBOCHUS JUCIHUILINHBI.

Tabmuma — 2.1. OObEKThI OIICHUBAHUS M HAMMEHOBAHUE OIICHOYHBIX CPEJICTB

Homep u Dopmbl O0beKThI OLleHUBAHHUS Bup ®opma
HaMMeHOBaHHe TeKylIero 3aHATUSI / | MPOBeJeHHUs!
TeM KOHTPOJIA Haumenos OLICHKH
ycneBaeMocTH aHue Ycrnasn/
®opmbl OLICHOYHBIX | NMHCbMEHHA
NPOMEeKYTOYH O cpeacTB |
aTTecTallu
1 2 3 4 5
Paznen 1. OcHOBHBIE KpHUNITOTrpauecKrie MPOTOKOIBI M METOJIBI peali3aliu
Tema 1.1. Texymmmii Kpunrorpaduueckrne mpuMATHBEI 1 Jlexrim, VYcerHas
OCHOBHI TeOpHUH KOHTPOJIb KpUOTOrpagraecKie mpoTOKONIEL. Buabt Camocrosre | (ompoc)
KpurTorpaduyaec- KpHUNTOrpapuIecKux IMPOTOKOIOB. JbHAS
KHX MPOTOKOJIOB ®dopmaibHOE OITUCAaHKNE POTOKONIA. pabora /
Komnpomeranusa nporokona. Bunaer atak Kontponsx
Ha KpUnrorpaguieckre mpoTOKOIBI. BIi OpoC

MeTOL[LI aHaJIn3a MMpOTOKOJIOB. OCHOBHEIC
NOAXO0JbI K KOHCTPYUPOBAHUIO




0e30MacHbIX IPOTOKOJIOB.

Tema 1.1. Kontponsnas Touxa Nel WnnuBunya | IluceMeHHas
JIbHOE (oTuer)
KOHTPOJIBHO | yCTHas
€ 3a/1aHne (3ammTa
KOHTPOJILHO
'O 3aJ[aHHUA)
Tema 1.2. Texymuii IIpoGnema momdopa maposst. AJTOpUTM Jlexuum, VYernas
Bripabotka KOHTPOJIb BBIPA0OTKH KITIOYA U3 TIApOJIs B Camocrosre | (ompoc)
KpurTorpaguueck npuioxkeHusx. OyHKmun JIbHAS [MucemenHas
Oro KJII04a Ha muBepcudukanuu kmoya PBKDF2, scrypt. | padora, [13 | (otder)
OCHOBE IapoJIst Kontpons nenocrioctu PBMACI u /
mmdpposanre PBEC2. [Ipakriueckue Kontponsa
peanuzanuy napojabHON 3alUThl BIif onpoc,
KJTFOUEBOM HHOpPMAIIUH. Pemmenue
MPaKTHYECK
uX 33134
Tema 1.3. Texymui IIpocreiiine npoToKObl OAHOCTOPOHHEN | Jlekuuw, Ycernas
[TpoToxomsl KOHTPOJIb ayrenTu(duKamu ¢ npexpacnpeneneHasiM | Camoctosite | (orpoc)
ayTeHTH(UKAIUU kirouoM. [laponbHast ayreHTHDUKIHUS. JIbHAs [TucbmenHast
CxeMbl ayTeHTH(HUKALUHT BUAA «3aIpoC - pabora, I13 | (otyer)
otBeT». CXeMBbl ayTeHTU(HUKALIIH IS /
MOOMJIBHBIX YCTPOWCTB. HTEpaKTHBHBIE KoHTponsx
CHUCTEMBI JOKa3aTCIbCTB C HYJICBBIM BIN OIpoc,
pasriameHueM. AyTeHTU(DHUKALHSA C Pemenne
HYJIEBBIM pa3rialieHueM. MeTosl MPaKTHYECK
aHaJIN3a CXeM ayTeHTH(HKALMH. uX 3a1adq
Tema 1.4. Texymmii [Ipobnema KoMIpoOMeTaluu OTKPHITOIO Jlexrym, YcrHas
Pacnpenenenue KOHTPOJIb KiIrova rpu nepeaade. Lnpposie Camocrosare | (ompoc)
OTKPBITBIX ceprudukatel. Mozenu goBepus Ha JIbHAS [TucemeHHas
KJIIOuei OCHOBE Liened cepTU(UKAIHH. pabora, I13 | (otyer)
Wudpacrpykrypa oTKpbITEIX Kitouei PKI. | /
Kontponsu
BIi1 onpoc,
Pemenne
MPaKTHYECK
UX 3a/1a4
Tema 1.5. Texyrmmii CBoiicTBa IPOTOKOJIOB paclpeaeeHH Jlexrim, YcrHas
Pacnipenenenne | KOHTPOJIb kmoueit. [lpeaBapurensHoe Camocrosre | (ompoc)
COTJIACOBAHUE pacnpenenenue kmodeir. Cxema brioma. JIbHAS [IuceMennas
CEKPETHBIX IIpoTokoin BepaboTKH 00IIEro KiIroda ¢ paborta, I13 | (oTuer)
KIIIOuei ayTeHTH(UKAINEeH Ha OCHOBE ITapOIIs. /
IIpoTokoinbl pacpeneneHus Kitouen ¢ KonTponbu
JIOBEPEHHBIM IIEHTPOM, OCHOBaHHBIC Ha BIH O1poC,
CHMMETPHYHBIX KPUNITOCHCTEMAX. Pemenne
IIporokon Kerberos. Pacmmpenue MPaKTUIECK
mpotokona Kerberos PKINIT mst X 3a1a4
HCTIONB30BaHMS KPUNTOTpadun ¢
OTKPHITEIM Ki1F0uoM. [Iporokon duddu-
Xannmana GopMHUPOBaHHUS OOIIETO
CEKpETHOr0 KITF0Ya M ero 0000IIeHNSI.
IIporokomer MTI u STS. Cxembl
BBIPAOOTKH OOIIEro KITFYa ¢
ayTeHTH(UKaIMeil Ha OCHOBE OTKPBITOTO
kmoda. [Tporokon Huaxema-Illpenepa.
ITpoToKoIEI OOHOBIICHHST CEAHCOBBIX
KIfoueil. MeTozpl aHaM3a MpOTOKOJIOB
pacripeseneHus KIo4en.
Tema 1.6. Tekymuii [TonsTHE OE30MaCHOCTH MPOTOKOIMA. Jlexmun, YcrHas




3amuiieHHbIe KOHTPOITh OyHKIMK-CepBUCH O€30IaCHOCTH. Camocrosre | (ompoc)
CeTeBbIe [IpoToKkoIbl KaHAJIOB 3AIIUIIEHHON JIbHAS [MucemenHas
IIPOTOKOJIBI nepenaun nanueix PPTP, L2TP, IPSec, pabora, I13 | (oruer)
SSL/TLS, SHH. Anroputmsl, /
WCIIONb3yeMble 3alUIIEHHBIMU ceTeBbIMH | KoHTpoIbH
MPOTOKOJIAMH: COTJIACOBAHHE KITIOUEH BI{ OTpoC,
VKO, anroputm musepcudukanun KDF, Pemenne
TICEBIIOCITYYaliHbIC ()YHKIIMU Ha OCHOBE MPaKTUIECK
koHcTpykmn HMAC (B nporokonax TLS, | nx 3amay
IPSec), aKkcopT ¥ UMIIOPT KITFOUEH.
[ITndpoBanre B MECCEHDKEPaX.
Paznen 2. CnenpanbHble MIPUMEHEHUS KPUNITOrpahuIeCKUX MPOTOKOIOB
Tema 2.1. Texymmii udposas moamnucy ¢ BOCCTAHOBICHHEM Jlexmum, VYcrHas
CrieruasbHbIC KOHTPOJIb coo0rieHus. [IpoToKOI OHCH ¢ Camocrosre | (ompoc)
cxeMbl IM(pPOBOi OrpaHWYEHHBIM XM3HEHHBIM IIUKIIOM. JIbHAS [MucemenHas
TIOATIUCH U Cxema noanucu ¢ Bepudukanmei mno pabora, I13 | (oryer)
MIPOTOKOJIBI 3anpocy (Kasapunos). ['pymmoBast /
(rHAHCOBOI udpoast noanuck. [Toporosas undposas | Konrponbu
Kpunrorpaduu noanuck. Crenas 1udpoBast NOANUCE U €€ | Bl onpoc,
npuMeHeHusi. CHCTEMBbI 3JIEKTPOHHBIX Pemmenne
IIaTeXel u OJICKTPOHHBIC JICHBI'U. MMPaKTUYECK
OnekrpoHHble 6aHkHOTHI [1layma. uX 3a1a4
JlelieHTpan30BaHHbIE CUCTEMBI
3JIEKTPOHHBIX MIaTexel. KpunToBamoTsl.
TexHonorust OJI0K4EHH.
Temser 1.3 — 1.6, Kontponbhas Touka No2 Uccnenosan | Ilucomennas
Tema 2.1 ue (3cce) (acce)
yCTHas
(pe3enTaru
)
Tema 2.2. Texymui OCHOBHBIE TIOHATHA U IPOCTEHITNE cXeMbl | JIekium, VYernas
Pa3nenenue KOHTPOJIb pa3nenenus cekpeta. [loporoBsie cxemsl Camocrosare | (ompoc)
cekpera pazneneHus cekpera. CoBEpIICHHOCTb U JbHAs
UJIealbHOCTh CXEMBI pasJieneHus cekpera. | pabora, I13
[IpoBepsiemoe pasneneHue cekpera. /
[Iporokon koHpHUAEHIHATBHBIX KonTtponeH
BBIYHCIIEHU. BIi1 OIpoC
Bce Tembi: IIpome:xkyTouHas O00011IeHHBIE PE3yNbTaThl 00y4IEHHs MO Bomnpocer YcrHas
aTrecTanus JUCIIUIUIMHE TEOPETUUECKUX 3HAHUH 1
IPAKTHYECKUX HABBIKOB
HTorosbiii - Bomnpoc 1. 3HaTh: OCHOBHbIE IPOTOKOJIBI Bompocer k| [IncbmMeHHa
KOHTPOJIb MO obecrieueHus KOHQUICHIINAIBHOCTH, I'MA |
AUCLMILIMHE LETOCTHOCTH, ayTeHTH(HUKALHH,

pacIpeneneHus U COTJIACOBaHMUS KITIOUEH.
Bonpoc 2. YMers: mpoBOIUTH aHATN3,
BBIOOp M HACTPOUKY IMapamMeTpoB
KpHUNTOrpa(pUIecKuX IMPOTOKOIOB /IS
peneHus npodecCHoHaNbHBIX 3a1ad.
Bonpoc 3. Bnagers: HaBEIKaMH
YCTaHOBKH, HACTPONKHU U
aJIMUHHACTPUPOBAHNUS CPEIICTB
KpHUNTOrpagpuIecKon 3aIUThl
nHpOpPMAIIHH.

3. Tloka3aTesin U KPUTEPHHU OLEHKU KOMMETEHIIUI

OneHka 3HaHMH, YMEHMH, BIaJieHUH MOXeT ObIThb BBIpaKEHA B IapaMeTpax «oueHb
8bICOKAAY, «BbICOKAAY», COOTBETCTBYIOIIAS aKaJEMHUYECKONW OIICHKE «OMIUUHOY», «OOCMAMOYHO
8bICOKASY, «Bblille cCpedHell», COOTBETCTBYIOIIAs aKaIeMUIECKON OILICHKE «XOPOULOy; KCPEOHAY,

«HUdICEe cpeonelly,
«V0081EeMEOPUMETTLHON,
«HEY0081emB8OPUMENLHO».

«O4Y€Hb

C(HU3KAA),

COOTBCTCTBYIOIIAA
HU3KAas», COOTBCTCTBYIOIIIasA

aKaJeMUYeCKOUN
aKaJeMUYEeCKON

OILICHKC
OILICHKC




Tabnuna — 3.1. Texymuii KOHTPOJIb

Ne Buagsi pador Kputepun onennBanus
OtcyTcTBYyeT BazoBbIii IoBbimennsnii | IpoaBuHYTHIN
KOMIIeTeH Ui YPOBeHb YPOBeHb YPOBeHb
OCBOCHHA OCBOEHUA OCBOEHUS
KOMIIETEHIINH KOMIIETEHIINH KOMIIETEHIINH
1 Pabora Ha nekmusix | OrcyTcTBUE Ennnuuynoe Bricka3rsiBanue BrickasbiBaHue
y4acTus CTYICHTa | BBICKa3bIBAaHUE CYXXJICHUH, HEOPIUHAPHBIX
B paboTe Ha AKTUBHOE CYXKIICHHIA,
3aHATUU ydacTHe B paboTe | aKTUBHOC
Ha 3aHSITHA y4acTHe B
paboTe Ha
3aHSATHU
2 | Pabora Ha BeinonHeno Brinonineno BrinonHeHo ot BrinonHeno
npakTuyeckux/ceM | Menee 54% Bhie 54% no 69 | 70% no 84 % BhIe 85%
HWHAPCKUX %
3aHSATUAX
3 | Pabora Ha OrcyTcTBHE Enunuunoe BrickasbiBaHue BrickasbiBaHue
MIPAKTHIECKUX y4acTus B BBICKA3bIBAHHUE, CYXXIICHUH, HEOpIUHAPHBIX
3aHATHUSAX, 00CyXXIIeHNH, perieHue ¢ aKTHBHOE CYXXIICHUH,
pelieHue oomx pereHun, OImOKaMu Y9acTHE B XOJIC AKTHBHOE
MIPAKTHIECKUX HETIPaBUIILHOE pernieHus, y9acTHE B XOJIE
3amaqy perieHue MPaBUILHOE pereHus,
perieHue ¢ MIPaBUIILHOE
OTJICTbHBIMH perienne 6e3
3aMeYaHUsIMHU ommnodoK
4 | Pabora Ha OrcyTcTBHE Enmnananoe BrickasbiBaHme Bricka3piBanme
MIPaKTHIECKUX y4acTus B BBICKa3bIBaHHE, CYXIEHUH, HEOPANHAPHBIX
3aHATHSX, 00CYyX/IeHUH, pelieHue ¢ aKTHBHOE CYXICHUH,
permieHue perieHu , OImMOKaMH ydacTHe B X0[Ie aKTHBHOE
WHIUBUAYATbHBIX | HENPaBIIIbHOE perreHus, ydacTHue B X0JIe
MIPaKTUIECKUX perieHue MIPaBUIIEHOE pernreHus,
3amaqy pelieHue ¢ MPaBHIIbHOE
OTIICTbHBIMH perienne 6e3
3aMeYaHUsIMHU OO OK

Kputepuu onenuBanus GopMyaupyrOTCs s KaKIOM KOMIIETEHIIMH M OTPa)KaroT
OTI03HABAEMYIO JI€ATEIbHOCTh 00YUaIOLIErocs, MOJIAIONIYIOCS U3MEPEHHUIO.

Tabmuma — 3.2. O6001IeHHbIC KPUTEPHUU OIIEHUBAHUS OCBOCHHS KOMIIETEHITUH .

1 2 (6asn 54) 3 (6as1 55-69) 4 (6amx 70-84) 5 (6amx 85-100)
OtcyrcrByeT OtcyTrcTByeT ba3zoBblii ypoBeHb [loBpILLIEHHBII [IponBuHyTHIi
KOMITETEHIIHS KOMITETEHIIHS OCBOEHHS YpOBEHb OCBOEHUS YpOBEHB

KOMIIETEHIINHI KOMIIETEHIINH OCBOEHHS
KOMIIETEHIINHT
Kommerennusa ue Komnerennusg e | Komnerenmus Kommerenmus Kommerenus
ocBoeHa. CTyIeHT | ocBoeHa. OCBO€EHA. OCBO€EHA. OCBO€EHA.
HE BIaJeeT OO0yJaromuiics OO0yuaromutics OO0yuaromuiics OO0y4aromuiics
HEOOX OUMBIMU YaCTHYHO IMOKa3bIBAET OOIIME IMOKa3bIBAET MMOKa3bIBAET
3HAHUSAMU. MOKa3bIBacT 3HAHUS, BXOSIINE B | TIOJTHOTY 3HAHUM, rryOOKUe 3HAHHUS,
3HAHUS, COCTaB JIEMOHCTPUPYET JIEMOHCTPUPYET
BXOJSIIMC B KOMIIETEHI[UU, UMEET | YMEHUS U HABBIKU YMEHHUSI U HAaBBIKU
COCTaB MIPEJICTaBIICHUE 00 pELICHUs TUTIOBBIX | peLICHUS
KOMIIECTEHIINH, HUX IPUMEHEHUU, 3a/a4. CJIOKHEBIX 3aJ1a4,
MOHUMAET UX YMEHHUE U3BJIEKATh U yMEHUE




HEOOXOIUMOCTh,
HO HE MOXKET UX
MPUMEHSITh.

UCIIONIb30BATh
OCHOBHYIO (BaXKHYIO)
MHPOPMAIHIO U3

MOJTYYEHHBIX 3HAHUH

MPUHUMATH
pelieHus,
co3J1aBaTh U
MPUMEHATH

JIOKYMEHTEHI,
CBs3aHHBIC C
npoheCCHOHANBH
oi
JEITEITbHOCTRIO;
croco0eH
CaMOCTOSITEITBHO
pemarhb
npobiiemMy/3anauy
Ha OCHOBE
HU3y4ECHHBIX
METO/IOB,
IIPUEMOB U
TEXHOJIOTUH.

bazosviii yposenv oceoenus komnemenyuti - 00SA3aTENBHBIA IS BCEX OOYJAIOIIMUXCS 1O
3aBEPIICHUH OCBOCHMUSI TUCIIUTTUHBI.

Tlosviwennviii  yposeHb 0c8oeHUs KOMnemenyui - TIPEBBIILIEHUE MUHUMAaJbHBIX
XapaKTEPUCTHK CHOPMUPOBAHHOCTH KOMIIETSHITUH JIJIsT 00YJaroIIerocs.

Ilpoosunymulii  ypogenb  oceoeHus KOMnemenyuu - MaKCHUMaJbHO BO3MOKHas
BBIPAKEHHOCTh KOMIIETEHIINH, BaK€H KakK KauyeCTBEHHBIN OpPHUEHTHP ISt
CaMOCOBEPIIICHCTBOBAaHUSI Tak U jomnosHuTensHOe K TpeboBanmsim OIIOIl  ocBoenue
KOMITIETEHIIUH ¢ y4ETOM JTMYHOCTHBIX XapaKTePUCTHK:

- aKTMBHOE€ y4yacTHe B KOH(EepeHIHIX, KOHKypcaxX, KPYriblX CTOJNaX U T.A. C NOJyYeHHEM
3aUKCUPOBAHHOTO MOJIOKUTEIBLHOTO pe3ysbTaTa o BOIPOCaM, BKIIIOUEHHBIM B TUCIUILINHY;

- pa3paboTka M pealu3alus MPOEKTOB C MPUMEHEHHEM KOMIIETeHIIMH, YKa3aHHBIX B
paboueli mporpamme;

- IEMOHCTPUPYET yMEHUE MPUMEHITh TEOPETUUECKUE 3HAHUS ISl PEIICHUS MPAKTUYECKIX
3aJ1a4 MMOBBIIIEHHOM CJI0KHOCTH U HECTaHJAPTHBIX 3aj1ay;

- BBIIIOJIHEHUE B CPOK BCEX MMOCTABJICHHBIX 33/1a4.

4. Illkaja oneHMBaHUS pe3yJibTaTa

Ta6muma — 4.1. Ikana kpuTepueB OICHUBAHUS KOMIIECTCHITUI

Ouenka Conepxkanue

1 JemoHCTpUpYyeT HemoOHNMaHne TpodaemMbl. MHoOrHe TpeOoBaHMs, IPEIbIBISIEMbIE
2 (6amn mo 54) K 3aJJaHUIO HE BHITOJTHCHEI.

JleMoHCTpUpYyeTCsl TIepBUYHOE BOCHPHATHE Marepuana. Pabora He3akoHUYeHA H
/MW 9TO TIIaTHAT.

3 (6amr 55-69) JleMOHCTpUpYeT YacTHYHOE MOHUMaHUE MPOOJIeMbl. BOJIBIIMHCTBO TpeOOBaHMIA,
NPENbIBISIEMBIX, K 3aJIJAHUIO BHIITOJTHEHBI.
Brnanenne osneMeHTaMHM 3aJaHHOTO MaTrepHaja. B OCHOBHOM BBITIONHEHHBIH

MaTepuall MOHATCH U HOCUT HeJ'IOCTHLIﬁ XapaKTep.

4 (6asn 70-84) JleMOHCTpUpYyeT  3HAYWTENbHOE TOHMMaHWE MpoOIeMbl  00O03HAYEHHOU
JMCIMIUTMHOM. Bee TpeboBaHus, mpenbsBIsieMble K 3a1aHHIO BBITOIHEHBI.
Conep:xaHre BBIOJIHEHHBIX 3aJaHUH PAcKpPHITO U PACCMOTPEHO C Pa3HBIX TOYEK

3pEHusL.

5 (6asun 85-100) HeMoHcTpupyer  moiHOE€  NMOHMMaHue  mnpobmeMel. Bce  TpeOoBanms,
MPEABSABIsIEMbIE K 3aaHUIO BBHITIOIHEHBDI.
[IponeMOHCTPUPOBaHO  yBEpEeHHOE BIAJACHHUE MAaTE€pPUAIOM  JUCLUIUIMHBL.

Brimonsennbie 3aaHrd HOCAT MLCJIOCTHBIX XapaKTCpP, BBINOJIHCHBI B TIOJHOM




Onenka Coaep:xxanne

00b E€ME€, CTPYKTYpPHUPOBAHBI, MpeaCTaBJICHBL Pa3INYHbIC TOYKH 3peHUs,
OpOACMOHCTPHUPOBAH TBOp‘leCKI/Iﬁ IIOAXOM.

[Ikanbl OLlEHUBAHUS U IPOLEAYPHI OLIECHUBAHUSI PE3YJIbTaTOB OOYyUEHHS 10 AUCHHUIINHE
pernameHTupytorcst [lojokeHueM o TeKylleM KOHTPOJiE€ YCIIEBAEMOCTH M IMPOMEKYTOUHOMU
aTTecTaluy OOydJaloMIMXCs MO0 MporpaMMamM Beiciiero oOpasoBanus u [lonoxkenreM o OanIbHO-
PEUTHUHIOBOM CUCTEME.

Jist otieHKH c(pOpMUPOBAHHOCTH PE3YIHTATOB OOYyYCHHS MO TUCHUIUIMHE HCIIOJB3YeTCS
0a/JIbHO-PEeITHHIOBasl CHCTEMA YCIIeBAeMOCTH 00Y4aI0 M XCS .

@®opMOIl UTOrOBOIO KOHTPOJI MO JAUCLUUIUIMHE sBisieTcs MU depeHIMpOBaHHbIN 3a4eT
(3a4eT ¢ OLIEHKOM), UTOrOBas OLEHKa (OPMUPYETCS] B COOTBETCTBUH CO IIKaJIOH, MPUBEACHHON
HUKE B Ta0nuie:

Bamner Orenka
<55 HEYJIOBJIETBOPUTEIHHO
<70 YIIOBJICTBOPUTEIILHO
<85 XOPOIIIO
>85 OTJINYHO

5. Ilepeyenn 3a1aHmii MO JMCHHUILTHHE
5.1 3aganus A1 TeKylero KOHTPOJIS:

Tabmuma - 5.1.1. [Tepedyens 3amanuii TEKYIIETO KOHTPOJIS U UX HAMMEHOBAHUE

HaumenoBanue Conep:xanue 3a1aHus
OIIEHOYHBIX
Cpe/CTB
Pemenne 3amaua 1. Msyuenne kpunrorpapudeckux cpemcts OC Linux
MPAKTUIECKUX 3anaua 2. M3ydeHne cxeM ayTeHTH()HUKAIUK C HYJIEBHIM pasrilallieHueM
3aaaqd 3anaua 3. Pa3septeiBanue PKI uH(pacTpyKTyphl B KOPIIOPATUBHOMN CEeTH

3anaua 4. RSA-ceprudurarel. Cratndeckas ayTeHTHOUKAIMS TAHHBIX

3anaua 5. RSA-ceprudurartel. J[nHamMudeckas ayreHTHOUKAIUS TAHHBIX

3amaya 6. RSA-ceprudukatel. KoMOMHMpOBaHHAS JMHAMUYECKAS
ayTeHTU(UKAIUS TaHHBIX U BEIPA0OTKa KPUIITOT PAMMEI

3anaua 7. Hacrpoiika Kerberos ayrentudukariim B KOpropaTuBHO# ceTH
3anmauva 8. Pabora ¢ makeroM kpurnrorpadudeckux QyHkipin OpenSSL B pexxume
KOMaHJHOHU CTPOKH

3amaqa 9. M3yueHne ciCTeMBI SJIEKTPOHHEIX JeHer Uayma

3amaqa 10. VzydeHue TexHONOTUN OIIOKYEHH

3amaqa 11. U3zygenne moporopoit cxemsl lllamMupa pasneneHus cekpera

KoutponpHbIit 1. [HonsiTre kpunTOrpadu4IecKoro MpoTokona. Mepapxudeckoe mocTpoeHe
omnpoc KpHITOrpamueckux MpoTOKOIOB. Bupl kpuntorpaduuecknx mpoTOKOIOB.
2. dopmainbHOE onMcaHue MPOTOKOJIA.
3. Komnpomerarus nporokosa. Busl ys3BUMocTel 1 aTak Ha
KpHITorpaduaeckue mpoToKOIIbL.
4. Mertozbl aHaHM3a KPpUNTOrpaHIECKUX TIPOTOKOJIOB.
5. [Moxx o/l K KOHCTPYHPOBAHHIO OE30MACHBIX KPUITOrPapHUECKUX
MIPOTOKOJIOB.
6. [ludpoBanne Ha ocHOBE 3HaUeHUs napons. [[podiema nmogdopa mapons u
IIyTH €€ PeIICHHS.
7. Anroput™ BbIpaOOTKH KiTfoua u3 naposist B npuitoxenusx MS Office.
8. Oyukuus qusepcupukanun kiarouya PBKDF2
9. Oyakums quBepcupUKaK KiIroda scrypt.

10. Aunroputmbl KoHTposs nenoctHoctd PBMACI u nmdposanus PBEC2.




11. [Ipotokonsl ayTeHTUGUKAINN: 00JaCTH IPUMEHEHUS], BUIBI U METO/BI
aHaIu3a.

12. [MaponbHas ayTeHTU(UKIHS, €€ BUAbI U METO/IbI MTOBBIIICHUS HaISKHOCTH.
13. CxeMbl ayTeHTU(UKAIIMN BUIA «3aIIPOC - OTBET.

14. CxeMbl ayTeHTU(UKANH 17151 MOOMIIBHBIX YCTPOKCTB.

15. HHTEpakTUBHBIE CUCTEMBI I0KA3aTENbCTB C HYJIEBBIM PA3JIAIIECHUEM —
OCHOBHBIC KOHLICTIIINN 1 CBOMCTBA.

16. Cucrema JT0Ka3aTeIbCTB, OCHOBaHHAs Ha 3aj1ade 00 nzoMopduszme rpados.
17. AyTeHTH(UKAIMS C HYJIEBBIM pasrianieHueM. CxeMbl ayTeHTH(PHKANH
®uarta — [lamupa u Paiire — Guara — [Mlamupa.

18. Cxewmsl ayrentudukanyu [uoppa u bpukenita — MakKapnu. [Tporokon
uaeHtTupukanuu Okamoro.

19. [porokon uaentudukanuu ['mmry-Kuckare.

20. [Ipobiema KoMIpoOMeTallMK OTKPBITOTO KIF0Ya MU Iepeade, aTakk Ha
OTKPBITHIC KITFOYHU U METO/IbI HpOTHBOHeﬁCTBHH.

21. Hudpossie cepTrdurarsl. Mojenu goBepust Ha OCHOBE Ienel
cepTuduKanuu.

22. WNudpactpykrypa oTKpbITHIX Kitouel PKI.

23. [IpoTokoib!l pactipeneneHus M COrjaacoBaHUs KI04Ueii: 06IacTu
NPUMEHCHUA, BUJbBI 1 METO/IbI aHAJIM3a.

24, [IpenBaputensHOe pacnpenenenue kimoyeil. Cxema bioma.

25. [IpoTokon BeIpaOOTKH 0OIIEro Kiitova ¢ ayTeHTH(QUKAIEH Ha OCHOBE
TIapoJIs.

26. [Ipotokonbl pacnpeneneHust KItovel ¢ JJOBEPEHHBIM IIEHTPOM, OCHOBaHHbBIC
Ha CUMMCTPUYHBIX KPUIITOCUCTEMAX.

27. IIporokon Kerberos. Pacumpenue nporokosia Kerberos PKINIT mis
UCTIONIb30BAHUS KPUIITOIPA(GUHU ¢ OTKPBITHIM KITFOUOM.

28. Iporokon Juddu-Xamnmana. [Iporokonst MTI u STS. Bo3MokHbIe aTaku
Ha IIPOTOKOJIBI ¥ ITyTH POTHBOICHCTBUSI.

29. CxeMbl BBIpaOOTKH OOILEro Kiroua ¢ ayTeHTH(UKaLel Ha OCHOBE
oTKphITOro Kitoua. [Iporokon Hunxema-Ipenepa.

30. IIpoToKOJIbI OOHOBJICHHUS CEAHCOBBIX KITIOUCH.

31. [lonstre 6e3omacHOCTH TPoTOKONa. DYHKITMU-CEPBUCH OE30MaCHOCTH.
32. [IpoTOKOJIbI KAHAIOB 3aIMINCHHON epeaadyn JaHHBIX.

33. Anroputm coriacoBanus kiodein VKO.

34. Anroputm muBepcudukaimn KDF.

35. [IceBnocmyyaiinpie pyHKIIMN Ha OCHOBE KOHCTPYKIu HMAC, anropuTmsl
JKCIOPTa U UMIIOPTA KITIOUEH.

36. Kpunrorpaduueckas 3amura nHQOpMAIIUN B MECCEHDKEPaX.

37. Hudpoast moammch ¢ BOCCTAHOBIIEHUEM COOOIICHHSL.

38. [TpoTokon moanucH ¢ OrpaHNYSHHBIM KH3HEHHBIM UKIIOM.

39. Cxema MoAIMCH C BepU(UKAIHeN o 3a1pocy.

40. ['pynmoBas mudpoBast MOANHCE.

41. [ToporoBas mwdpoBast MOAMHCE.

42. Cremast mudpoBast MoAMUCH: 0OIACTH MPUMEHEH S, CBOMCTBA U BAPHAHTHI
QJITOPUTMOB.

43. CucTeMbl AJIEKTPOHHBIX TUIATEXKEH U DJIEKTPOHHBIE JEHBIU. DJIEKTPOHHbIE
OankHOTHI Yayma.

44, JlerieHTpan30BaHHbIE CUCTEMBI JJIEKTPOHHBIX IIaTexeld. KpunToBamoThl.
TexHonorus OIOKYEHH.

45. OCHOBHBIE IOHSATHUS M TIPOCTEHIIIIE CXEMBI Pa3/IeleH s CEKpeTa.

COBepH_IeHHOCTB " UACATIBHOCTDL CXEMBI PAa3JACIICHUS CCKPCTA. HpOBCpSIeMOG
pPa3aciiCHuC CCKpeTa.

46. [ToporoBas cxema pazaenenus cekpera binexnu.

47. [ToporoBas cxema paznenenus cekpera [llamupa.

48. [loporoBas cxema pasnenenus cekpera Ha ocHoBe KuTaiickoil TeopemMbl 00
OCTaTKax.
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49. Paznenenue cexpera ajsi MpOU3BOIBLHON CTPYKTYPHI JOCTYIIA.
[TpoTOoKOJIBI KOH(YICHITUATEHBIX BEIYUCIICHUH.

5.2 Konrtpoabubie Toukn BPC
Konmponvnaa mouxa 1
WupuBuayansHOe KOHTPOJIbHOE 3a1anne «Pa3paboTka mpoTokomza»

3adanue: Pa3paboTaTh MNPOTOKOJI, HAIEJIEHHBIM Ha pEIICHWE KOHKPETHOW 3aJayd,
OIPEAEIICHHOM PENOAaBATEIIEM.

BoinosiHeHHOE 3ajaHue 3alMINaeTcs IpenojaBareiato ¢ O(OpMIEHHEM OT4YETa O
NpOJICNIaHHO# padoTe, MOATOTOBICHHOTO C MOMOIIBI0 TeKcToBoro mporeccopa Word. Otuer o
BBITIOJTHEHUH 3aJaHHs JOJDKEH COJep)KaTh ONMMCAHWE JICHCTBYIOMIMX CTOPOH (pOJjieil) W IIaroB
MIPOTOKOJIA; aHAJIU3 BO3MOXHOCTU IMPOBEJEHMS aTak Ha MPOTOKOJ (CIEAYeT pacCMOTPETh BCeE
TUTIOBBIE aTaKH), aHAJTU3 BO3MOKHOCTH MOIIICHHUYECTBA CO CTOPOHBI YYACTHUKOB MTPOTOKOJIA.

MeTtoanueckre peKOMEHIANH T10 TTOATOTOBKE:

[ToBTOpEHUE JEKIMOHHOTO MaTepHala, WCIOJIh30BAHHE PEKOMEHIYeMOW JIUTEpaTyphl,
MpUBEACHHOM B pazzene 9.1. paboueil mporpaMmbl AUCHUTIITNHBIL.

Ilocemenre KOHCYIBTAIIMN TTPETIOIaBATEIIS.

[Iporiemypa OCYIIECTBICHUS KOHTPOJISI BBIOJHEHHS 3aJaHHUS OCYIIECTBISIETCS B
COOTBETCTBUH C TPaUKOM KOHTPOJIBHBIX TOUEK M TPOBOIUTCS IO KPUTECPHUSIM.

Konmponvnas mouxa 2
Uccnenosanue (occe) «lMccnenoBanue Kpunrorpaguueckux IMPOTOKOJIOB U MPUMHUTHUBOB,
peann30BaHHBIX B 3alTUIIICHHOW MH(POPMAITMOHHON CHCTEME»

3aoanue: WccnepnoBaTh TOJACHCTEMY KpUNTOTpadUyecKOW 3amuThl  WHOOPMAIUN
OOIICH3BECTHOM  3aIMIICHHOW  HMHGOPMAIIMOHHOM  CHCTEMBbI (IO  COTJIACOBAaHHIO  C
npenojaBateneM). [lpumepamMu mNOJOOHBIX CHUCTEM MOTYT OBITh OIEpPALMOHHBIE CHUCTEMBI,
CEeTeBbIE KIIMEHT-CEPBEPHBIC MPUIIOKEHUS, YTHIUTHI, PEATU3YIOIINe BEICOKOYPOBHEBbIE CETEBBIE
MIPOTOKOJIbI, OT/IEIbHBIE CPECTBA 3AIIUTHI HHPOPMALIUH.

BoimonHeHHoe 3ajaHue 3alUINaeTcs MpernojaBarenio ¢ OGOpMIICHHEM OT4YeTa O
NpoJIeNIaHHO# paboTe, MOJArOTOBICHHOTO C MOMOIIBIO TekcToBoro mpoieccopa Word. Otuer
JOJKEH COJAep:KaTh: IMOCTAaHOBKY 3ajaud, oOlnee onucaHue HHPOPMAIMOHHOW CHUCTEMBI U
GbyHKIME  0€30MacHOCTH, HCMOJB3YIOUIMX  IMOACUCTEMY  KPUOTOrpapuuecKod  3allHuTh
uHhOpPMaLUK;  ONMUCAHUE  CTPYKTYpPhl  MOJCHUCTEMBl  KPUITOrpapUuecKod  3allluThl,
pealin30BaHHbIE B CUCTEME CETEBbIEC MPOTOKOJIBI U KOHKPETHBIE 3a]]a4l, KOTOPBIE PEIIAIOTCS C UX
MOMOIIbIO (HAIIpUMEp: CeTeBasi OJHOCTOPOHHS ayTeHTH(HUKAIMS MOoJb30BaTeael Web-piiramire
— mpotokos TLS); kpunrorpaduveckue MPOTOKOJbI, HCHOJIb3YeMbIe BBICOKOYPOBHEBBIM
CETEeBBIM MPOTOKOJIOM (Harpumep: TLS — npoTtokon ayreHTudukanuu ¢ coriiacoBaHueM Kirouen
VKO, anroputm nusepcudukanuun KDF, nceBaocnydaiinpie QyHKIIMM HA OCHOBE KOHCTPYKIIUU
HMAC) c kpaTkuMm OmuCaHHEM KaKJIOTO KpUNTOrpaguuecKoro MPOTOKOJA; peaTru30BaHHbBIC
Kkpunrtorpadguueckue aiaroputMmsl (Hampumep: mudposanue — 'OCT P 34.12-2015 Marma) ¢
yKa3aHUEM KOHKPETHBIX MapaMeTpOB KPUNTOrpaGHUUeCKUX alrOpUTMOB, €CIH MOIJIEPKUBACTCS
HECKOJIbKO BapHaHTOB airoputMa (Hampumep, AES-128 — amroputm AES c 128-OutHbIM
KITFOYOM); OOIIUil BBIBOJ O CTENEeHU 0e30MacHOCTH CHCTEMBI MPHU HCIOIb30BAHUH Pa3IMUHBIX
HACTpoeK KpunrTorpaduu (€ciu moaaepKUBarOTC).

Metoanueckre peKOMEHAALUH 110 TOATOTOBKE:

[ToBTOpEHUE JIEKIIMOHHOTO MaTepHala, HCIOJIb30BAaHHE PEKOMEHAYEMOW JIHUTEpaTyphl,
MpUBEACHHOM B paznene 9.1. paboueit mporpaMmbl AUCIUTITHHBIL.

[Tocemenre KOHCYNbTANUN TTPETIOJaBATES.

[Ipouenypa ocCylIecTBICHUS KOHTPOJS BBIOJHEHUS 3aJaHUS OCYIIECTBISETCS B
COOTBETCTBUU C TPAPUKOM KOHTPOIHHBIX TOYEK U TPOBOJUTCS 110 KPUTEPHUSIM.
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6. Meroauueckue MaTepHaJbl, ONpee/siioue Npoueaypbl OLeHMBAHUSA

[Ipouenypa OIEHUMBAHUS PE3YJIHTATOB OOYUEHHS IO AUCHUIUIMHE XapaKTEPH3YIOLINX
sTansl (HOPMUPOBAHUS KOMIIETCHIINH, TPEACTABICHA MAcIOPTOM (POHIA OLEHOYHBIX CPEJCTB IO
mucuuiuinbe (pasaen 1).

KoMIuiekT OIEeHOYHBIX CPEICTB XpaHUTCS Ha Kadenpe, eXeroaHo oOHomisercs. s
IIPOMEXYTOUYHOM arrecrauuu B Bujae 3k3aMeHa KOC mno gucuumiuHe OOHOBISETCS U
yTBepKaaercs 3a 14 nHel 10 Hayana CECCMOHHOTO MEpUOJia U XPAaHUTCS B HEJJOCTYITHOM MECTE
OT HECAaHKIIMOHUPOBAHHOTO AocTyna. OTBETCTBEHHOCTh HeceT Kadenpa.

Ilopsinoxk mnpoBedeHUs] TeKYIIero KOHTPOJSA YCIEBAEMOCTH W IPOMEXYTOYHOU
arrecrauuu oOydaromuxcst YHuepcurera no OIIOII pernmamentupyrorcs Ilonoxxenuem o
TEKyIIeM KOHTPOJIE YCIIEBAEMOCTH M TPOMEXKYTOYHOH aTTecTanmuyd OOydaromuxcs 110
MIporpaMMaM BbICILIETO 00pa30BaHUsL.

Texkymuii KOHTpOJb YCHEBAEMOCTH B YHHUBEpcUTeTe sBisSeTcsl (OpMOM KOHTPOJIS
KayecTBa 3HaHMM OOy4aroUIuXcs, OCYLIECTBIISIEMOTO B MEKCECCHOHHBIM Nepuoj oOyueHus c
1enbio onpeaenenus kauectsa ocsoenust OITOIN.

Texymmii KOHTPOJb YCIIEBAEMOCTH OCYHIECTBISICTCS: Ha JICKIHAX, MPAKTUYECKUX
(CeMMHApCKHUX) 3aHITUSIX, B paMKaX KOHTPOJISI CAMOCTOSITEIbHOM paOOTHI.

OO6yuatomuecs 3apaHee HWHPOPMUPYIOTCS O KPHUTEPUSIX M TPOIEAYPE TEKYIIETro
KOHTpPOJISl YCIIEBAEMOCTH TIPENOJIaBaTesIMM [0 COOTBETCTBYIOIIEH Y4YeOHON NIUCHUIUIMHE
(Momyst).

VYcneBaeMoCTb NPU TEKYIIEM KOHTPOJIE XapaKTepu3yeT 00beM U KaueCTBO BBIITOJIHEHHOM
oOyJarorumMcst paboThI IO TUCITUTIIIUHE (MOJIYITIO).

[lemarorumdeckue BUIBI W (OPMBI, HCIOIB3YeMBIE B IPOIECCEe TEKYIIETO KOHTPOJIS
yCIeBaeMOCTH  OOYyYaromMXCsl, OMpPENeNsIIOTCS ~ METOAMYECKOM  KoMuccued  Kadenpsl.
BriOupaemspiii Buj TeKymero KOHTPOJs oOecrieuynBaeT HawbOojiee TMOJHBIM W OOBEKTUBHBIN
KOHTpOJIb (M3MepeHHue U (UKCHPOBAHKME) YPOBHS OCBOCHHSI PE3yJbTaTOB OOYy4YEHUS 10
JTUCLUILTUHE.

[IpenogaBaTenu mpenoOCTaBIAIOT CBEACHHS O TEKylllel ycreBaeMocTH OOydaromiuxcs B
pamKax MpoBEICHUSI TEKYILeH aTTeCTallui B CEMECTpe B JA€KaHAThl/ y4eOHBII 0Tl HHCTUTYTa B
CPOKH, OIpe/eTeHHble BHYTPEHHUMHU pPACIOPSIUTEIIbHBIMU JIOKYMEHTaMU Y HHUBEpPCUTETA
(pakynbreTa, uncmumyma).

B nensx oOecnedyeHus TEKYIIEro KOHTPOJS YCHEBAEMOCTH IpernojaBaTelib MPOBOIAUT
KOHCYJIbTAIIUH.

[IpenonaBatenb, BeaylIMd 3aHATHS CEMHUHAPCKOTO THUIIA, MPOBOAUT ATTECTALHUIO
00y4aromuXxcs 3a npoueamuid mepuoa. ATrectaiuus IpoBOJUTCSA, €CJIU MPOBEICHO HE MEHee 3
MPAKTUYECKUX (CEMUHAPCKUX) WU JIa0OpAaTOPHBIX 3aHATHI, B YCTaHOBIIEHHBIC JEKaHATOM/
WHCTUTYTOM CpPOKH, He pexe 1 pa3a 3a yueOHbI cemecTp. OOyuaromuecs aTTeCTyIOTCS MyTeM
BBICTABJICHUS B COOTBETCTBYIOIIYIO TPYIIIOBYIO BEIOMOCTh 3alUCEH M0 CHUCTEME: «aTTECTOBaH»
WM «HE aTTeCTOBAH».

[IpenogaBaTenb, MPOCTaBIsAS UTOTH aTTECTAIlMH, JOBOJUT PE3YAbTaThl aTTECTAIllUH 0
CBEICHUS CTYJIEHYECKOW TPYNIbl M OOBACHSAET MPUYHHBI OTPULIATEIHHONH AaTTeCcTaluH II0
3arpocy oOy4arouerocs.

IIpu aTTecTanmu 00y4aromuXcsl yYUTHIBAIOTCS CieIylonue (pakTophl:

— pe3ynpTaThl paOOTHl Ha 3aHATHUSX, MOKA3aHHBIC MPU TOM 3HAHUSA MO AUCIUIUIMHE
(MOIyII0), YCBOGHHE HAaBBIKOB MPAKTUUYECKOTO MPUMEHEHHs] TEOPETHUYECKHX 3HAHHM, CTeleHb
AKTUBHOCTH Ha MPAKTUYECKUX (CEMUHAPCKUX) 3aHATHUSAX;

— pe3ynbTaThl U aKTUBHOCTH YYaCTHUSl B CEMUHAPAX U KOJUIOKBHYMaX;

— pe3ynbTaThl BBITIOJHEHUS! KOHTPOJIBHBIX PadoT;

— pe3ynbTaThl U O00BEM BBINOJHEHHBIX 3aJaHU B paMKax CaMOCTOSITENbHOH palboThI
oOyuaronuxcs;

— pe3ynbTaThl JMYHBIX Oecell cO CTyIeHTaMH MO MaTepually y4yeOHON AUCIUILTMHBI
(Momyns);
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— TIOCEUICHHE CTYACHTaMH, CEMHHAPCKHX W TPAKTHYECKUX 3aHATUH, Ja00paTOPHBIX
pabor;

— CBOEBpPEMEHHasl JMKBUJALMS 3aJ0JDKEHHOCTEH 10 MpONHJEHHOMY MaTepuaiy,
BO3ZHUKIIMX BCJIEACTBUE TMPOIYCKAa 3aHATHH JUOO HEYIOBIETBOPUTEIBHBIX OIICHOK TI0
pe3yibTaTam pabOThl Ha 3aHSTHSX.

— pe3yabTaThl IPOXOKIEHUS KOHTPOJIBHBIX TOUEK IO JUCUUILIMHE (TIPU UCIIOJIb30BaHUN
0aITbHO-PEUTHHTOBOM CHCTEMBI)

IIpome:kyTouHasi aTTecTamus OOydJalOMIMXCsl YHUBEpCUTETa sBIsieTCs  (hOopMOi
KOHTpPOJISl PE3yiabTaToB OOy4YEHUS MO JAUCLUUIUIMHE C IE€JIbI0 KOMILJIEKCHOTO OIpeAeIeHUs
COOTBETCTBHUSI YPOBHSI U KayecTBa 3HAHUM, YMEHUN U HABBIKOB OOydaromuxcsi TpeOOBaHUSM,
YCTaHOBJIEHHBIM 00pa30BaTEIbHOM MPOrpaMMOH.

@®opMupOBaHUE OIEHKH TEKYLIEro KOHTPOJS YCIIEBAEMOCTH U IMPOMEXYTOUHOMN
aTTecTalliy 10 UTOTaM OCBOEHMS TUCIHILIMHBI OCYLIECTBIISIETCS C HCIOJIb30BAHUEM OalsIbHO-
PEUTUHIOBOM cHCTEMBbl OLEHKH 3HAaHUN oOydaroluxcs, TpeOOBaHUS K KOTOPHIM M3JI0KEHBI B
[Tonoxxennu o 6ATITLHO-PEUTUHTOBOM CHCTEME.

7. Oco0eHHOCTH OCBOECHHS AUCHUIIJIMHBI JI HUHBAJIM/IOB ! JIMI C OrPAHUICHHBIMHA
BO3MOKHOCTAMH

AJTanTUPOBAaHHbIE OLIEHOYHBIE MaTepHasibl cojepkarca B amantupoBanHHoM OIIOIL
OOyueHne 0OydJarOMMXCS C OTPaHUYEHHBIMH BO3MOKHOCTSIMH 3JIOPOBBSI TIPH HEO0OXOAMMOCTH
OCYIIIECTBIISIETCS Ha OCHOBE aJalNTHPOBAHHOW pabodell TporpaMMBbl C HCHOJIh30BAHHUEM
CTIEMANBHBIX METOJOB OOYYCHHS W IUAAKTHYECKHX MaTepPHajOB, COCTABICHHBIX C y4ETOM
0COOEHHOCTEH MCUXO(PU3NUECKOr0 pPa3BUTHS, WHAMBUAYAJIBbHBIX BO3MOXXHOCTEH U COCTOSIHHS
3I0POBBS TAKKX 00yJarOIIMXcs (00yJaronerocs).

CamocTtodarenbHas paboTa 00ydaroUXcs C OTPAHUYCHHBIMUA BO3MOXKHOCTSIMHU 3/I0OPOBBS
U UHBAJIUIOB TO3BOJISIET CBOEBPEMEHHO BBISBUTH 3aTPyJHEHHS M OTCTaBaHHWE M BHECTHU
KOPPEKTUBBI B y4eOHYIO JesiTeNbHOCTh. KOHKpeTHbIE (hOPMBI U BUJIBI CAMOCTOSITENILHON PaboThI
oOyyarouuxcss JUI C OrPAaHUYCHHBIMH BO3MOXHOCTSMU  3JIOPOBbS W  HHBAJIHUJOB
yCTaHaBIMBAIOTCA TpernoaaBareneM. Bpibop ¢opM U BUAOB CaMOCTOATEIbHONW pabOThI,
oOyyaronuxcs ¢ OrpaHUYEHHBIMU BO3MOKHOCTSIMU 37I0POBbSI U MHBAJMIOB OCYIIECTBIISAETCS C
Y4eTOM HX CHOCOOHOCTEH, 0COOEHHOCTEH BOCHPHUATHS U TOTOBHOCTH K OCBOCHHUIO y4eOHOTO
Matepuana. GopMbl caMOCTOATEIBHON pabOThl YCTAHABIMBAIOTCA C YYETOM HHAMBUIYyaTbHBIX
ncuxopu3HIEeCKMX 0COOEHHOCTEH (YCTHO, MUCBbMEHHO Ha OyMare Wik Ha KOMITbIOTEpE, B (hopme
TECTUPOBAHUSA, DJIEKTPOHHBIX TPEHAXKEPOB U T.I1.).

OcHoBHbIE (QOpPMBI MPEICTABICHUS OLEHOYHBIX CPEJICTB — B IedaTHOW (opMe WU B
dbopMe  dIeKTpOHHOro  AOoKyMmMeHTa. Jlns  oOydaromuxcs ¢ HapylIeHUSMH — 3pPEHHS
MpelycCMaTpUBAeTCs BO3MOXKHOCTh IPOBEACHHUS TEKYIIEr0 M IMPOMEXKYTOUYHOTO KOHTPOJS B
yctHOU (hopme. [ oOyuaromuxcs ¢ HapylmIEHUSIMH CIIyXa MpelycMaTpuBaeTCsi BO3MOXKHOCTD
MPOBEJICHUS TEKYIIET0 U MPOMEKYTOYHOTO KOHTPOJISI B MUCbMEHHOU opme.

Tabmuma 7.1. — Kateropun oOyuatomuxcs ¢ OB3, cmocoObl BOCHPHUSTHS HUMH
uHGOpMaLUU U METOIbl UX 00y4EHusl.

Kareropuu o0yJarommxcs no Mertozpt 00ydeHus

HO30JI0Irusiam

C Crensle. Ayouanvro-xunecmemuyeckue, TpeIyCMaTPUBAIOIIUE

HapyweHussmMu | Crioco6 NOCTYIUICHHE y4eOHOW WH(OpMAaIMM IOCPEACTBOM CiIyXa H

3pCHUA BOCIIpUATUA OCA3aHUA.
I/IH(bOpMaLII/II/I: MOFyT HCIIOJIB30BATLCH IIPU YCIIOBUH, YTO BU3YyaJIbHAA
0CA3aTCIBbHO- HH(bOpMaL[I/ISI 6yzner aJaliITUpOBaHa JI JIML C HAPYIICHUSIMU
CIIyXOBOH 3peHMUS:
CrnaboBuasIIHE. 8U3YAIbHO-KUHEeCmemuyecKue, MpEaIoIararonme
Cnoco0 nepenavyy ¥ BOCHpUATHE Y4eOHOH MH(OpMalMW IPU TOMOILU
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BOCTIPUSATHUS 3pEHUS B OCSI3aHUS;
nHpopMarum: ayJMo-BU3yalibHble, OCHOBAHHBIE Ha MpPEACTaBICHHE
3pUTEIBHO- yueOHON WH(OpPMANMK, TpPH KOTOPBIX  3aJICHCTBOBAHO
ocsI3aTeNbHO- 3pUTENBHOE U CIYXOBOE BOCIIPHUSITHE;
CITyXOBOM ayouo-8u3yanbHo-KUHecmemuyeckue, 0asupyrommecs
Ha TIPEICTAaBICHWM WH(POPMAIUM, KOTOpas MOCTYyHaeT Io
3PUTEIILHOMY, CIYXOBOMY H  OCS3aTEIbHOMY  KaHalIaM
BOCIIPUSITHE.
C nyxue. BU3VATLHO-KUHeCmemuyeckue, MPEAToNararonme
Hapymenussma | Crioco6 nepenavy v BOCHIPHATHAE Y4eOHOW MH(POPMAILIUK TP TTOMOIIH
cryxa BOCIIPUSATHUS 3pEHHSI U OCS3aHUSL.
uH(pOpMaIIVH: MoryT HCOIB30BAThHCS MPH YCIOBUH, YTO ayAuaIbHAs
3pUTENBHO- uHpopMmalus OyJaer aganTUpOBaHa JUIS JHUI] ¢ HAPYHIICHUSIMU
0CsI3aTENbHBIN ciyxa:
Cnabocnplmaiue. ayouo-eu3yaivHvle, OCHOBAaHHBIE Ha TMPEACTaBIICHHE
Cmoco0 yueOHOl  wmH(doOpManuu, TPH  KOTOPBIX  3a7eHCTBOBAHO
BOCHIPHSATHS 3pUTENBHOE U CIYXOBOE BOCIIPHUSITHE;
uH(pOpMaIIH: ayouanbHo-KUHecmemuyeckue, TpeTyCMaTPUBAIOIIUE
3puTensHo- MOCTYIUICHHE Y4eOHOW HH(OpMAalUMu MOCPEACTBOM CiyXa |
0CsI3aTEeNbHO- OCsI3aHMS,
CITyXOBOM ayouo-8u3yanbHO-KUHecmemuyeckue, 0a3upyroIpecs
Ha TIPENICTAaBIICHWH WHQPOPMAIUH, KOTOpas IMOCTYIaeT Io
3pUTENBHOMY, CIYXOBOMY M  OCSI3aTEJIbHOMY  KaHajaM
BOCIIPHUSITHE.
C Cnoco6 —  U3YANLHO-KUHECEeMUYECKUE,
HapymeHUAMHA | BOCIIPUATHSA —  ayouo-eu3yaibHble,
OIIOpHO- HH(pOpMaruy: —  ayouanvHo-KuHecmemuyeckue,
ABUIATCIIBHOI'O | 3pUTEIBLHO- —  ayouo-6u3yanbHO-KUHECMemu4eckue.
amnmapara 0Cs3aTeIbHO-
CIIyXOBOM

Tabmuma 7.2. — CriocoObl aganTamuy 00pa3oBaTeIbHBIX PECYPCOB.

Ycnosnvle oboznauenus:

«+» —00pazoBaTeIbHbIN pecypc, He TpeOyIOIUN aanTaluu;

«A®» — aganTUpOBaHHBIN (opMaT K OCOOCHHOCTSIM IpueMa-mepenaun UH(popManuu
oOyuaronuxcs nHBanuAoB u mui ¢ OB3 ¢opmar oOpazoBaTenbHOTO pecypca, B TOM 4YHCIE C
WCI0JIb30BAHMEM CHEIHAIbHBIX TEXHUYECKHX CPEJICTB;

«AD»— anbTepHATUBHBIN SKBHUBAJICHT MCIOJIb3YEMOT0 pecypca

Karteropuu Oo6pazoBareibHbIE pecypcChl
00yuarouuxcst DJIeKTPOHHbIE IeuaTHbie
110 HO30JI0T WM MyJbTHMEIH fpaduyecKue [ayano TEKCTOBbIE,
a NJIEKTPOHHBIE
aHAJIOTH
Me4aTHbIX
H3IAHHI
C Crnenble AD AD + AD AD
HapYIIEHUSM (Hampumep, (Hampumep, (Hampumep,
U 3peHUs CO37aHue aymo neYaTHBIH
MaTepraIbHOU OIMICaHHE) MaTepHal,
MOJIeITN BBITTOJTHEHH
rpapu4ecKoro bIi
00BbeKTa penbedHo-
(3Dmopuenn) TOYEYHBIM
mpuQTOM
UL.Bpaiins)
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CraboBuasame AD AD + AD AD
C ['myxue AD + AD + +
HAPYILIECHUSM (Hampumep,
U cryxa TEKCTOBOE
oIMCcaHue,
THITep-
CCBLJIKH)
CnaGocblmarg AD + AD + +
ue
C HapyleHHAMH OIIOPHO- + + + + +
IBUTATETHHOTO arnmnapara

Tabmuna 7.3. - @opMbl KOHTPOJISI U OLIEHKU PE3yJbTaTOB 00yueHUs MHBAJIUIOB U JIUIL C

OB3 B CIIOIDY

Karteropun
o0yyarouuxcsi 1Mo
HO30JIOTHSAM

(I)opMa KOHTPOJIA U OIICHKH PE3yJbTaTOB oﬁyqeﬂvm

C HapymeHuaMH
3peHus

- YCmHas nposepka: TUCKYCCUH, TPEHUHTH, KPYTJIbIe CTONEI, cCOOeCeI0BaHHUS,
YCTHBIE KOJUIOKBUYMBL H JIP.;

- C ucnomvsosamuem Komnviomepa u cneyuanvhoeo I[10: pabora ¢
JJIEKTPOHHBIMH ~ 00pa30BaTENbHBIMUA  pECypcaMHu, TECTHpOBaHUe, pedepaTsl,
KypCOBBIE TIPOCKTHI, JUCTAHIIMOHHBIE ()OPMBI, €CIH TIO3BOJISIET OCTPOTa 3pPEHUS -
rpadudeckue paboThI U JIp.

C mHapymeHusIMHU
ciyxa

- NUCbMEHHAss ~ NpoéepKa:  KOHTPONbHBIE,  Tpaduueckue  padoTEI,
TECTUPOBAHHE, JOMAIITHUE 3aJaHUs, 3CCe, MUCbMEHHbIC KOJJIOKBHYMBI, OTYETHI H
Ap-;

- ¢ ucnomvsosamuem Komnviomepa u cneyuanvroco I10: pabota ¢
JJIEKTPOHHBIMH ~ 00pa30BaTENbHBIMUA  pECypcaMH, TECTHpOBaHUe, pedepaTsl,
KYPCOBBIE TTPOEKTHI, Tpadudeckne padoThI, JUCTAHIIMOHHBIE JOPMEBI H JIp.

C HapymeHUSMH
OIIOPHO-
JBUTATEIILHOTO
ammapata

—  NUCbMEHHAs NPOBEPKA, C UCNOAb30BAHUECM CHEYUATLHBIX TMEXHUYECKUX
cpeocmg  (albTEPHATUBHBIX  CPEACTBA  BBOJAA,  YIPaBJICHUS
KOMITBIOTEpOM MW Jp.): KOHTpPOIbHBIC, Tpaduueckue pabdOTHI,
TECTUPOBAHHE, JTOMAIIHUE 3aIaHUSI, ICCE, MIChbMEHHBIC KOJNTOKBHYMEI,

OTYETHI U IIp.;

— yCcmHas npoeepKa, ¢ UCNONb308AHUEM CHeYUATbHbIX MEeXHUYecKUx
cpedcme (CpencTB KOMMYHUKAIHUN): TUCKYCCUW, TPEHUHTH, KPYTIIbIe
CTOJIBI, cOOECeIOBaHMsI, YCTHBIC KOJUTIOKBUYMBI H JIp.;

— ¢ ucnoimvzosanuem — Komnelomepa — u  cneyuanvHoeo 110
(anpTEepHATUBHBIX CPEICTB BBOJA M YIIPABJICHHS KOMITBIOTEPOM H JIp.):
pabora ¢  ONEKTPOHHBIMH  00pa30BAaTEIbHBIMH  pPECYpCaMu,
TECTHpPOBaHME, pedepaThl, KypCOBBIC IPOEKTHI, Tpaduyueckre padboTEI,
JMCTaHIMOHHBIE (OPMBI - TPEANOYTUTENbHEE O00yJaromumcs,
OrpaHWYEHHBIM B IIEPESIBIKCHUH 1 JIP.

7.1. 3aganus 1JIs1 TEKyLIEero KOHTPOJIS AJs1 HHBAJIUAOB H JIMI C OTPAHHMYCHHBIMU
BO3MOKHOCTSIMH
Texywuii KOHMPOL U NPOMENCYMOYHAs ammecmayusi 0OyJAIONINXCS MHBATHUIOB U JIUI]
¢ OB3 ocymectBisercss € HUCHOJb30BAHUEM OILICHOYHBIX CPEJCTB, aJalTHUPOBAHHBIX K
OTPaHHYEHUSM HUX 3JI0POBbS W BOCIPUATHS HH(POpPMAIMHM, B TOM YHUCIIE C HCIOIH30BAHHEM
CHEIUATbHBIX TEXHUYECKUX CPEJICTB.

Texywui KoHmpoab ycnegaemocmu Oas obyuarowuxca uuneaiuoos u auy c OB3

HaIlpaBJICH Ha CBOCBPCMCHHOC BLISIBJICHHC 3any,Z[HeHPIﬁ N OTCTaBaHU: B O6y‘-ICHI/II/I 1 BHCCCHUA
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KOPPEKTHBOB B YU4EOHYIO JEATEIBHOCTh. BO3MOXKHO OCYIIECTBIIEHHE BXOJHOTO KOHTPOJS ISt
OIIPENEIICHUN €ro CrnocoOHOCTEeH, OCOOCHHOCTEH BOCHPHSATHS M TOTOBHOCTU K OCBOCHMIO
y4eOHOTO MaTepuana.

7.2. 3agaHust VIS NPOMEKYTOYHOM AaTTecTallMM I HWHBAJIMIOB M JIHIL C

OrPaHUYEeHHBIMHM BO3MOKHOCTSAMH

Dopma npomesicymourol ammecmayuy YCTAHABIUBACTCA C y4€TOM HMHIMBHUIYabHbIX
NCUXO(PHU3MUECKUX 0COOCHHOCTEH (YCTHO, MUCBMEHHO Ha Oymare, MUCbMEHHO Ha KOMITBIOTEPE, B
dopme TectupoBaHuss u T.m.). [lpm HeoOXoauMocTH OOyYarOIIMMCS MPEIOCTABISIETCS
JIOTIOJTHUTEIBHOE BPEMS /ISl IOJrOTOBKHU OTBETA.

IIpomesxcymounaa ammecmayusi, TpPU HEOOXOAUMOCTH, MOXXET IPOBOJUTHCS B
HECKOJIbKO 3TamoB. [lJis 3TOro peKoMeHIyeTcs HCIO0JIb30BaTh PYOEKHBIN KOHTPOJIb, KOTOPBII
SIBJIIETCS KOHTPOJBHOM TOYKON MO 3aBEPLIECHUIO M3YYEHHUs pas3fesia WM TeMbl JUCLIUILIUHBIL,
MEXAMCIUITIMHAPHOTO Kypca, MPAaKTUK U €€ Pa3/IeioB C LEIbI0 OLIEHUBAHUS YPOBHS OCBOEHUS
MporpaMMHOT0 Marepuaia. @opMbl U CPOK MPOBEACHUS PYOECKHOTO KOHTPOJIS OINpPENEISIOTCS
npenojaBaTesieM (MacTepoM IPOU3BOJCTBEHHONO OOydYeHHs) € Y4YETOM HHJIMBUIYaTbHBIX
MCUX0(U3HUECKUX 0COOCHHOCTEN 00yJaroIuXxcsl.
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