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1. IlepeyeHnb kKoMIeTeHIHIT ¥ ITANbI HX GOPMHUPOBAHMS B IIpoLecce OCBOCHUS
AUCUMITUHBI

1.1. ®oHA OIEHOYHBIX CPEACTB MPEAHA3HAYEH U OLEHKH PE3yJIbTaTOB 00YUEHHS 1O
y4eOHOH TUCIHILIHHE.

Paboueii mporpamMMoi  TUCIUTUIMHBI
CHEAYIOUIMX KOMIIETECHIINM:

(Monynst) mpeaycMOTpeHo  (opmMupoBaHUE

Tabmuna — 1.1.1. [lepeyens GopMUpyeMbIX AUCHUITHHONW KOMITETCHIIUI

Kon HaumeHnoBanme KOMIIETEHIINN
KOMIIETEHINH

IK-1 CHOCOOHOCTBIO BHITIOIHATH Pa0OTHI 110 YCTAHOBKE, HACTPOUKE U 00CITY)KMBAHHIO
MIPOrpaMMHBIX, TPOrPAMMHO-AIIAPATHBIX (B TOM YHCIIe KPUIITOrPaPUIECKUX) U
TEXHUYECKUX CPEICTB 3aIUThl HH(GOPMAIHH

T1K-3 CIOCOOHOCTBIO A IMUHUCTPUPOBATH MOJICHCTEMbI HH()OPMAITMOHHON 0€30MaCHOCTH
00BEKTA 3aIUTEI

IICK-1.2 CHOCOOHOCTh aJMMHHUCTPUPOBATH CPEACTBA 3aIIUThHI HHPOPMALIUK B KOMITBIOTEPHBIX
CHCTEMAaX M CETIX

1.2. KoHe4YHbIMH pe3ylbTaTaMH OCBOCHUS IUCIHILINHBI SBIISTIOTCS CPOPMHUPOBAHHBIE
«3HATB», «YMETbY», «BIAJAETh», PACIIMCAHHBIE MO OTAEIBHBIM COJEPKATEIbHBIM KOMIIOHEHTOM
KOMITETEHINH, (dopMupyommxcs AUCUUIIUHON. dopMHUpoBaHUE O3TUX JECKPUIITOPOB
MIPOMCXOAUT B TEUEHHE BCEro CEMeCcTpa MO 3TalaM B paMKaxX pPa3IMYHOrO BHJA 3aHIATHN U
camocTosiTeNbHOM ~ pabotel.  IlmaHupyemble  pe3ynbTaThl ~ OCBOGHHS  JUCIHIUIMHBI,
XapaKTepHU3YIOIIUe dTanbl POPMUPOBAHUS KOMIIETCHIINH, PEACTaBIeHBI B Ta0. 1.2.1:

Tabmuma — 1.2.1. [Inanupyembie pe3ysbTaThl 00y4SHUS 10 TUCIUTUINHE

Orarmbt HaumenoBanune [MnanupyemMsbie pe3ynbTaThl 00yIeHUS/MHIUKATOPEI
(dbopmupoBaHUS JCTTUTUTAHBI JOCTHDKEHUST KOMIICTCHITHIHA
KOMITETCHITHI (ToxazaTenu OCBOSHMST KOMIIETEHITHH )
1 2 3
Bropoii ypoBeHs 3amuTa CeTeBBhIX Hexommozurus |1
(yrmyOneHHbIH) HHPOPMAITHOHHBIX | 3HATH MPUHITUIIEI PAOOTHI TPOTrPAMMHBIX, IIPOTPAMMHO-
(TIK-1) -2 TEXHOJIOTHH armrapaTHRIX (B TOM YHCIIe KpUITOrpaduIecKuX ) U

Bropoii ypoBeHb
(yrmyOeHHBI )
(MK-3) -2

TEXHUYECKHUX CPEACTB 3amuThl nHpopmarwn (C3U). 32
(IMIIK-1)

YMeTh: BBITTOTHATH pa0OTHI TTO 00CITY)KHBAHHIO
IPOrpaMMHBIX, IPOrPAMMHO-ANIAPATHBIX (B TOM YHUCIIE
kpuntorpaduueckux) u rexauueckux C3U. Y2(II) (TIK-1)
Bragers: ciocoOHOCTEIO BBITIOTHATH paObOTHI IO yCTAaHOBKE
¥ HaCTPOWKE MPOrpaMMHBIX, IPOrPaMMHO-aIIAPATHHIX (B
TOM 4HucIie Kpunrorpadpuyeckux) u rexanaecknx C3U. B2
(IN)(TTIK-1)

Jexommo3unus |

3HaTh: IPUHLMIIBI 3aIMUTHl TOACUCTEM MH(POPMAIMOHHON
oe3onacHoctd (M) 00bekTa 3aluThI C ITOMOIIBIO
nporpamMmHo-anmnapatHeix cpeacts. 32 (1)(IK-3)

YMers: aftMUHACTpUpOBaTh noacucremMsl b oO0bexra
3aIUTHI C UCIIOJIb30BAHMEM IPOrPaMMHO-aNNapaTHBIX
cpencts. Y2(I) (TIK-3)

Brnaners: ciocoOHOCTBIO TITAHUPOBATH M TPOBOANUTH
PEMOHTHO-BOCCTAaHOBUTENbHBIE PA0OTH 1 MOJEPHHU3ALNIO
nozcucreM Ub o6bekra 3ammtsl B2 (1)(T1IK-3)




Bropoii ypoBeHb
(yriyOneHHbIi)
(TICK-1.2) -2

TEXHOJIOT' U

3aluTa CeTeBhIX
“H()OPMAITMOHHBIX

6e3onacuoctu 32(I1CK-1.2)

B2 (IICK-1.?2)

3HaTh: JOCTOMHCTBA MU HEAOCTATKHU CepTI/Iq)I/IHI/IpOBaHHBIX
OIICPALMOHHBIX CUCTEM C TOYKHU 3PCHUA HH(I)OpMaHPIOHHOIZ

YMeTh: HacTpanuBaTh pabOTy CETEBBIX OIEPAIlMOHHBIX
cucteM B Oe3omacHoM pexume Y2 (IICK-1.2)
Bnazgers: ciocoGHOCTBIO aIMUHHCTPUPOBATH CPEACTBA

3allIHuThI I/IH(bOpMaHI/II/I B KOMITBIOTEPHBIX CUCTEMAX U CETAX

1.3.

(hopMHUPOBaHHSI KOMITETECHITUH :

- (hopMynupyeT OCHOBHBIE OIpeieIeHHsI HH(POPMATUKH;

- BJI1a1€CT HaBbIKaMU pa6OTI>I B KOMITBIOTCPHBIX CETAX,

- HCIIOJIB3YET COBPEMCHHBIC TEXHUUYCCKUEC CPEACTBA 3alIUTHI I/IH(i)OpMaIII/II/I;

- HCIIOJIB3YET OJJUH U3 AJITOPUTMHUYCCKUX A3BIKOB ITPU PCIICHUM 3aaa4y.

2. Crpykrypa ®OC no gucuumninHe

BxonHolt ypoBeHb 3HaHMH, YMEHHH, OIbITa AEATEIbHOCTH, TPEOyeMbIX s

OneHka MPOBOJIUTCS METOJIOM COTOCTAaBJICHUS IMAapaMeTPOB, MPOJIEMOHCTPHUPOBAHHOM
oOyyarouuMcsi TMpOAYKTa JESITeNbHOCTH C 3aJaHHBIMM JTaJlOHAaMM M CTaHAApTaMu IIo

KPUTEPUSIM.

JI71s1 TOJIOKUTENBHOTO 3aKITFOUYCHHS TI0 PEe3yJabTaTaM OLIEHOYHOM MPOIEAYPHI IO YIeOHOM
JUCITUIIIINHE YCTAHOBJIEHO TIOPOTOBOE 3HAUEHWE TOKa3aTess, NpPU KOTOPOM TPHUHHUMAETCS
MOJIOKUTEIFHOE pelieHNe, KOHCTATUPYIOIIEe PE3YJIbTaThl OCBOCHUS AUCITUTUIMHEI.
Tabnuma — 2.1. OObeKTHI OIEHUBAHNS 1 HANMEHOBAHUE OIICHOYHBIX CPEJICTB

Homep u DopMBblI O0BbeKThI OlleHNBAHUS Bun 3ansitus / Dopma
HaHMCHOBAHHC TEeKYLIEero HaumeHnoBaHue | mpoBeaeHNsl
TeM KOHTPOJIA OLICHOYHbIX OLICHKH
ycneBaeMocTH cpeacrs
DopMbI Ycrnas/
NPOMEKYTOYHOU NMCbMEHHa
arTecTaluu A
Pazpen 1. CpenctBa ananm3a ceTu
1.1.Kommetorepn | Tekymmii kouTponb | OcHoBHble moHsiTus. Kiaccudukanus | Jlekuun/Camocto | ycrHas
ble aTaKd U UX atak. OcHOBHBIE TUIIHI aTak. CrieHapuil | sTenapHas padora
oOHapyXeHHe aTaKH.
1.2. Texymmuit koutpons | Wireshark. TepDump. Network Jlexruwn/IIpakTia | ycTHast
AHANIH3aTOPBI Monitor. eckoe 3amsTre/
CETEeBbIX MTAKETOB CamocrosiTenbHas
pabora/PerieHne
MPaKTUYECKUX
3agad
1.2. Kontponsnaas Touka Ne 1 Wunusunyansuoe | IluceMennas
3amanne 1 (oT4er)
1.3.CpencrBa Texymmuit kKoHTponb | [IpuMepsl ceTeBOro CKaHUPOBAHHS. Jlexmmm/[IpakTra | ycTHas
CKaHUPOBAHUS 0O030p ceTeBBIX CKaHEPOB. eckoe 3amsTre/
cetn CamocrosTensHas
pabora/Perenne
MPaKTUYECKUX
3agadu
Paznen 2.

CpencTBa 3aIIuTHI
ceTn




2.1. MexcereBble | Texymmuil KOHTpoJIb | TEeXHONOTHsA MEXKCETEBOTO Jlekuuw/IIpaktia | ycTHas
9KpaHBbI 9KpaHupoBaHus. OUIBTPALMS TAKETOB. | ecKoe 3aHsTHe/
11110361 TPUKITATHOTO YPOBHSI. CamocrosrensHas
CpezncTBa MEXCETEBOTO pabora/Perenne
9KpaHUPOBAHUS MPaKTHYECKNX
3a1a4
2.2. Texymwii kontpons | VPN kananbsnoro yposasi. VPN Jlekuuu/IIpaktiya | ycTHas
BuprtyanbHbie cereBoro yposHsi, VPN TpaHcrmopTHOro | eckoe 3ansitue/
YaCTHBIC CETU ypoBHsL. IIpumeps! noctpoenus VPN. CamMocrosrenbHas
pabota/Perenue
MPaKTHYECKUX
3a1a4
2.3. Cucremsl Texyuwii konTpons | OOmwme cBenenuns. Hanpasnenns Jlexuuw/IIpaktua | ycTHas
OoOHapyKeHUS passutuss COB. Knaccudukarms eckoe 3anstue/
BTOP)KEHUH CHCTEM OOHAPY)KEHHUS BTOP)KEHHH. CamocrosTensHas
CucreMa 00HapyKCHHST BTOPIKCHUM pabora/Perenue
Snort. [TpuMepsl cepTUGHUIIMPOBAHHBIX | TPAKTHYECKUX
COB. Merozp! o6xona COB 3a1a4y
2.4. Cpencraa Texymuit koutponb | Secret Net Studio. Dallas Lock. Jlexiuw/IIpaktd | ycTHast
3aIIUTHI Brokxoct-Cerb 2.0. eckoe 3aHsTre/
uHpopManuu oT CamocrosTenpHas
HECaHKIIMOHHPOB pabora/Perienne
aHHOT'O JIOCTYIa MPaKTHYECKUX
3a1a4
2.4, Kontponbhas Touka No 2 WNunuBunyansaoe | IlucemenHas
3aj7laHue 2 (oTuer)
2.5. SIEM- Tekymwii kontpons | Apxutekrypa SIEM-CUCTEM. Jlekuuw/IIpaktuu | yctHas
CUCTEMBI Haznauenue u ¢pynkipu SIEM- eckoe 3ausTre/
cucreM. Apxurekrypa SIEM-cuctem. CamocrosTenbHas
00630p nonysipHbix SIEM-crcrem. pabora/Perienne
Cuctema OSSIM. O630p MPAKTUIECKUX
cymectByouux SIEM-cucrem 3a7a4
2.6. Cucremsl Tekymwii kontponb | Hasnauenue u ¢pynkuuu DLP-cucrem. | Jlekiuwn/IIpaktiy | yctHas
3aIIUTHI OT Apxutexrypa DLP-cucrem. O630p eckoe 3amsTre/
yTedeK noryssipHeIx DLP-cuctem. Cucrema CamocrosTenbHas
Falcongaze. Cucrema Infowach. pabota/Perienue
MPaKTHYECKUX
3a/1a4
2.7. Texymuii koHTposb | becrpoBogHast 6e30MacHOCTD Jlexuuw/IIpaktuu | yctHas
besonacHocTh B (cranmapter 802.11, 802.15, 802.16). eckoe 3ansTue/
0ecrpoBOHOI CamocrosTensHas
cpene pabora/PerieHne
MPaKTHYECKUX
3agad
2.8. Texymwii koHTponb | [IpOTOKOIBI ANEKTPOHHOM TOYTHI - Jlekuuwn/Camocto | ycTHas
BesomacuocTh SMTP, POP3, IMAP4. Criam. saTenbHas pabora
3JIEKTPOHHOU CpencTBa 3amuUTH JIEKTPOHHON
TIOYTHI TIOYTHI.
2.9. 3amura Texymmuit koHTponb | [Ipobnema obeceuenns 6e3onacHoctr | Jlekumn/Camocto | ycTHas
BUPTYaJbHOU BUpTYyanbHOU cpenbl HopmaTuBHBIE sTeNbHas paboTa
cpensl JOKYMEHTHI TI0 3aIIUTe BUPTYaIbHOMN
cpenpl. CpencTBa 3aIuThI
rHpOPMAIIHH THIATPOPM
BHPTYyaJIN3aLAN
2.10. Texymmuit koHTponb | [Ipennoceuiku mosieHus u pa3Butua | Jlekunn/Camocto | ycTHas
Be3omacHocTh 0051auHBIX BRIYHCIICHUH. Buipl ATenbHas pabora
00JTaYHBIX 00J1auHBIX yCIIyT. YTPO3BI
BBIYMCIICHUH 6e3omacHOCTH B o0JIaKe.

OpraHu3alMOHHBIE MEPBI H CPEICTBA
3ammThl HHQOPMAIK B 00IaYHON
cpene. OcoOEHHOCTH MTPOBEICHNUS




mepornpusTuii no 3aumre UC na
OCHOBE 00JTAUHBIX TEXHOJOTHIA B
Poccun.

Paznen 3. 3anmra cereBoro o0OpyIOBaHUS OT Kpaxa
3.1.Pe3epBupoBan | Tekymmii koHTpons | Mcrounuku 6ecniepeboiinoro muranus. | Jleknuw/Camocto | ycTHas
ne ABTOHOMHEIE T€HEepaTophl ATeNbHas paborta
QJIEKTPOITUTAHHS
3.2. Pe3epBHOE IIpomexxyrounas Uro cnenyet konupoBaTh. Korma Jlexrmm/IIpakTia | ycTHast
KOIUPOBaHUE aTTecTanus BBITIOJIHATH PE3EPBHOE KOITUPOBAHHUE. eckoe 3aHsTHe/
JTAHHBIX Kak criemyeT BBINOMHATE pe3epBHOE CamocrosTensHas
KOITHUPOBAaHUE pabota/Perenue
MPaKTHYECKUX
33134
3.3. Texyuwii kontpons | RAID yposus 1. RAID yposhs 3. Jlekuuw/IIpaktuu | ycTHas
OTka30ycToiuuBO RAID ypoBHs 5. eckoe 3aHsTue/
CTb JIUCKOB CamocrosTensHas
pabota/Perenue
MPaKTHYECKUX
33134
3.4. Metonbl Tekymmii koHTposb | Kiactepsl ¢ 6anancupoBkoit Harpy3ku. | Jlekuun/CaMocto | ycTHas
KJIaCTEpU3aLUU Beruncnurensabie knacrepsl. Grid- sTeNbHas padboTa
BBIYUCIICHUA.
Bce Tembl 1 IlpomeskyTounast | OOOOILICHHBIE PE3yNILTAThI 0O0YUEHHS Bompocsr ycTHast
pazzensl: aTTecTanus MO TUCLUILIMHE TEOPETUUECKIX
3HAHUU U MPaKTUYCCKNX HABBIKOB
Hrorossiit - Bomnpoc 1. 3HaTh: NPUHIIMITEI 3AITUTHI Bonpocst k [TTA IIncbMeHHast
KOHTPOJIb 1O MOJIcUCTeM MH(OpPMAaIIMOHHOM
JTUCITUTITAHE 6e3omacHoctu (MIb) o0bekTa 3aiuThl ¢

MIOMOIIBI0 TIPOTrPaMMHO-aMIaPaTHRIX
cpeacts. Bompoc 2.
aJMUHUCTPUPOBaTh noacucreMsl b
00bEKTa 3aIIUTHI C UCTIOJIB30BAHUEM
MPOrpaMMHO-aIIapaTHBIX CPEACTB.
Bompoc 3. Braners: crnoco6HOCTBIO
TUTaHUPOBATh U TIPOBOIUTH PEMOHTHO-
BOCCTaHOBUTENBHBIE PaOOTHI 1
MozepHHu3auuio noacucrem b
00BEKTA 3aIUTEI

3. Iloka3aTesd M KPUTEPUH OLEHKH KOMIIETEeHIIHii

OneHka 3HAHWM, YMEHMH, BIIaJCHUI MOKET OBITh BBIpOKEHA B MapaMeTpax «oueHb
8bICOKASLY, «BbICOKASLY», COOTBETCTBYIOIIAS aKaIEeMHUYECKOU OLEHKE «OMIUUHOY, «OOCMAMOUYHO
8bICOKASLY, «8blle CpeoHelly, COOTBETCTBYIONIAs aKaIEMUUYECKOM OLIEHKE «XOPOULOY; KCDEOHSLY,

«HUSHICE cpeonetly, CHU3KAAY, COOTBETCTBYIOLAs aKaJIeMH4YeCKOU OIICHKE
«y00871€MBOPUMENILHOY,  «OUeHb  HU3KAsA», COOTBETCTBYIOLIAS  aKaJEeMHUYECKOW  OLEHKE
«Hey008IemMBOPUMENbHON.
Tabnuma — 3.1. Tekymuil KOHTPOJIb
Ne Buasl pador Kpurtepuun oueHuBanus
OtcyTcTByeT BazoBbIii IloBbImIeHHBIIH IIpoaBuHYyTHIH
KOMIIeTeH U YPOBEHD YPOBEHbD YPOBEHb
OCBOECHHS OCBOCHHS OCBOEHHS
KOMIIETEHIIUH KOMIIETEHI[HH KOMIIETEeHIIHH
1 | PabGora Ha nexknusax | OrcyrcrBue Enunnunoe BrickaspiBanue Bricka3siBanue
y4acTus BBICKa3bIBaHHUE CY>KJICHUH, HEOPJAWHAPHBIX
CTYyJICHTa B aKTUBHOC CYXKJICHUH,
pabote Ha ydacTtue B paboTe | aKTHBHOE
3aHSATHA Ha 3aHSATHH ydacTtue B paboTe
Ha 3aHATHH




Pa6ora na Brinmonaeno Brimonaeno Brinonaexno ot BrinonneHno
npaktTuieckux/ceM | MeHee 54% BoIme 54% 0o 69 | 70% mo 84 % BhIIe 85%
HMHAPCKUX %
3aHATHIX
Pa6ora na OrtcyTcTBHE Emunnuanoe BrickassiBanme BrickasniBanue
MPAKTUYCCKUX y4acTus B BBICKA3bIBAHHE, CYXJCHUH, HEOPAUHAPHBIX
3aHATHUX, 00CYyXICHUH, pelieHue ¢ aKTHUBHOE CYXKJCHUU,
pelieHue ooImx pelieHu, OLITMOKaMHU y4acTHE B XOJIC AKTHBHOE
MPaKTUYCCKUX HEMpPaBUIILHOE perieHus, y4acTHE B XOJI€
3a]1a4 petieHue MPaBUIIbHOE peleHus,
perieHue ¢ MPaBUILHOE
OTJENbHBIMH pelieHue 6e3
3aMeYaHUSIMU OIIMOOK
Pabora Ha OrtcyTcTBHE Enunnunoe Bricka3biBaHue Bricka3biBaHue
MPAKTUYECKUX y4acTHs B BBICKA3BIBAHHE, CYXJICHUH, HEOPJAUHAPHBIX
3aHATHUX, 00CYyXICHUH, pelieHue ¢ aKTUBHOE CYXKJCHUH,
pelieHue pelieHuH, ommodKaMu y4acTHE B XOJIe aKTHUBHOE
WHIUBUAYaAIbHBIX | HEIPaBHIIbHOE pernieHus, y9acTHE B XOJIE
MPAKTHYECKUX pelieHue MPaBUIIbHOE peleHus,
3a]1a4 perieHue ¢ MIPaBUIILHOE
OTJICTbHBIMHA perienne 6e3
3aMCUaHUSIMH OIINOOK

Kputepun onenuBanuss GopMyaupyroTcs s KaKIOM KOMIIETEHIIMHM M OTPaXKaroT
OTI03HABAEMYIO JI€ITEIbHOCTh 00YUaIOUIErocs, NOJAAIONIYIOCS U3MEPEHHUIO.

Tabmuma — 3.2. O6001eHHbIC KPUTEPUN OIIEHUBAHUS OCBOCHHS KOMIIETEHIINH |

1 2 (6ann 54) 3 (6amn 55-69) 4 (6as 70-84) 5 (6amut 85-100)
OTtcyTrcTByeT OTtcyTcTByeT ba3oBblii ypoBeHB TloBblIeHHBIN [IponBuHYTHIN
KOMTIETEHITUS KOMIETEHITUS OCBOEHUS YpOBEHb OCBOEHHUSI | YPOBEHb OCBOCHHS
KOMMETEeHIIUN KOMITETEHITUHI KOMIIETEHITUHT
Komnerennus Komnerennusa ne | Komnerenuus Komnerennus Komnerennus
HE OCBOCHA. OCBOEHA.. OCBOEHA. OCBOEHa. OCBOEHA.
Crynent He OO6yJaromuiics OO6y4aromuiics Oo6yqaromuiics OO0y4aromuiics
BIIAJICET YaCTHIHO ITOKa3bIBaeT O0MINe | MTOKa3hIBAET MOKa3bIBAET
HEOOXOANMBIMH | TIOKa3hIBAET 3HAHUA, BXOISIINE | ITONHOTY 3HAHUM, riTryOOKHe 3HAHUS,
3HAHUSMU. 3HAHUA, B COCTaB JIEMOHCTPUPYET JIEMOHCTPUPYET
BXOJISITIIHE B KOMIIETEHITNH, YMEHHUS U HaBBIKK | YMEHUS ¥ HaBBIKU
COCTaB AMeeT pEIIEeHUs THIOBBIX | PEIICHHUS CIOKHBIX
KOMIIETEHITUH, TIpefcTaBIeHue 00 | 3a/aay. 3a/1a4, yMEeHUe
MTOHUMAET MX WX IPUMEHEHUH, MIPUHUMATH PEIICHUS,
HEOOXOANMOCTh, | YMEHHE U3BIIEKATh C03/1aBaTh U
HO HE MOXET UX 1 UCTIONB30BaTh MIPUMEHSTh
MIPUMEHSTb. OCHOBHYIO JIOKYMEHTEI,
(BaxxHY0) CBSI3aHHBIC C
uH(hOpMaIIIIo 13 npodeCCHOHATBHOMN
MTONTyYEHHBIX JIeSITeTbHOCTHIO;
3HAHHUH criocobeH
CaMOCTOSATEIHHO
pemaTh

npoOnemy/3anady Ha
OCHOBE U3y4YEeHHBIX
METO/IOB, IPUEMOB U
TEXHOJIOTUH.




basosviii yposenv oceoenus komnemenyuii - 00A3aTeNbHBIA U1 BCEX 00YJarOLMIUXCS IO
3aBCPUICHUHN OCBOCHUSA JUCHUIIJINHEIL.

Tlosviuennviti  yposeHb  0ceoenus Komnemenyuil - TIPEBBIIICHHE MHHUMAIIBHBIX
XapaKTePUCTHK CPOPMUPOBAHHOCTH KOMIIETEHITUH TSI 00YJarOIIerocs.

Ilpoosunymulii  ypo8eHb  0C8OEHUs KOMNnemeHyuti - MaKCUMalbHO  BO3MOJKHAs
BBIPAKCHHOCTDb KOMIICTCHIINH, BaXXCH KaK Ka4eCTBEHHBIN OPHUCHTHP JJIA
CaMOCOBEPILICHCTBOBAaHUS TaK W JomoyHUTEeNbHOe K TpeboBanmsM OIIOIl  ocBoenue
KOMHGTCHHI/H\/JI C YUCTOM JIMYHOCTHBIX XapaKTepI/ICTI/IK:

- dKTUBHOC Y4aCTHC B KOH(l)epeHIlI/IﬂX, KOHKYpCax, KpYTJbIX CTOJAaX U T.A. C IOJYYCHHUEM
3a)KCUPOBAHHOTO TMOJIOKUTEIHLHOTO Pe3yJibTaTa 1o BOIIPOCaM, BKIIFOUEHHBIM B TUCITUILINHY;,

- pa3paboTka W pealu3anusi MPOSKTOB C MPUMEHCHHEM KOMIICTEHIMH, yKa3aHHBIX B
paboueii mporpamme;

- JEMOHCTPUPYET YMCHUC MPUMCHATH TCOPETUICCKUEC 3HAHUSA MJIA PCIICHHUA IMMPAKTUYCCKUX
3a1a4 MHOBBIIIIEHHON CJIOKHOCTH U HECTAaHJAPTHBIX 3aJia4;

- BBITIOJTHEHUE B CPOK BCEX MMOCTABJICHHBIX 33]1ad.

4. Illlkana oneHMBaHUA pe3yJibTaTa

Tabmuma — 4.1. [llkana kpuTepreB OlleHUBAHUS KOMITETEHIIUI

Ouenka Coaep:xanne

1 JlemoHCTpUpYeT HeTOHNMaHKe TpodaemMbl. MHorue TpeOoBaHMs, IPEabIBISIEMbIE
2 (6am 1o 54) K 33JIaHUTO HE BHITOJHEHBI.

JleMoHCTpUpYyeTCsl TIepBUYHOE BOCHPUATHE Marepuana. Pabora He3akoHYeHa H
/WU 3TO IIJIarHarT.

3 (6amm 55-69) JleMOHCTpUpPYET YacTHYHOE MOHMUMaHHe MPoOaeMbl. BoNbIIMHCTBO TpeOOBaHUM,
MPEABSABISIEMBIX, K 32JIAHAIO BBITTOTHCHBI.

Brnagenue sneMeHTamMu 3aJlaHHOrO MaTepuaja. B OCHOBHOM BBINTOJIHEHHBIN
MaTepHal MOHATEH U HOCHT IIEIOCTHBIA XapaKTep.

4 (6amn 70-84) JleMoHCTpUpYEeT  3HAYUTEIFHOE  IOHHMAaHHWE  IPOOJIEMBl  00O3HAUCHHOU
JTMCIUTUTMHON. Bee TpeOoBaHus, TPEbsIBIIEMbIE K 3aJJAHHIO BBITOTHEHBI.
ConepxaHre BBITTOJTHEHHBIX 3aJJAHUH PACKPHITO U PACCMOTPEHO C Pa3HBIX TOYECK
3pEHUSI.

5 (6axm 85-100) JleMoHCTpUpYET  TIONHOE  TOHMMaHuWe  TpobiaeMbl. Bce  TpeboBaHwus,
NPEIBABIISEMBIE K 3aJAHUIO BBITIOJHEHBI.
[IpoieMOHCTPUPOBAHO ~ YBEPEHHOE  BIIAJICHHE  MATepHANOM  JIUCIMIUINHBL.
BrInonHeHHbIE 3aIaHHAS HOCAT IEIOCTHBIX XapakTep, BHIMOJIHEHBl B TIOJHOM
00beMe, CTPYKTYPHUPOBAaHbI, IPEICTaBICHBI  pa3iM4YHBIE TOYKH  3pPEHHS,
MPOJIEMOHCTPUPOBAH TBOPYECKUH MOIXO.

[Ikanbl OLleHUBaHUS U IPOLIEYPbI OLIEHUBAHUSI Pe3y/IbTaTOB 00YUYEHUS 1O AMCHHUILINHE
pernameHTupyrorcs IlonokeHuem o TeKylmleM KOHTPOJIE YCIIEBAEMOCTH M IPOMEKYTOYHOMU
aTTecTalluy 00ydaroMXCs [0 IporpaMMamM Bbiciiero oopasoBanus u IlosoxxeHueM o OanabHO-
PEUTHHTOBOM CUCTEME.

Jlnis oueHKu chopMUPOBAHHOCTH PE3YJIbTATOB OOYUYEHHUS MO AUCLUIUIMHE UCHOJb3YeTCs
0a/JILHO-PETHHIOBasl CHCTEMA YCIIEeBAeMOCTH 00y4aI0 M XCS .

@opMOI UTOTOBOTO KOHTPOJISA O IUCLUIUIMHE SIBJISETCS DK3aMEH, UTOrOBasl OLIEHKA
(opMupyeTcsi B COOTBETCTBHHU CO MIKAJION, MPUBEACHHON HIDKE B TaOnuIe

Banaer Ornenka
<55 HEYJIOBIICTBOPHUTEIHHO
<70 YIIOBJIETBOPUTEIBEHO
<85 XOpOILIO
>85 OTJIIMYHO




5. Ilepedenb 3a5aHmii O JMCHUILIHHE
5.1 3apanus A1 TeKyero KOHTPOJIs:
Tabmuna - 5.1.1. [lepeyens 3aannii TEKYIIEro KOHTPOJIS M UX HAUMEHOBAHHE

HanmenoBanmue Conep:xkanue 3a1aHus
OLIEHOYHBIX CPEACTB

Pemenue npaxruueckux | Pa6ora ¢ Wireshark. TcpDump. Network Monitor. Nmap
3a1a4 Pa6ora ¢ XSpider, MaxPatrol, BC-ckanep

Hacrtpoiika MD Comodo

VPN VIPNET: co3nanue TyHHENS U MOJIYyTYHHENS

Hacrpoiika u npumeneane COB Snort

Pabora c Secret Net Studio. Dallas Lock. broxxoct-Cets 2.0
Ucyuenue pabdorsr SIEM-cucremsr OSSIM

N3yuenune DLP-cucremsr Falcogaze

N3yuenune DLP-cucremsr Infowatch

Coznmanne peseperbix konuii 8 Windows Server 2016

5.2 Kontpoabubie Toukn BPC
Koumponvnas mouxa 1
WNunuBuayanshoe 3amanne 1 «Ckanuposanue JIBC ¢ momoinpro ckanepa XSpider»

3aoanue: 1o 3aganuio npenoasatens co3aars JIBC Ha 6a3e BUPTyalbHBIX MaIlIUH
Windows u LinuX, mpockaHupOBaTh €€ ¢ MOMOIIBI0 CEpTU(HUIMPOBAHHOTO CKaHepa XSpider

BhIMoIHEeHHBIN MPOEKT 3aIUIIAeTCs MPeroaBaTesio, mocie yero odhopmisercs 8 Word
OTYET O TPOJIECTaHHOW paboTe, KOTOPBIA JOJDKEH COJep)KaTh: MOCTAHOBKY 3aJadd, CIOCO0
BBITIOJIHEHUS], CXEMY CETU C ONKCAaHUEM M TaOIUIbl, COJIEpKallie MapaMeTpbl HAaCTPOMKHU CETH,
Y BBIBOJIBI IO pe3ysibTaTaM cKaHupoBaHUs. OTUeT pacnedaTbIBaeTCs, CIaeTCs MpernogaBaTenio, a
TaK)Ke OTIPABJISETCS MPENoJaBaTelio Ha MOUTY.

Metonuueckre peKOMEHAANU MO MOATOTOBKE:

[ToBTOpEHUE JIEKIMOHHOTO MaTepHalia, HCIOJIb30BaHHE PEKOMEHAYEMOW JHUTEpaTyphl,
npuBeieHHOH B pazaene 9.1. paboueit mporpaMMbl JUCITUTIITAHBL.

[Tocenenne KOHCYIbTALMI TTPENOgaBaTe .

[Ipouenypa ocymiecTBI€HUS KOHTPOJS BBIOJHEHUS 3a7aHUS OCYLIECTBISIETCA B
COOTBETCTBUU C IPaQUKOM KOHTPOJIBHBIX TOUEK U TPOBOAUTCS MO0 KPUTEPHUSIM.
Koumponvnas mouka 2.
WnnuBuayansHoe 3ananue 2 «MHcTanmupoBaTh U HACTPOUTH OINPEAEICHHYIO KOH(UTryparuio
C3U Dallas Lock»

3aoanue: NncTammpoBath U3 TMCTpUOyTHBA, JaHHOTrO npenogaBareiaem C3U Dallas
Lock ¢ BappanTaMu TUCKPEIIMOHHOTO ¥ MAaHATHOTO JTOCTYIIA 10 3aaHUIO0 TIPETI0IaBaTes.

BBbIMoJTHEHHBIH MPOCSKT 3aIMHUINACTCS MPENoaBarelo, nocie yero opopmisiercs 8 Word
OTYET O MpOJeNIaHHON paboTe, KOTOPHIH MOJKEH COJEp)KaTh: MOCTAHOBKY 3aJayH, CHOco0
BBITIOJIHEHUS, CXEMY CETH C OITMCAHUEM U TaOIUIbl, COJIEpIKaIe MapaMeTpbl HACTPONUKU CETH.

Metonuyeckre peKOMEHAAINUU IO MTOATOTOBKE:

[ToBTOpEHUE JIEKIIMOHHOTO MaTepHala, HCIOJIb30BAaHHE PEKOMEHIYEeMOW JHUTEPaTyphl,
MpUBEACHHOM B paznene 9.1. paboueit mporpaMmbl AUCIUTIITHHBIL.

[Tocenienre KOHCYNbTALUN TTPETIOJaBATENS.

[Ipouenypa ocymiecTBi€HUS KOHTPOJS BBINOJHEHUS 3aJaHUS OCYIIECTBISETCS B
COOTBETCTBUU C TPAPUKOM KOHTPOIHHBIX TOUEK U IPOBOTUTCS 110 KPUTEPHUSIM.

5.3. [IpoMe:kyTOYHAsI aTTECTALMSA
Ilepeuens 6onpocos K sK3ameHy
Cucremsr o0Hapyx)enust Bropxkenuii (COB). Knaccudukanus, crannaprusars,
tunosas apxurekrypa COA.
1. Crpareruu u cpecTBa MEKCETEBOI0 SKpaHUpoBaHUs. TpeOoBaHMs PYKOBOSIINX
nokyMmeHToB @CTOK Poccun k MexceTeBbIM dKpaHaM.
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26.
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Tumbl MexKceTeBBIX 3KpaHOB. CXeMbI MEKCETEBOTO IKPAHUPOBAHHS.

@unpTpanus nakeros. Kpurepuu u npasmia GuinsTpanuy. Peanu3anus nakeTHbIX
¢wibTpoB. [loHsATHE AEMUIUTAPU30BAHHON 30HBI.

[nr03bl: TPUHIMITEL pabOThI, BApUAHTHI KOH(PUTYpaLIUH.

OOm1ast 6e301MacHOCT, MUKPOBOJIHOBOM, J1a3epHOM M HH(PAKpaCHOH mepenadn
JaHHBIX. be3omacHOCTh Ha IEPBOM CETEBOM YPOBHE, MUPATCKUE YCTPOKCTBA,
TITYIICHUE W TITYIIUJIKH.

besonacHocTs crangapra 802.11.

besonacuocts cranmapra 802.15.1. Tunsr Bluetooth u apxurexrypa cereit 802.15.1.
Ypouu 6e3omacuoctr 802.15.1.

besonacuHocTs crangapra 802.16 1 4acTHBIX KaHAJIOB OECIIPOBOIHOM Iepeiaun
JTAHHBIX Ha BBICOKUX YaCTOTaX.

Omnepanmu u 6e3omacHocts SSH. Ys3eumocts SSHVI k arake "denoBek B cepenuHe.
Omneparnuu u 6e3omacHocts SSL/TLS.

[Mpotokons ayrentudukanuu: RADIUS u Kerberos. Ysazsumoctu Kerberos. Araku
na RADIUS.

3anaun, pemaembie VPN. TynuenupoBanue B VPN. YpoBHU 3alMIIIEHHBIX KaHAJIOB.
3ammTa JaHHBIX Ha KaHATLHOM yYPOBHE.

VPN. 3amuTa nanubix Ha cereBoM ypoHe. [TpoTokon SKIP. TIpoTokon IPSec.
3amuTa Ha TpaHCOpTHOM ypoBHe. Opranuzanus VPN cpenctBamu mpoTokoia SSL
B Windows Server 2016.

Henwn n 3amaun ayaura 6€30MaCHOCTH . DTAIbl U METOBI IPOBEJICHHUS, PE3yIbTATHI
pabor.

HopMmaTiBHO-TIpaBOBbIC W OPTraHU3AI[HOHHBIC OCHOBBI TPOBEACHUS ayIuTa
0€30MaCHOCTH KOMIIBIOTEPHBIX CUCTEM

[TpumeHeHue cpeCcTB aBTOMATU3AIIMH KOMIUIEKCHOTO ayIuTa HH(POPMAIIMOHHOM
0€30I1aCHOCTH.

CtpykTypa 1 (HYHKIIUN KOMIUIEKCHBIX IKCTIEPTHBIX CHCTEM ayanuTa 0€30TacHOCTH.
3ammTa ceTeBOT0 000pyIOBaHMS OT Kpaxa. Pe3epBupoBaHUE AIEKTPOITUTAHUS
OOecnieueHre 0TKa30yCTONYNBOCTH AUCKOB. M30BITOUHBI MAaCCUB HE3aBUCHUMBIX
xkéctkux auckos RAID.

ObecnieueHre 0TKa30yCTONYNBOCTH cepBepoB. OTKAa30yCTOWYMBBIC KIIACTEPHI.
ITpocmoTp ceTeBbIX OpTOB yTHIUTOM TCPView.

Hacrpoiika coequHeHust AByX pabovYMX CTaHIIUM 10 TpoTokory IPSec.

Hacrpoiika 3amumnieHaoro coeaunenus Telnet mo mporokomy IPSec.

Ycranoska COB Snort u Hactpoiika B pexxume Sniffer.

Ycranoska COA Snort u Hactpoiika B pexxume packet logger.

Co3nanne WEB-caiiTa Bo BHYyTpeHHEH CeTH, 3allIMIIICHHON OpaHaMay3poM, U JOCTYI
K HeMy depe3 yruiuTy fpipe.

Hactpoiika nocryna k nokanbHo# cetu ¢ momoinbio NAT.

YcraHoBKa, HacTpoiika u TectupoBanrne MCD Comodo.

Pabora yrunuter iptables kak MC3 B OC Linux.

Co3nanue aHoHUMHOTO moKITroueHus K \Web-cepeepy. Brutouenune 6e30macHoro
nojkmoueHus k \Web-cepsepy.

Hacrpoiika uadpactpykTypsl oTKpbiTOro Kiroua st \Web-cepsepa. 3amuienHoe
nojkmoueHne kimenrta k Web-cepsepy.

Cosnanne maccusos RAID 0 u RAID 1

Co3nanune maccuBa RAID 5. Co3nanue cucTeMHOTo 3epKara.

ApxusupoBanue B Widows Server 2016.

VY naneHnHoe yrpaslieHHE B OJIHOPAHTOBOMN CETH.

VYnpasieHue cepBepoM uepe3 yaaleHHbIH pabounii CTOI.
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http://ru.wikipedia.org/wiki/%D0%94%D0%B8%D1%81%D0%BA%D0%BE%D0%B2%D1%8B%D0%B9_%D0%BC%D0%B0%D1%81%D1%81%D0%B8%D0%B2
http://ru.wikipedia.org/wiki/%D0%96%D1%91%D1%81%D1%82%D0%BA%D0%B8%D0%B9_%D0%B4%D0%B8%D1%81%D0%BA

37. BximoueHue riio0aIbHOM MOJTUTHUKY ayIMTa Ha BUPTYaJIbHOM KOHTpOJUIEpE JOMEHA
Windows. Hacrpoiika xypHaiia 6€30MacHOCTH.

38. C3U VIPNet. Co3nanue nHGpaCTPyKTYpbl BUPTYaIbHOMN CETH.

39. C3U VIPNet. Co3nanue TyHHEIIS.

40. C3U VIPNet. Co3nanue moryTyHHENs.

41. CiocoOs1 00x0aa cucTeM OOHApYKEHHUSI BTOPKECHU I

42. arpecCMBHOE CKaHMPOBAHNE HECKOJIKUX XOCTOB JJA00OPAaTOPHUH C MOMOIIBIO CKaHepa
nmap. Caenatp aHaJIU3 PE3yJIbTAaTOB.

43. TIpockanupoBath pabodyro CTaHIuIo ¢ oMokl Ckanep-BC

44. Co3pnats B LlenTpe oOecnieuenust 6ezonacHocty KimeHTckoi KoHCOJIH
FalcongazeSecureTower npaBuiio «IIpeBbIlieHre OTpaHIUYCHUS Ha HCIIOJIb30BAHHE
HHTepHeT» 1 IpOBEPUTH €0 JEHCTBHE.

6. Meroauueckue MaTepHaJibl, OMpeae/sioue NpPoueaypbl OLeHMBAHUSA

[Ipouieaypa orieHUBaHUS PE3YIHTATOB OOYYEHHS TO JAUCIHUIUIMHE, XapaKTEePU3YIOIINX
sTanbl OPMUPOBAHUS KOMIIETEHIIMH, NTPEACTaBIeHa MacnopToM (OH/Ia OLIEHOUHBIX CPEICTB IO
mucuuiuinae (pasgen 1).

KoMmekT oleHOUHBIX CpeACcTB XpaHUTCS Ha Kadeape, exeronHo obHoBusercs. s
MPOMEXYTOUYHOM arrectaumd B Bujae osk3amMeHa KOC mno gucuuminHe OOHOBISETCS U
yTBepKaercs 3a 14 mHeil 10 Havajga CECCHOHHOIO MEPHO/A U XPAHUTCS B HEJAOCTYITHOM MECTE
OT HECAaHKLIMOHUPOBAHHOTO JocTymna. OTBETCTBEHHOCTh HeceT Kadeapa.

Ilopsinok mnpoBeaeHHsl TeKylero KOHTPOJIA YCIIEBAEMOCTH U TMPOMEKYTOYHOM
arrectaiun oOydaromuxcst YHuepcurera no OIIOIl pernmamentupyrorcs Ilonmoxxenuem o
TEKyIIeM KOHTpPOJIE YCHEBAEMOCTH U MPOMEXKYTOUHOM aTTecTaluyd OO0ydYaroluxcs Mo
MporpaMMam BbICIIEr0 00pa3oBaHUsl.

Texkymmuii KOHTPOJIb YCIIEBAEMOCTH B YHHBEPCHTETE SBIACTCS (OPMON KOHTPOJIS
KayecTBa 3HAHHUM OOy4aloUIUXCs, OCYIIECTBISIEMOTO B MEXKCECCHOHHBIH NMEpPUO] 0O0ydeHUs C
1esbto onpeaeneHus: kauectsa ocsoeHus OITOII.

Texkymuil KOHTpOJIb YCHEBAEMOCTH OCYILECTBIISIETCS: HA JIEKIUAX, HPAKTUYECKUX
(ceMHHApCKUX) 3aHATUSIX, B paMKaX KOHTPOJISI CAMOCTOSITEILHOM pabOTHI.

OOyuaromuecss 3apaHee HHGOPMUPYIOTCS O KPUTEPHUSIX M MPOLEAYpe TEKYILIEro
KOHTPOJISl YCIIEBAEMOCTH MPENoJaBaTe/IIMH IO COOTBETCTBYIOLIEH Y4eOHOM TUCIUILIMHE
(Momyst).

YcneBaeMoCThb MPU TEKYILIEM KOHTPOJIE XapaKTepu3yeT 00beM U KaueCTBO BBHIIIOJIHEHHOM
oOy4Jarorumcs: paboThI IO TUCIUTIIIUHE (MOJIYIIIO).

[legarornueckue BuUabl U (HOPMBI, HCHOJIb3yeMble B MPOLECCE TEKYHIEro KOHTPOJIS
yCIIEBAEMOCTH  OOYYaroOIIMUXCs,  OMPENeNSIIOTCS ~ METOJAMYECKOM  KoMuccuedl  Kadelpsl.
BriOupaembplii BUJI TEKylIero KOHTpoOJis oOecreunBaeT HauOojee MONHBIA U OOBEKTUBHBIN
KOHTPOJb (M3MepeHue H (PUKCHPOBAHUE) YPOBHS OCBOCHUS pE3yIbTaTOB OOYYEHHS IO
JUCLUILIIMHE.

[IpenogaBaTenu MpenOCTaBISAIOT CBEACHUS O TEKYIEH yCIeBaeMOCTH OOy4arolIuXcs B
paMKax IpOBEAEHUS TEKYILEel aTTecTalluu B CEMECTPE B JIeKaHaThl/ y4eOHBINH OT/IeJl UHCTUTYTA B
CPOKH, OIIpEAEICHHbIE BHYTPEHHUMH DPACIOPSIUTEIBHBIMU JIOKYMEHTaMU YHHUBEPCUTETA
(bakynbrera, uncmumyma).

B nensax oOecrieueHMs TEKYIIEro KOHTPOJI YCHEBAaEMOCTH MpErNojiaBaTeib MPOBOAUT
KOHCYJIbTALINH.

[IpenogaBaTenb, BeOyIIMA 3aHATHUS CEMHHAPCKOTO THUIIA, MPOBOAUT ATTECTAIHIO
o0y4aromuxcst 3a Npoume Ml mepuos. ATTeCTalMsl IPOBOIUTCS, €CIIU IPOBEACHO HE MeHee 3
MPAKTUYECKUX (CEMUHAPCKUX) WU JTa0OpaTOPHBIX 3aHATHN, B YCTaHOBJICHHBIC JEKaHATOM/
MHCTUTYTOM CPOKH, He pexxe | paza 3a yueOHbIN cemecTp. OOyuarommecs arTecTyroTcs MyTeM
BBICTABJIEHUS B COOTBETCTBYIOIIYIO TPYNIIOBYIO BEAOMOCTb 3aIUCEHN 10 CUCTEME: «aTTECTOBAH»
WUJTU «HE aTTECTOBAH».
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[IpenonaBaTenb, MpocTaBisis UTOTU ATTECTAllMM, JOBOJAUT PE3YJIbTAThl aTTECTALMMU J0
CBEICHUS CTYJCHYECKOW TPYNNbl M OOBSICHAET MPUYUHBI OTPHUIATEIBHOM aTTECTallud 10
3arpocy 00yJaromerocs.

[Ipu aTTectanym 00y4aromuXCcsl yYUTHIBAIOTCS CIEIyIOMUe (PaKTOPHI:

— pe3ynbTaThl pabOTHl HA 3aHATHUAX, MOKA3aHHBIE TPU STOM 3HAHUS IO AUCHUILUIMHE
(MOymI0), YCBOEGHUE HAaBBIKOB MPAKTUYECKOIO MPUMEHEHUS TEOPETUYECKUX 3HAHUMN, CTENEHb
AKTUBHOCTH Ha MPAKTUYECKUX (CEMUHAPCKUX) 3aHATUSAX;

— pe3yabTaThl U AKTUBHOCTH Y4aCTHUsl B CEMUHAPAX U KOJJIOKBUYMAX;

— pEe3yabTaThl BBIIOJHEHUS! KOHTPOJBHBIX padoT;

— pe3yapTaThl U 00BEM BBINOJHEHHBIX 3aJaHUM B paMKax CaMOCTOSITENIbHOM pabOThI
00yJaroImXxcs;

— pe3ynapTaThl JUYHBIX O€cell CO CTYAEHTaMU IO MaTepuany y4eOHOM AMCLMIIIMHBI
(Moyns);

— IMOCEIIEHUE CTyJIEeHTaMH, CEMUHApCKUX M MPaKTUYECKUX 3aHATUH, J1a0OpaTOPHBIX
pabor;

— CBOEBpEMEHHasl JIMKBUJALMS 3aJ0JDKEHHOCTEH 10 MpOHJEHHOMY MaTepuainy,
BO3ZHUKIIMX BCIIEJCTBHE MPOMYCKa 3aHITUH JUOO HEyJOBJIETBOPUTEIBHBIX OILIEHOK IIO
pesynbTaTam paboThl Ha 3aHSATHUSX.

— pe3yabTaThl MPOXOKIECHUS KOHTPOJIBHBIX TOUYEK MO JTUCHUIUIMHE (IIPHU UCIIOJIb30BAHUU
0aJUIbHO-PEUTUHIOBOM CHCTEMBI)

IIpomexyTouHass arrecTaumMsa oOydJaloOIIUXCs YHHUBeEpcUTeTa sABIsAeTCS (HOpMOit
KOHTPOJISl pe3yiabTaToB OOy4YeHHUs MO JAUCHUUIUIMHE C IeJIbI0 KOMILJIEKCHOTO OTpeaeIeHUs
COOTBETCTBUSI YPOBHSI U KayecTBa 3HAHUI, YMEHUH U HaBBIKOB OOy4arouuxcs TpeOOBaHUSM,
YCTaHOBJICHHBIM 00pa30BaTEILHON MPOTPaMMOM.

@OopMHpOBAaHHE OLIEHKM TEKYHIEro KOHTPOJS YCHEBAEMOCTH M IPOMEKYTOYHOU
aTTecTalliy 10 UTOTaM OCBOCHHS TUCIUILIUHBI OCYIIECTBIISIETCS C MCIOJIb30BAHUEM OasllIbHO-
PEUTHHIOBOM CHCTEMBI OLEHKH 3HAHUN OOydarol[uxcsi, TpeOOBaHUSA K KOTOPHIM H3JI0KEHBI B
[Tonoxxennu o 6ATITLHO-PEUTUHTOBOM CHCTEME.

7. Oco0eHHOCTH OCBOEHUS TUCIUIJIMHBI IJIsl HHBAJHU/IO0B U JIUI[ C OTPAHUYEHHBIMH
BO3MOKHOCTSIMH

AlanTUpOBaHHBIE OIEHOYHBIE MaTrepualibl cojepxarcs B agantupoBaHHoil OIIOIL.
OO0ydenue 00ydarOIIUXCS C OIPAHUYEHHBIMU BO3MOXKHOCTSMHU 37J0POBbSI MPU HEOOXOAUMOCTH
OCYILIECTBJISIETCS. HAa OCHOBE aJanTHUPOBAaHHOW pabouell mporpaMMbl C HCHOJIb30BAaHUEM
CHeIHalbHBIX METOJ0B OOY4eHHsS M JUJAKTUYECKHMX MaTepHalioB, COCTABIECHHBIX C YYETOM
0COOCHHOCTEH MCUXO0(PU3NUECKOTO Pa3BUTHS, WHAMBUAYAIbHBIX BO3MOXHOCTEH M COCTOSHUS
3JI0POBbSI TAKUX 00yJaromuxcs (00yJaromerocs).

CamocTtosaTrenbHas paboTa 00ydaroUXcs ¢ OrPAHUYCHHBIMUA BO3MOXKHOCTSIMH 37I0POBbBSI
U UHBAJIUIOB TIO3BOJISIET CBOEBPEMEHHO BBISBUTH 3aTPYJHEHHS M OTCTaBaHHUE M BHECTHU
KOPPEKTHUBBI B y4eOHYIO NesTenbHOCTh. KoHKpeTHbIe POPMBI U BHABI CAMOCTOSITENBHON pabOThI
oOyuaromuxcs JHUIl C OrPAaHUYCHHBIMH BO3MOXKHOCTSMU  3JIOPOBbS W WHBAJIUJIOB
yCTaHABIUBAIOTCS TMpernojaBareieM. Bpibop ¢opM U BHIOB CaMOCTOSITENBHON paboThl,
oOyuaronmxcs ¢ OTpaHUYEHHBIMH BO3MOKHOCTSIMH 370POBBSl U MHBAIUAOB OCYIIECTBISETCS C
Y4ETOM HUX CIOCOOHOCTEH, 0cOOEHHOCTEW BOCIPHUSITHS U TOTOBHOCTH K OCBOCHHIO Y4€OHOTO
Matepuana. GopMbl caMOCTOATEIBHON PabOTHl YCTaHABIMBAIOTCA C YYETOM HHAMBHIYyaTbHBIX
ncuxo(u3nueckux oco0eHHocTel (YCTHO, MMCbMEHHO Ha Oymare Wi Ha KOMIIbIoTepe, B (hopme
TECTUPOBAHUS, DIIEKTPOHHBIX TPEHAXKEPOB U T.IL.).

OcHoBHBIE (QOpPMBI TPEACTABICHUS OIEHOYHBIX CPEJICTB — B TeYaTHOW (opMe WU B
dbopMe  dIEKTpOHHOro  AOKyMmMeHTa. Jlns  oOydaromuxcss ¢ HapylIeHUSMH — 3PEHHS
MpEeAyCMAaTPUBAETCSI BO3MOXXHOCTh TPOBEACHUS TEKYILIETO0 U MPOMEXKYTOYHOTO KOHTPOJIS B
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ycTHOM (opme. st oOyyaromuxcs ¢ HapyIICHUSIMHU CllyXa HPeAyCMaTpPUBAETCsS BO3MOXKHOCTh
MIPOBEACHUS TEKYILEr0 U MPOMEKYTOYHOTO KOHTPOJIS B MUCbMEHHOH (opme.

Tabmuma 7.1. — Kareropun oOyuatomuxcs ¢ OB3, cmocoObl BOCHPHUSTHS HMH
nH(GOpPMAIMY 1 METOIbl UX O0YICHHUS.

Kareropuu 00yJarommxcst o Metozpl 00yueHus
HO30JIOTHSIM
C Cremnpie. Ayouanvrno-xunecmemuyeckue, TPEAyCMaTPUBAIOIINE
Hapymenussmu | Crioco6 NOCTYIUIeHHE y4eOHOH WH(OpMalMM IOCPEACTBOM CiyXa U
3peHus BOCIIPUSATHUS oCsI3aHUsL.
UHpOPMAIIH: MoryT HCIOIb30BATHCS MPU YCIOBHHU, YTO BH3YyallbHAS
0CsI3aTeNbHO- uHopMaIys OyleT aanTHpoBaHa Ui JIUI C HAPYIICHUSMH
CIIyXOBOH 3pEHUS:
CrnaboBupsiue. BU3VATLHO-KUHeCmemuyecKue, MPEToNararonme
Crioco6 nepenavy v BOCHIPHATHE Y4eOHOH MH(MOPMAIUU TPH TOMOIIH
BOCIIPUSATHUS 3pEHUS ¥ OCS3aHUS;
MH(pOPMALH: ayJIMO-BU3yalibHbIE, OCHOBAaHHBIE Ha MPEICTABIICHHUE
3PUTEIBHO- yueOHOH HH(OpPMAIMK, TPH  KOTOPBIX  3aJCHCTBOBAHO
oCsI3aTENbHO- 3pUTENBHOE U CITYXOBOE BOCTIPHUSITHE;
CITyXOBOM ayouo-8u3yanbHO-KUHecmemuyeckue, 0a3upyroIpecs
Ha TIPENCTAaBIICHUHM WHQPOPMAIUKM, KOTOpas IOCTYMAaeT II0
3pUTENBHOMY, CIYXOBOMY M  OCSI3aTEJIbHOMY  KaHajaM
BOCITPHSTHE.
C Inyxue. BU3VATLHO-KUHECemuyecKue, MPEITONararonme
HapymeHusMu | Crioco6 nepeaady ¥ BOCHPHITHE yucOHOM MH(DOpMAaLUU IPHU ITOMOIIN
cimyxa BOCHPHSATHUS 3pEHHS U OCS3aHUSL
nHOpMALUH: MoryT HCIONB30BaTHCS MIPU YCIOBUH, YTO ayHaIbHas
3PHUTEIBHO- nHpopmarys Oyaer aganTHpoBaHA VIS JIMI[ ¢ HApYyHICHUSMH
0CsI3aTENbHBIN ciyxa:
CrabocpImaniye. ayouo-eu3yaivHvle, OCHOBaHHbIE Ha IIPEACTAaBIICHUE
Cnoco0 yaeOHOM wHpOpMamuKM, TP KOTOPHIX  3aJCHCTBOBAHO
BOCHPHSATHUS 3PUTENBHOE U CIIyXOBOE BOCIIPHUSITHE;
nHpOpMALUH: ayouanvbHo-KuHecmemuyeckue, TPETyCMAaTPUBAIOLINE
3purensHo- MOoCTyIUIeHHe y4eOHOW HMH(pOpPMalUM IMOCPEICTBOM ClIyXa U
0CsI3aTEeNBHO- OCSI3aHNS;
CITyXOBOM ayouo-6u3yanbHo-KuHecmemudeckue, Oa3UPYIONIIHECs
Ha TIPEACTaBICHUH WH(MOPMAIMK, KOTOpas IIOCTYHAaeT IIo
3pUTENIBHOMY, CIyXOBOMY U  OCS3aTeNbHOMY KaHaJIaM
BOCIIPHSTHE.
C Crnoco6 —  BU3YANLHO-KUHECeMmUYecKue;
HapylICHUSMHU | BOCIPUATHSA —  ayouo-eusyaivHuie,
OILIOpHO- HH(OpMAIHN: —  ayOuanbHO-KUHecmemuyeckue,
ABUIATEIBLHOTO | SpUTCIBHO- —  ayouo-6u3yanbHo-KUHeCmemuyecKue.
ammapata 0CsI3aTeNbHO-
CIIyXOBOH

Tabmuua 7.2. — Crioco6b! agantauy 00pa3oBaTeNbHBIX PECYPCOB.

Ycnoenvie obosnauenus:

«+» —00pazoBaTeNbHbIN pecypc, He TPeOYIOIMA alanTaluu;

«AD» — amanTUpoBaHHBIM (QopMaT K OCOOEHHOCTAM IpHueMa-Tliepesaud WHpopMaluu
oOyuaromuxcs uHBanuA0B 1 jui ¢ OB3 ¢opmar oOpa3oBarensHOro pecypca, B TOM YHCIE C
HCII0JIb30BAHNEM CHELUAIIBHBIX TEXHUYECKUX CPEJICTB;

«AD»— anbTepHATUBHBIN SKBUBAJIECHT MCNOJIb3YEMOI0 pecypca

Kateropun
00yuaromuxcs

Oo0pa3oBaTe/ibHBIE PecypChI

DJIeKTPOHHBbIE [leuaTHble
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ABHUT'aTCIIBHOI'O alrapara

M0 HO30JI0TUSIM MyJbTHMENH rpaduyeckue |[ayano TEKCTOBBIE,
a DJIeKTPOHHbIE
aHAJIOTH
Mme4yaTHbIX
H3IAHMI
C Crnemnble AD AD + AD AD
HapyIIEHUIM (Hanpumep, (Hampumep, (Hampumep,
1 3peHUs cO3/laHHe Ay o MeyaTHBIH
MaTepHuaIbHOI OIMCaHMe) MaTepua,
MOJIeIH BBITTOJIHEHH
rpaduueckoro bIit
o0BbeKTa penbedHo-
(3Dmomenn) TOYCTHBIM
mpuQTOM
U1.bpaiisst)
CraboBuasme AD AD + AD AD
C [myxue AD + AD + +
HapyLIECHUSAM (Hammpumep,
U ciyxa TEKCTOBOE
OITMCaHue,
rCHIIep-
CCBIJIKH)
CrnaOocplmarg AD + AD + +
ne
C HapyIIEHUSIMHU OMOPHO- + + + + +

Tabmuma 7.3. - opmMbI KOHTPOJIS U OIIEHKH PE3YJIbTaTOB O0YYCHHUSI WHBAJIWIOB M JIUIL C
OB3 B CIIGI DY

Karteropuu

o0y4Jamouuxcs mno

HO30J10T'UAM

@opMa KOHTPOJIS U OIleHKH Pe3yJIbTATOB 00y4eHus

C HapymeHusMH

3peHus

ycmHas npoeepka. IMCKYCCUH, TPEHUHT'U, KPYTJIBIC CTOJIBI, CO6CCCI[OBaHI/I5{,
YCTHBIC KOJIJIOKBUYMBI U IIP.;
C UCNONMb306AHUEM KOMnviomepa U CneyuaitbHozco 110: pa60Ta C

SJIEKTPOHHBIMU ~ 00pa30BaTEbHBIMU  pECypcaMH, TECTHpPOBaHHE, pedepartsl,
KypCOBBIE TPOEKTHI, AUCTAaHIMOHHBIE (POPMBI, €CIIU TO3BOJISIET OCTPOTA 3PEHUS -
rpaduueckue pabOTHI U JIp.

C HapylmeHusIMU

clyxa

NUCbMEHHAs ~ Npoéepka:  KOHTPONbHBIE,  rpaduueckue  palOTHL,
TECTUPOBAHME, JOMAIIHHE 3aJaHUs, 3CCE, MUCbMEHHBIE KOJJIOKBUYMBI, OTYETH U
p.;
- C ucnomvsosamuem Komnviomepa u cneyuanrvroco I110: pabora c
JJIEKTPOHHBIMH ~ 00pa30BaTENbHBIMUA  pEeCcypcaMu, TECTHpPOBaHHUE, pedepaTsl,

KYpCOBBI€ TPOEKTBHI, rpauuecKue padoThl, JUCTAaHIMOHHBIE ()OPMBI U JIP.
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C HapyHmIeHUsIMHU —  HUCbMEHHAs npoeepKd, ¢ UCNOJb306AHUEM CNEYUATbHbLX MEXHUYECKUX

OIIOPpHO- cpe()cme (aJ'IBTepHaTI/IBHI)IX CpeacTBa BBOJAa, YIipaBJICHUSA
JBHUIaTCIIBHOI'O KOMIIBIOTCPOM U ):[p.): KOHTPOJIbHBIC, rpaquecm/le pa6OTI)I,
armapaTta TCCTUPOBAHUEC, JOMAIIHUEC 3a/IaHUA, 3CCC, IMCbMCHHBIC KOJJIOKBUYMBI,

OTYETHI U JIp.;

— ycmmuas npoeepKka, ¢ UCNONb3068AHUEM CHeYUATbHbIX MeXHUYecKux
cpeocma (CpecTB KOMMYHHKAIHMK): AUCKYCCHUH, TPEHUHTH, KpPYTJIbIe
CTOJIBI, COOECEeIOBaHMS, YCTHBIE KOJNTOKBIYMBI H JIp.;

— ¢ ucnoivzosanuem — Komnwvlomepa — u  cneyuanvhozo 110
(ampTEpHATUBHBIX CPEICTB BBOJIA U YIPABJICHHSI KOMIIBIOTEPOM U JIp.):
pabota c  DJNEKTPOHHBIMH  OOpa30BaTEIbHBIMH  PECYpCaMH,
TecTupoBaHue, pedepaThl, KypcoBble MPOEKTHI, rpadrueckue padoThl,
JMCTAaHIIMOHHBIE (HOPMBI - TPEANOUYTHTENbHEE O00yJaroluMcs,
OIpaHUYCHHBIM B TIEPEIBIKCHHUH U JIP.

7.1. 3aganus 1J151 TEKYLIEero KOHTPOJS A/ HHBAJUIOB U JIMI C OTPAHUYEHHBIMU

BO3MOKHOCTSIMH

Texywuti KOHMPOIL U NPOMENHCYMOUHAsL ammecmayus 00yJaIOIIUXCST UHBAJUIOB U JIUI
¢ OB3 ocymecTBageTcss € UCHOJIb30BAaHUEM OILCHOYHBIX CpPEJACTB, aNalNTUPOBAHHBIX K
OTPAaHWYEHUSM WX 370POBbsI M BOCIPHUATHS HHPOPMAIMH, B TOM YHUCJIE C HCIOJIH30BAaHHEM
CHeIUaTbHBIX TEXHUYECKUX CPEJICTB.

Texywuti kommponv ycnesaemocmu Onsi odyyarowuxca uneaiuoos u auy c¢ OB3
HaIpaBJieH Ha CBOCBPEMEHHOE BBHISIBJICHUE 3aTPYJHEHUN U OTCTaBaHUsS B OOyYEHUH U BHECEHUS
KOPPEKTHUBOB B Y4EOHYIO NIEATETLHOCTh. BO3MOXKHO OCYIIECTBIEHUE BXOJHOTO KOHTPOJS IS
OTIpEJIeIEHUU €ro CHOCOOHOCTEH, OCOOCHHOCTEW BOCHPHUATHUS M TOTOBHOCTH K OCBOCHHUIO
y4eOHOTr0 MaTepuara.

7.2. 3agaHust A NMPOMEKYTOUYHOH AaTTecTAlMM [JIsi WHBAJIWAOB W JHI[ C

OrpaHUYEeHHBIMH BO3MOKHOCTSIMH

Dopma npomedncymourol ammecmayuu yCTaHABIMBACTCSA C Y4ETOM WHIUBUIYATbHBIX
MCUX0(U3UYECKUX 0COOCHHOCTEH (YCTHO, MMCHbMEHHO Ha OymMare, MMCbMEHHO Ha KOMITBIOTEpE, B
dbopme TectHpoBaHHMS M T.1.). [Ipm HE0OXOAMMOCTH OOYYAIOIIMMCS IPEIOCTABIISICTCS
JOTIOJTHUTEILHOE BPEMS JIJIS TIOJITOTOBKH OTBETA.

Ilpomesicymounass ammecmayus, TPUA HEOOXOTUMOCTH, MOXKET IPOBOJMTHCS B
HECKOJIBKO 3TamoB. [IJIs 3TOro peKOMEHJYeTCs HCIOJIb30BaTh PYOCIKHBIH KOHTPOJIb, KOTOPBIH
SIBJIIETCS KOHTPOJBHOW TOYKOW IO 3aBEPIICHUIO M3YYCHHs pasjieia WM TEeMbl JTUCIUILUIHHEI,
MEXTUCIMILTMHAPHOTO Kypca, MPAKTUK U €€ Pa3JIeNOB C LEIbI0 OIICHUBAHUS YPOBHS OCBOCHUS
porpaMMHOTO MaTepuasia. @OpMBI U CPOK MPOBEIEHHSI PYOCHKHOTO KOHTPOJIS OINPEIEIISIOTCS
npernoiaBatesieM (MacTepoM TPOHM3BOJCTBEHHOTO OOYYEHHUsS) C YYETOM HHIUBUIYaTbHBIX
MCcUX0(U3NUECKUX 0COOCHHOCTEH 00yJarouxcsl.
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