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AHHOTAIMS TUCHUATIIMHBI

HaumenoBanue
JTUCIHUIIINHBI

Nudopmanuonnas 6e30n1acHOCTD

Hean

AUCHHUIIIMHBI

3a0)KUTh METOAWYECKH TIPAaBUIbHBIC OCHOBBI 3HAHUHM TIO
MHPOPMAIIMOHHON 0€30MacHOCTH, HEOOXOIUMBIX CIICIIUAIUCTAM,
KOTOPBIC 3aHUMAIOTCSI BOIIPOCAMU: MTPOCKTHPOBAHYS, BHEIPCHHUS
IKCILTyaTaIH KOPIIOPATUBHBIX BBIYUCITUTEILHBIX u
uHpopmannorusix cucreM (BC/UC); opranusamnueii 3amuThl Kak
CaMHX CHCTeM, TaKk M WH(GOpMAIMA W JaHHBIX, C KOTOPBHIMHU
pabotarot noaw3oBatenu BC/UC.

Iliianupyemsbie
pe3yabTaThl
00y4eHust

ITK-1: CnocoOHOCTBIO TPOBOJIUTH 0OCIIEIOBAHNE OpraHU3aIH,
BBISBJISITH UHPOPMAIIMOHHBIE TOTPEOHOCTH MOJIb30BaTENEH,
dhopMHupoBaTh TpeOOBaHUS K MHPOPMAIIMOHHON CUCTEME

TemaTrnueckas
HANpPaBJIEHHOCTh
U CIUIIINHDBI

Tema 1. Ilpeanockuiku cTaHOBIIEHUS IPEIMETHON 00IacTH
uHpOpMaLMOHHOM 6e3omnacHocTH. KiroueBbie BOMpOCHI
MH(pOpPMaLMOHHON 0€30M1acCHOCTU

Tema 2. Konuenuus nHhpopManoHHON 0€30MacHOCTH
Poccuiickoit ®enepanuu. PazpaboTka KOpropaTuBHON KOHLIEIIUU
nH(pOpMaIMOHHOM 0€30MMacHOCTH

Tema 3. [IpaBoBbIC acreKThl HHPOPMAIIMOHHOW 0€30TIaCHOCTH.
MesxayHapoiHOE U pOCCUICKOE 3aKOHOATEIbCTBO B chepe
MH(pOPMaLMOHHON 06€30MacHOCTH

Tema 4. bazoBble 371€eMEeHThHI HH(OPMAIIMOHHOTO TPABOOTHOIICHHS
Tema 5. Buapl 3anumaemoit uugopmanuu. Monenb yrpo3 u
MoJ1eIh HHPOPMAITMOHHOW 0€30MacHOCTH

Tema 6. TlonsTHe 3amMIIEHHON HH)OPMALIMOHHONW CUCTEMBI.
[Tporpamma nHbOpMaIMOHHOHN O6€30MacCHOCTH

Tema 7. Opranu3aiiuOHHO-PACIOPAAUTENbHbBIE JOKYMEHTHI B
cdepe nndopmannonHoii 6e3onacHocTH. OOIIast U YaCTHBIE
MOJIMTUKY MH(pOpMallMOHHOM Oe3omacHocTu. KopriopatuBHbie
crannaptsl Ub

Tema 8. Ynpasnenue nHHoOpMallOHHBIMUA PUCKaMH

Tema 9. Crannaptuzanus B chepe nHbOopManMoOHHON
Oe3onacHoCTH

Tema 10 MaTemaTnueckre MOJIETIN CUCTEM U MPOLIECCOB 3aLUTHI
uH(popManun

Tema 11. CepBucel b u 3amura ot nHcaiinepos

Tema 12. Kpunrorpaduueckue MeTo bl 3a1IUThHl HH(OpMaLIUN
Tema 13. 3amuTa nHpOopMaMOHHON HHPPACTPYKTYPHI OT aTak/
AHTUBHPYCHBIE CPE/ICTBA 3ALUTHI

Tema 14. KommuiekcHas 3ammuTa HH()OpMAIIMOHHON
uHppacTpyKTypsl U pecypcoB. Ouenka 3pdextunoctu C3U
Tema 15. Unentudukaius nonp3oBaTens B MHGOpMaIMOHHO-
BBIYMCIIUTEIILHON CUCTEME

Tema 16. Unentudukanus nonp3oBaTens B CETH

Tema 17. ITporpammuoe npuioxenue KeyLemon

Tema 18. Cucremsl mmppoBaHUs TUCKOBBIX JaHHBIX. TE€XHOIOTHUS
BitLocker

Tema 19. Cucremsl mnppoBaHUs TUCKOBBIX JaHHBIX. TEXHOIOTHUS

BitLocker To Go




Tema 20. lludpoBanue daitios

Tema 21. [lludppoBanme TUCKOBBIX AaHHBIX oA Linux
Tema 22. ITaker McAfee Endpoint Encryption

Tema 23. TTaker Symantec Drive Encryption

Tema 24. ITakert Jetico BestCrypt

Tema 25. [Taker TrueCrypt

Tema 26. Cucrema Symantec Desktop Email Encryption
Tema 27. Cucrema PGP NetShare

Kadenpa

Nudopmaruku




1.  HEJb Y 3AJAYHA JUCHUTIIAHBI

Heap AMCOMIVIMHBI. 3aJI0)KUTh METOAUYECKU IIPAaBUJIbHBIE OCHOBBl 3HAaHUN 110
UH(OPMALIMOHHONW 0E30MaCHOCTH, HEOOXOIUMBIX CHEIHATUCTaM, KOTOpble 3aHUMAIOTCS
BOIIPOCAMU: IIPOEKTUPOBAHNUS, BHEPEHUS U IKCIUTyaTallui KOPIIOPATUBHBIX BHIYUCIUTENIBHBIX U
uHpopmanmonueix cucreM (BC/MC); opranusamueil 3amuThl KaK caMHX CHCTEM, TaK M
uHOpPMAaLIMU U JaHHBIX, ¢ KOTOpBIME paboTtatoT nojis3osarenn BC/UC.

3amaun:

. JaTh O0OIIee TMpeACcTaBlIeHWE O METOJaX, TEXHOJOTUSIX W HMHCTPyMEHTaX
yrnpapiieHus: HHOOPMAIIMOHHON 0€30MacHOCThIO, MPUMEHSIEMBIX B MEHEKMEHTE COBPEMEHHOU
KOMIIAaHUHM, a TaKke O TEHICHIMSIX COBEpIICHCTBOBAHUS WHCTPYMEHTApUs B 00JIacTU
MIPOCKTUPOBAHUS U YIIPABIEHUS KOMIUIEKCHOM MHPOPMAIIMOHHON 0€30MacHOCTH;

. JaTh TPEACTaBICHHE O 3aKOHOAATEIFHOM, CHUCTEMHOM M METOAMYECKOM
obecrieyeHnn pa3paboOTKH cucTeM WH(POPMAITMOHHOM 0€3011acHOCTH;
. 03HAaKOMHUTh CTY/IEHTOB C ipoOiemamu MeHepkMenTa Ub: knmaccudukanueid yrpos

u puckoB UMb, MeTromamu BBISBICHUS Yyrpo3, OTPaOOTKHA PHCKOB; HAYYHTh CTaBHTh U PEIIATh
IOPUKIAJHBIE 3aJaud 10 oOOecneYyeHU0 HH(POPMAIMOHHONW O€30MacHOCTH, HAASKHOCTH U
s dexruBaoctn MC

. 3aJ0KUTh METOJIMYECKHE OCHOBBl 3HAHMH MO pPa3pabOTKe W CTaHAAPTU3ALUU
CUCTEMbI yIpaBieHUS HH(YOPMALMOHHONW O€30IaCHOCTBIO OPraHM3alUM, [0 HCIOJIb30BAaHUIO
CTaHJapTOB HH(GOPMAIMOHHON O€30MacHOCTH M METOAMKH  YIPABJICHUS  IPOLIECCOM
nH(pOpMaIIMOHHOM 0€30MaCHOCTH;

. JlaTh MPEJCTAaBICHUE O COBPEMEHHBIX, CTAH/IapTaX, TEXHOJIOTHIAX U HHCTPYMEHTaxX
peanuzanuu nHpopmannonHon 6ezonacHoct (UB) u 3ammrter undopmanuu (31).

2. MECTO JIUCHUILUIMHBI B CTPYKTYPE OBPA3OBATEJBHOM
ITPOI'PAMMBI

Hucuumuua b1.B.09 «MHpopmannonHas 0e30MacHOCTb» OTHOCUTCS K BapUaTHUBHOMN
yactu broka 1 u sBhsiercs 00s3aTeNbHOM I OCBOGHHUS OOYYalOIIMMCS TOCTEe BBIOOpA
00yyaromuMcs HarpaBJIeHHOCTH (IPOQHIIs) TPOrpaMMBI.

3. IINTAHUPYEMBIE PE3YJIBTATBI OBYUYEHMUA 110 JUCHUIIVIMHE

[Tnanupyemble pe3ynbTaThl 00y4YeHUS MO JAUCHUILINHE, COOTHECEHHBIE C MJIaHUPYEMBbIMU
pe3yabTaTaMi OCBOEHUS 00pa30BaTeIbHOM MPOrpaMMbl IIPEACTaBIeHbI B Tadaule 3.1.

Tabmuma 3.1 — Ilnaaumpyembie pe3yiabTaThl OOyYeHUS IO AUCIUIUIMHE, COOTHECEHHBIE C
TUIAHUPYEMBIMU pe3yJIbTaTaMU OCBOEHHUsI 00pa30BaTelIbHOM MPOrpamMMBbl
Kon n HaumenoBanue Oransl [TnanupyemMsbie pe3ynbTaThl 00yYeHUs/ HHINKATOPEI
KOMITIETCHIINT (bopmupoBaHus JOCTH)KEHHSI KOMIIETCHITMH
BBITYCKHHKA KOMITCTEHIIU I (mokasareny 0OCBOCHHsI KOMIIETEHIINH)
TIK-1: Cnocob6HOCTBIO IIK-1 Hexommozunus [V
MPOBOJUTH 00CIIETIOBaHNE 3HaTh: OCHOBHBIC METOJOJOTHYECKHE ACTIEKThI
OpraHu3aIni, BBISBISATH HEOOXOAMMOCTH  OOCJIENOBaHUS  OpraHW3alni,
nH(OpMaLMOHHEIE BBIBICHHS ~ WH(OPMAIMOHHBIE  MOTPEOHOCTH
TOTPeOHOCTH [0JIb30BaTeNiel, (GOPMHUPOBAaHUS TPeOOBAHUN K
M0JIb30BaTENEH, nHdopmanmonnoii cucreme 3 (IV) (ITK-1)
dopmupoBaTh YMeTb: NMpPOBOAWTH BCECTOPOHHEE OOCIEeIOBaHUE
TpeOOBaHMS K OpraHu3alvii C 1elbl0 OIEHKH €€ TEeKYILIEro
COCTOSIHMSL B obmacth  MH(OPMAIMOHHBIX




WH(OPMAITMOHHOM MPOIIECCOB M CUCTEM, BBISBISITh HHPOPMAITUOHHBIE

cUCTEME MOTPeOHOCTH  TIOJIh30BaTeliel,  (OPMHPOBATH
TpeboBanus kK MH(popMmarmonHoii cucreme Y (IV)
(TIK-1)

Bmamers: cBomamm 3Hammii B UT-cdepe,
CTaHJapTaMHU, HOTAUSAMU U MHCTPYMEHTAIHLHBIMU
CpPeICTBAaMH  OOCIICJIOBaHUS,  OMHCAaHUS W
MOJICIIMPOBAHMS ~ COCTOSIHMSI ~ OpTaHW3allid B
obmacty 3peHmsi WHOOPMAIIMOHHBIX IPOIECCOB H
CHUCTEM, BBISBIISATH MH()OPMAIMOHHBIC TOTPEOHOCTH
TOJTh30BaTeNNeH, (opMHpPOBaTHL TpPeOOBAHHUSI K
nHpopmanmonnoi cucteme B(IV)(ITK-1)

4. OBBEM U CTPYKTYPA JUCHUIIJIMHBI

Tpy0eMKOCTb TUCIMIIIIMHBI COCTABISAET 6 3a4eTHBIX euHMIL, 216 yacoB, U3 KOTOPBIX 36
4acoB CaMOCTOSTENIbHON padOThl 00YYaroIIerocst OTBOJAUTCS Ha MOJATOTOBKY U 3alUTY YK3aMEHa.

dopma IpoMeKyTOUHON aTTecTalMu: 6-if cemecTp — 3aueT, 7-i ceMecTp — 3K3aMeH

Pacnpenenenne ¢onma BpeMeHHM MO TeMaM IUCHUILIMHBI [0 OYHOH (opme oOydeHus
npeacTaBieHo B Tabmuie 4.1.

Tabnuna 4.1 — Pacnipegenenue ¢oH1a BpeMEHU M0 TeMaM JAUCHUIIINHBI
O0BbeM TUCIUIIAHBL
(ax. yachl)
KonTakTHas paboTa
3]IT | 113 | JIP
1 2 3 4 5

Homep u HanMmeHOBaHKE TEM

CPO

6-¥ yueOHBII cemecTp

Tema 1. IlpeAnochUIKM CTAHOBJICHUS MPEIMETHOH  00JIaCTH
WH(POPMAITMOHHOM 0e30IacHOCTH. Kitouessbie BOIPOCHI 2 3 2
WHGOPMAITMOHHON 0€301MacCHOCTH

Tema 2. Konuenmms uadopmarmonHnoit 6e3onacHocti Poccuiickoit
Odenepanun. Pa3pabotka KOPIIOPAaTUBHOU KOHLIEIIIAN 2 3 2
WHGOPMAITMOHHON 0€301MacCHOCTH

Tema 3. IlpaBoBble acmekTbl HH(OPMAIMOHHOW O€30MACHOCTH.

MexayHapoJHOE H POCCHHCKOE 3aKOHOAATENLCTBO B  cdepe 2 3 2
MH(QOPMAILIMOHHOH 0€30M1aCHOCTH

Tema 4. ba3oBble 351eMeHTH HHPOPMAIIMOHHOTO ITPaBOOTHOIICHUS 2 3 2
Tema 5. Bugs! 3ammmiaemoii napopmanun. Moaens yrpo3 1 MOAENb 1 3 2
WHQOPMAIMOHHOHN 0€30MIaCHOCTH

Tema 6. IloHaTne 3amMIICHHOW WH(MOPMAIMOHHOW CHCTEMBI. 1 3 2
[Iporpamma nHGOpMAIIMOHHOH O€30MaCHOCTH

Tema 7. OpraHu3anMOHHO-PACTIOPSINTEIbHBIE TOKYMEHTHI B cepe

uHpOpMaIMOHHOK Oe3omacHocTH. OOmIas ¥ 4YacTHBIC TOJIHTHKU 1 3 2
uHpopmaimonHo# 6e3zonacuoctu. Koprnoparusaeie ctanaaptel Ub

Tema 8. Ypasnenue HHGOPMALMOHHBIMU PUCKAMU 1,5 3 2
Tema 9. Crangaptuzauus B chepe HHGOpMaIMOHHON O€30MacCHOCTH 1,5 3 2
Tema 10 MaTtemaTnueckue MOJENIH CHCTEM U INPOLECCOB 3aIIHTEHI 2 3 2
UHQOpMaIIH

Tema 11. Cepsuce 1b u 3ammuTa oT HHCaiinepoB 2 3 2
Tema 12. Kpunrorpaduyeckne MeTo b1 3aIIMTH HHGOpMALUN 2 3 2
Tema 13. 3ammra nHpOpMAUMOHHOW HHGPACTPYKTYPHI OT aTak/ 2 3 2
AHTHUBUPYCHBIE CPEJCTBA 3AILUTHI

Tema 14. KomiutekcHas 3amura nHGOpMAITMOHHON HHPPACTPYKTYPHI 2 3 6 10




u pecypcos. Onenka 3¢ dexrnBroct C3U

Bcero 3a 6-ii cemecTp: 108 24 42 6 36
7-i y4eOHBII ceMecTp

Tema 15. I/Iz[euHTHq)nKaum MOJIb30BaTeNis B MH(OPMAIMOHHO- 2 1 6
BBIYHCITUTEIBHON CHCTEME

Tema 16. UneHTrduKkaius noiap30BaTeis B CETH 2 1 6
Tewma 17. Ilporpammuoe npunoxxenne KeyLemon 2 1 6
E?;\S) C1k8€.r Cuctembl MGPOBaHUS IUCKOBBIX AAHHBIX. TEXHOIOTHS 125 | 1.25 6
Tema 19. CucreMbl mu(ppoBaHUs ITUCKOBBIX JaHHBIX. TEXHOJOTHS 195 | 125 6
BitLocker To Go ’ ’

Tema 20. ITudposanue daitnos 1,25 | 1,25 6
Tewma 21. HludpoBanue TUCKOBBIX TaHHBIX 1Mo Linux 1,25 | 1,25 6
Tema 22. ITaker McAfee Endpoint Encryption 1,25 | 1,25 6
Tema 23. ITaketr Symantec Drive Encryption 1,25 | 1,25 6
Tema 24. ITaker Jetico BestCrypt 1,25 | 1,25 6
Tema 25. IMaket TrueCrypt 1,25 | 1,25 6
Tema 26. Cuctema Symantec Desktop Email Encryption 2 15 3
Tema 27. Cuctema PGP NetShare 2 15 3
Bcero 3a 7-ii cemectp: 108 20 16 72
Bcero mo nucuumniaune: 216 44 58 6 114

*3JIT — 3aHSATHA JEKIIUOHHOTO TUTA, 113 — Bce BHUIIBI 3aHATHI CEMUHAPCKOTO THITA, KpOMe Tab0paTOPHBIX
pabort, JIP — maboparopusie padoTs, CPO — camocTosiTenpHast paboTa oOydaromerocs

5. COJAEPKAHUME PA3JIEJIOB U TEM JUCIIUITJIMHbI

Tema 1. IlpennochlikM CTaHOBJEHUS MpPEIMETHOM o061acTu WHGPOPMALMOHHOM
6e3omnacHocTH. KitoueBbie BOIpockl HH(GOPMALIMOHHONW 6€301acHOCTH

[TpennocelIkl CTAaHOBICHMS MpPEIMETHOM 00JacTH ympaBieHUs WHGOPMALMOHHOM
0€30MacHOCTBIO U 00IME KIIIOUEBBIE BOMPOCHI KOMIUIEKCHOW MH(OPMAIMOHHOW 0e30MacHOCTH
(UB). Ananu3 ¢eHoMeHa pacmdpeHdss 00JacTH HMH()OPMAIMOHHBIX YIpo3 C pPa3BUTHEM
MH(OPMALIMOHHBIX ~ TEXHOJOTMH. OKOHOMHMYecKas U  HMHQOpMalMoHHas  0e301acHOCTh
IPEIITPUATHSL.

Tema 2. Konnernmms wunHpopmanmonHoi Oe3omacHocT Poccuiickoit deneparum.
Pa3paboTka KOpopaTUBHON KOHLIENIIMHA HH(POPMALIMOHHON 6€301MacHOCTH

Pa3Butne nHdopMaloHHON cocTaBsIOIEH OM3HEC-Cpeibl U BOIPOCHI €€ 0€30MacCHOCTH.
HanuonanpHast NOJUTHKA U TOKTpUHA MH(DOPMAIIMOHHOHN Oe30macHocTH. Y poBHU peanu3zaimu b
n xoHuenuusa Wb Poccuiickoit ®@enepauun. BHemHue W BHYTPEHHHUE CUCTEMHBIE
uHpopMalnoHHbIe yrpo3bl. O6mas nudpactpykrypa riaodansHoi b u obmas nadpactpykrypa
rnobansHoit Ub. Hanmonanbusle uHTepecsl PO B umHpopManumoHHON cdepe U yrpos3sl HX
Oe3omacHoctn  Konuemnmus uHpopMannonHoi Oe3omacHoctu  Poccuiickoit  denepanuu.
KonnenryanbHoe BuaeHue npoOiaemMbl MHGOPMALMOHHON 3allUMIIEHHOCTH KOMITaHWU. busHec-
mojnens komnanun u mojaens Ub. Conepxkanne n o0bexThl KoHueniun wH(oOpMarmoHHON
Oe3omacHOCTH opranu3aiuu. bazoseie nmpasuia peanuzauuu b B coBpeMeHHON KOMITaHUU.

Tema 3. IIpaBoBble acmekThl HH(POPMALMOHHOM O€30macHOCTH. MeXIyHapoaHOe U
POCCHIICKOE 3aKOHOIATENHCTBO B chepe MHPOPMAIIMOHHON 0€30MaCHOCTH

Beenenne nonstuii nHpopmannoHHoro npasa. MHpopmanus: npaBoBasi U HEMpPaBOBasl.
OcobeHHocTH MH(OPMAIK B FOPUINYECKOM acnekTe. [IpuHIuIbl 1 cucteMa MH(QOPMaIMOHHOTO
npaBa. Poccuiickoe u 3apy0exHOE 3aKOHOAATEILCTBO B O0JIACTH  HMH(POPMALMOHHOU
0€30I1aCHOCTH.

Tema 4. bazoBble 371eMEeHTHI HH(POPMALIMOHHOTO TPABOOTHOIICHHS

bazoBele  yeMeHTBI  MH(MOPMALMOHHOITO  IMPABOOTHOIIEHUS U OCHOBHBIE



[IPaBOYCTaHABIMBAIOIINE JOKYMEHThl. ['apaHTum peanusanuu IpaBa Ha HHGOPMALHMIO.
[Tpuniune! obecriedeHus mpasa Ha A0CTyH K nHpopMmarmu. I'ocygapcTBeHHas MONUTHKA B chepe
Ub.

Tema 5. Bunpl 3amumaemoit nuagopmanmu. Mozenb yrpo3 U MoJienb HHPOPMALMOHHON
0e30MacHOCTH

HNudopmannonHoe noje ¥ MHPOPMALMOHHBIA KOHTYp KoMmmnaHuu. KiroueBbie BOIPOCHI
MHPOPMALIMOHHOM  Oe3omacHOocTH  coBpeMeHHoro  mpeanpustusa. ConepxkaHue — mois
uH(popMannoHHo# 6e3onacHocTy. OOmIas kiaccupukamnus oxpanseMon nHpopmauu. 3akoH PD
0 KOMMEPYECKOM TailHe, Mpolelypa pealln3allMd M yIpasieHHs nporeccoM «Kommepueckas
TaiiHa kommnanum». Kateropuu u Buasl yrpo3 Mb, kitoueBsle 001acTi mpoliecca aHajin3a yrpos.
KnroueBble obnacTu mporiecca aHaau3a yrpo3, MOJAEIb BO3MOXKHBIX YIPO3 U OCHOBHBIE KJIACChl
METO/IOB 3alUTHl JaHHBIX U HHpopmMaruu. TunuuHoe cooTHoueHnue BHyTpeHHHX UT-yrpo3 u
pacnpoCTpaHEHHbIE ITyTH YTEYKU AAHHBIX. AJTOPUTM aHalIu3a U OLICHKH YIpo3, BHYTPEHHHE
CHCTEMHBIE yTpO3bl, ojb3oBarenb WUT, kak ncTounuk yrpo3sl. MHGpacTpyKTypHBIEC U BHELTHHE
YTPO3Bbl, PEAIbHBIE IIYTU OCYIIECTBICHUS yrpo3. KoHuenryaibHas MOAEIb 3alUTHl OT YIrpo3 H
anroput™  (HOPMHUpPOBaHMS Ipolecca ympaBlieHUS HH()OPMAIMOHHOH  0€30MacHOCTHIO.
Copneprxanue MoJienu HH(POPMAILIMOHHOM 0€3011acHOCTH, alalTUBHAs MOJIeIb Ha 0a3e HeHPOHHbIX
ceTell C HWCHOJb30BAHWEM HEHpO-HEYeTKOoro kKiaccudpukatopa. CTpyKTypa MOJAENTH 3alIUTHI
UHPOPMALIMOHHBIX PECYpCOB M CXE€Ma IPOrpaMMHO-AlIapaTHOrO aHajiu3a Ha OCHOBE
NpOoPMIAKTHIECKOTO CKAHWPOBaHUS HMH(MOPMAIIMOHHOTO TONs Kommnanuu. DopmMupoBaHue
npoliecca OLEHKH 3alUIIEHHOCTH HH(OPMAIIMOHHOMN CpeJibl.

Tema 6. Ilonstme 3amuuieHHOM  HMHpOpMaAlMOHHON  cucreMbl. IIporpamma
nH(pOpMaIMOHHOM 0€30MMacHOCTH

Konebanne ypoBHS HWHPOPMALMOHHOW Oe30macHOCTH KoMmmaHuH. KoHIenTyaibHbIe
TpeOOBaHUS 3ALIUIEHHOCTH KOPHOPATUBHOW HMH(pOpPMAIMOHHOM cHucTeMbl. Mojens aHann3a
0e30macHOCT  MH(GOPMAIMOHHOM CHUCTEMBbl TIPU OTCYTCTBHM 3JOYMBIIUIEHHBIX  YIpO3.
Onpenenenne 3amuiienHoctd MC, HeoOxoaumoe u JoctaToyHoe ycinoBue OezomacHoctu MC.
Konnenmus rapantupoBanHoctu Oe3zonacHoctd MC. Merononorust aHaiu3a 3aIlMIEHHOCTH
UH(POPMALIMOHHOM cucTeMbl. MO/IeM CUCTEMBI 3aIUThI ¢ YACTUYHBIM U MTOJHBIM MEPEKPHITHEM.
[TonsiTHe ¥ YPOBHHM OTBETCTBEHHOCTH B HH(GOpMaIimoHHOHU cdepe. [Iporpamma nHbopMaimoHHON
6€30I1acCHOCTH KOMITaHUHM. MeponpusTHUs [0 BBITOJHEHUIO porpaMMsel MB: aciekTsl, mpoueaypsl
Y KOHTPOJIb BBITIOJTHEHMSL.

Tema 7. Opranu3anmOHHO-pacTIOPAIUTEIbHbIE JOKYMEHTHI B chepe MHPOPMALUOHHON
6e3omacHocT. OOmIast U YaCTHbIE NOJUTUKN MH(pOpMallnoHHON Oe3omacHocTH. KopnopaTuBHbie
crannaptsl Ub

3HAYUMOCTb OPTraHMU3allMOHHO-HOPMATUBHBIX JIOKYMEHTOB KOMIIAHMM B YHPaBICHUH
6e3omacHocTbio B UT-chepe. Mepapxust opraHn3alilmOHHO-HOPMATUBHBIX IOKYMEHTOB U YPOBEHb
0a30BBIX JOKYMEHTOB B Hepapxuu. Konunenmus nHpopMalnoHHONH 0€30MacHOCTH KOMIIAHUHU U
cdepsl e€ npunoxenus konueniuu. Ilomutuka Ub xak 6a3oBasi ocHOBa Ipolecca yrnpaBieHUs
nH(pOpMaIMOHHOW 0e30MacHOCTRI0 B KoMnaHuu. CrucTeMHbIe TpeOOBaHUS K pa3paboTke oOmei
nomutukn Wb, cyTts crparernmueckoro Qakropa Wb. VYpoBHM peanuzanuu MOJUTHKH
6e3onacHocTH. [IpaBuna pa3paboTKu U peanu3anuu MoauTUKU b, B3anMOCBs3b U AeTann3aius
yacTHbIX NoNUTUK UB. XKusnennsiit uukn nonutuku Ub, cnupansuas moaens XK1 nomutuku Ub.
[Tpumepsl HeaJeKBAaTHOM MOJUTUKUA OE30MACHOCTH U CIEACTBUM, K KOTOPHIM NPUBOJAAT TakKue
HOJIMTHKH, obliee pe3toMe nmo HeyaauHbiM noiutukam Mb. Koprnoparusueie crannaptel b u
OpraHU3aIMOHHO-PACTIOPSAIUTENbHbBIE TOKYMEHTHI.

Tema 8. Ynpasnenue nHhpopMarMOHHBIMU PUCKaMU

BnusHue pHCKOB HAa NOCTHIKEHUE CTPAaTErMYECKHMX LEelNed KOMIIaHWU. B3anmocBsA3b
IPOIIECCOB YIpAaBJICHUS OHW3HECOM M YMPABICHUS HKOHOMHYECKOW M HMH(OpMarMoHHON
Oe3omacHOCThI0O B KommaHuu. Brimsaue WT-puckoB Ha 06a30Bble TMOKa3aTeNH ACATEIHHOCTH
kommanuu. O6macTu mpuMeHeHus puck-MeHexMenTa B cgepe UT. Onpenenenne nonstus «UT-
PHCK», HEONPEAEIEHHOCTh KaK UCTOYHUK pucka. Knaccudpukamus puckos, UT-pucku u pucku



nporpaMMHoON nHxkeHepuu. Criennuka nH(GOPMaLMOHHBIX PUCKOB. MeCTO ynpaBieHus puckaMu
B cucteme ympasienus Ub. O6mas cxema menemkmenTa M T-puckoB, 6a30Bble KOMITOHEHTBI
CHCTEMBI ynpaBieHus puckamu. CUCTeMHbIE ACHCTBUS U MPAKTHUECKUE 1Iaru IO yNpaBJIEHUIO
puckamu. dopmuposanue npouecca ynpasieHus WT-puckamu, copep:kaHue HUTEPaLMOHHOIO
npolecca ynpaBiIeHUs, BXOJbl M BBIXOJbl 3TAloOB Ipolecca ynpasieHus puckamu. Ilponecc
NPUHATUS PEUIEHUs] N0 pe3yibTaTaM aHainu3a puckoB. CooTHouieHue «ypoBeHb WT-pucka —
YPOBEHb 3aLIUTHD», OCHOBHBIE CHOCOOBI OTPAaOOTKM PHCKOB. METOIUKHM M IPOrpaMMHBIE
IPOAYKTHI JUIS OLEHKH PUCKOB. OIleHKa S5KOHOMHUYECKOH 3((PEKTUBHOCTH CHCTEMBbI YIPABICHUS
PHUCKaMH.

Tema 9. Cranmaptu3anus B chepe nHHOPMAIMOHHON OE30IMaCHOCTH

OnpeneneHue CTaHjapTa, YpPOBHM IpeACTaBiIeHHUs cTaHaapToB. IlpuoputerHbie
HampaBieHUs pa3pabOTKH cTaHAapToB B cdepe uUHPOPMATU3ALUHU, pOJb CTAaHAAPTOB
uHpopMauMoHHOM  Oe3zomacHoctu.  ConepkaHue  3TaloB  CTAHJAPTU3ALMM,  OOBEKTHI
CTaHJAPTHU3AIMH B OTKPHITON HH(POPMAIIMOHHOHN ccTeMe. XPOHOJIOTHs CTaHAapTH3AIMH B cepe
uHpopMalMOHHON Oe3omacHocTH. «OpaHxeBas KHMra», «KpuTepum OIIEHKM OBEPEHHBIX
KOMIIBIOTEpPHBIX cucTeM», «Pamyxknas cepusi», EBpomnelickue kputepun OezonmacHoctu HMT».
«®DenepanbHble kputepuu OesomnacHoctu UT», «PykoBopsiue nokymeHThl ['octexxomuccuu
P®», xputepuu afieKBaTHOCTU CPEACTB 3AIIUTHI, CTPYKTYypa Ipoduis 3amuThl. OyHKIUOHATIbHBIE
TpeOOBaHUs K I0BEpEHHOMY BhlUMCIUTEIbHOMY sipy MIC, TpeOoBaHMs K TEXHOJIOTUH pa3paboTKH
HNC c yuerom tpeboBanuii Ub. Bpuranckuii crannapt BS 7799 (ISO/IEC 17799:2000). Enunsie
KPUTEPHH OLIEHKU 0€30IacHOCTU MH()OPMAIIMOHHBIX TEXHOJIOTUH, CTPYKTYpa IpOQHIIs 3aIUThI
NUT-nponykra, uepapxus U Ki1acchl GyHKIHMOHAIbHBIX TpeboBaHuil. CpaBHeHue ctanaaptos U T-
0e30macHOCTH, pa3BuTHe cemerictsa ctanaaptos ISO 27000

Tema 10. MaTemaTiueckre MOAETH CUCTEM U IPOLIECCOB 3alIUTHI HH(OpMAIIUN

MecTto MmaTeMaTHUECKUX MO/IEIEH B pealn3alui 3aluThl HHpopManruu. MaremaTuyeckue
MOJIeNIU MPOoIeccoB U cucteM 3amuTsl uHpopmanuu (C3U1). Obmue Tpeboanus k moaenu C3U,
sTansl noctpoeHus Moaenu C3U pe3ynpTaTsl IPAKTUUECKOIO MOAEIUPOBaHUs. JlekoMno3nnus
mozaenu C3U, xonTpons mapamerpoB coctosiuss C3U (MeTpuku Mojenei), mpumep MOAeTr
nporecca 3amuThl. ApantuBHas Mojens C3M Ha 06a3ze HEMpOHHBIX ceTed, MOCTPOECHHE
«XpPOMOCOMBI» CTENEHU Yrpo3bl U COOTBETCTBYIOIIETO YPOBHS 3alMIEHHOCTH B HEHPOCETH C
HEUeTKUMH CBS3IMU. OOBEKTHUBHBIE CIIOKHOCTH MOCTPOCHMs Mojeiei. MeToabl IKCHepTHBIX
OLICHOK.

Tema 11. Cepsucel b u 3amuTa oT MHCal1epOB

CepBucel b kak peanuzanusi MOAEIN CUCTEMBI 3alllUThl HH(OpMaLUU. ApXUTEKTypHas
0€30I1aCHOCTb, CXeMa PACHPEEeIEHHOIO JJOKYMEHTO000poTa ¢ BO3MOXKHOCThIO «obxona» C3U
rojoBHoro oguca npennpusarua. deHomeH uHcaiinepa B mpobieme peanuszanuu Wb, obmue
XapaKTepUCTUKN HHCAMJIepoB, CTAaTHCTUYECKUH NOpTpeTr uHcaiaepa. CrangapTHBI Habop
ceppucoB Mb: unentudukanus / ayreHTU(UKALMS TMOJIb30BATENs, YIPABIEHUE JTOCTYIIOM,
IPUMEp pean3alliyd KOHTPOJISA JocTyna. MexaHU3MBbl LIETOCTHOCTH M KOHTPOJISI 3alIUILEHHOCTU
JAHHBIX U COOOIIEHUH, IPUMEP KOMILJIEKCHOTO MPOTPAMMHOI0 PELIEHUS, BKIIOYAIOIIET0 3alUTY
OT UHCAIAEPOB.

Tema 12. Kpunrorpaduuecknue MeTo bl 3a1IUThHI HH(OpMALIUN

Cxema npennpusaTus ¢ pacnpeneneHHoi nHpopmamoHHol nHppacTpykTypoid. basoBsie
MOMEHTbI ~ J1isi  opranuzanuu  ympasineHuss Wb pacnpenenenHoro  mpeamnpusTus.
Kpunrorpadpuueckue meronsl 3amuthl nHbopmanuu. ludpoBanue naHHBIX U HHOOpPMAIHH,
BUJbI MPAKTUYECKOro ImudpoBaHusi, npoueaypa mudpoanus uHbopmanuu. TpeboBaHus K
kpunrorpadpuueckum C3U. bazoBeie pazgensl kpunTorpaduu, CXeMmbl KPHUITOCHCTEMBI C
3aKPBITHIM U OTKPBITHIM KJIIOUaMu, mudpoBanue Ha 0aze xam-GyHkiui. [Ipumenenne 6;109HbBIX
QITOPUTMOB  IM(pPOBaHU. YHIpaBieHue Kpunrorpaguyeckumu kimodamu. CTaHIapTsl
mudpoBanus B Poccun. DnektponHas mudpoBas moanuck, cxema cuctembl OLII Ha Oasze
anroput™Ma mugppoBanus RSA.

Tewma 13. 3amura nHGOpMaTMOHHON HHPPACTPYKTYPHI OT aTak/ AHTHBUPYCHBIE CPECTBA



3aIUTBI

Copneprxanue noist ”HPOPMALMOHHOM 6€301aCHOCTH KOMITAaHUH, YTPO3bI TPOHUKHOBEHUS,
pawxupoBanue NUT-yrpo3. BznoMm 3amuThl MHPOPMALMOHHOW HMHPPACTPYKTYpbl M BHUpYCHas
OMacHOCTh. PyTKuTHI, OOTHETHI, BUJIBI aTaK C MCIIOJIB30BAaHHEM OOTHETa, MpuMep (UIINHT-aTaKH,
pacchlIKa criaMa, OacHOCTb OJIOT€PHBIX CTPAHMIL.

KommnbroTepHbie BUpYChI: KiaccUpHUKaIMs, (GOpMbl OpraHU3alui BUPYCHBIX aTakK, BHJIBI
BPEIOHOCHOT'O IIporpaMMHOro otecrneuenus. Kiaccuueckue KOMIbIOTEpHbIE BUPYChI, CETEBbIE
yepBu (Computer Worms), TpOSIHCKME ITPOIPaMMbl, XaKEpCKUE YTUIUTHI. DaKTOPhl YA3BUMOCTU
BBIUUCIUTENbHBIX U HH(MOPMALMOHHBIX CHCTEM Ul BHEIPEHHUS BPEJLOHOCHBIX IPOrPaMM.
[Ipr3Haku NosBICHUS BUpYCA.

IOpunnueckue cpenctBa OopbObl € 3aKiaikamMM, B3JIOMaMM U BHPYCaMH.
KoHuenryanbHble NOJIOKEHUS KOPIIOPATUBHOW OpraHU3allMM 3allUThl OT B3JIOMOB U BUPYCHOH
OMacHOCTH, oOmMe TpeOoBaHMs K AHTMBUPYCHOW 3aIllMTe M IpaBUiIa JJs I0JIb30BaTEleH.
Poccuiickue u 3apy0ekHble 0a30Bbl€ aHTUBUPYCHBIE NTAKETHI.

Tema 14. KommiekcHas 3a1muta HHGOpMaLMOHHOW HH(PACcTPyKTyphl U pecypcoB. OneHka
s dexruBaoctn C3U1U

Pacnpenenennas BC/MC, mnoctpoeHHas Ha HMHrepHer-TexHoJorusix. ba3oBas
OCOOEHHOCTh CETEBBIX PACIPEAEICHHBIX HH()OPMALMOHHBIX CTPYKTYp, OOIIME Yyrpo3bsl B
pacripenesnieHHON cpene. PekoMeHyemble cpelicTBa 3alluThl HH(GOpPMALMK B FOCY1apCTBEHHBIX
OpraHax, COCTaB CpPEACTB 3alUThl. YeThIpeXypOBHEBAas MOJEIb 3aLUTHI PaCIpPEACIICHHON
cucteMbl. Cxema QuubTpanuu Tpaduka MEXIYy 3alUIIEHHON KOPIOPaTUBHOM M OTKPBITOH
ceTsiMu. City>)kObl U IIPOTOKOJIBI CUCTEMBI O€30M1aCHOCTH, KOTOPbIE MOTYT UMETh YS3BUMOCTH.
TexHOJI0rMM MeKCEeTEBbIX 3KPAHOB: Ki1acCUpHUKaIMs U (PyHKIIMOHABHBIE BO3MOKHOCTH. [Tpumep
MOJIMTUKN 0€30IaCHOCTH IPU OOMEHE MEXKIY KOPIOPAaTUBHOM M OTKpHITOHN ceTsimu. Kommiieke
«MapupyTH3aTop-haiepBoi» MpH MOJKIOYEeHUH K Internet.

Opranuzanys 3aiuUThl ¢ MOMOILIBIO TEXHOJOTHH BUPTyalbHbIX 4acTHbIX ceteil (VPN),
crocoObl peanu3anuu  VPN-kaHanoB. TeXHONOTHS 3alIUThl C HUCMOJB30BAHUEM TOKEHOB,
POCCHUICKHE UHTEIUIEKTYaJIbHbIE KapThl. bBHOMeTpuYecKne cpeacTBa KOHTPOIIS JOCTYIIAa, METO/BI
pacrio3HaBaHMs 10 u300paxeHuto nuna. dopmupoBaHue MHTErpagbHoOM cuctembl Ub, cxema
OpraHM3ali MHTETPAbHOM 3alUThl HHPOPMAIMOHHON MH(GPACTPYKTYpPhl U PECYPCOB, COCTaB
CPeACTB HUHTErpajgbHOM 3amuThl. OIEHKa SKOHOMHYECKOW 3((EKTUBHOCTH HHTETrpabHOU
cuctemsl Mb. PazBuTre MeTO10B HHTErPAJIBHOM 3aIUTHI.

Tema 15. Unentudukaius noip3oBaTens B MH(GOPMaIMOHHO- BEIYHCIUTEIBHON CUCTEME

ba3oBeie MOMEHTHI M1 OpraHu3anuu ynpasieHus Wb pacrpeneneHHOro npeanpusTus.
Kpunrorpaguueckne meronasl 3ammrbl  uHGopManuu. [IpoBepka mapoist  MeToJIOM
OJIHOCTOPOHHEH (YHKIIMHM, BO3MOKHOCTb I€peXBaTa IapOJbHOTO KOHTPOJIS/pa3rpaHUUEHUs
JIOCTYTIA, MOJIHAS X3II-3aIIMUTa MapOJIbHOI0 KOHTPOJIsA/pasrpaHuyeHus octyna. Ciou 3aimThl OT
noabopa maposst. . Cxema nporeaypsl MAA meToiom oHOCTOpOHHEH TTpoBepku. Cxema moJTHas
X3II-3aIUTHI TAPOJIBHOTO KOHTPOJIS/pa3rpaHUueHUs JOCTyIa.

Tema 16. UnenTuduxaius moap30BaTes B CETH

Monenu ceccun paboThl Mob30BaTelis B ceTH. CeTeBble MPOTOKOJIbI,b 00ECTIEUNBAIOIIIE
COCIMHEHUS M B3auUMOJEHUCTBHE B ceTH. DHU3MYECKOE M BUPTYAJIbHOE COEAUHEHUE B CETH.
[Tpotokonbl pabotel ¢ aitnoBeiMu cepBepamu NFS u NCP.Mcnonb3oBanue mnpuHIHUNA
JIOBEPEHHBIX cUCTeM. AyTeHTU(UKAIMSI Ha OCHOBE TIOHATHUS «JIOMEHA.

Tema 17. [Iporpammuoe npuitoxxenue KeyLemon

@opMHUpPOBAaHKE JOMOJHUTEIBHOTO YPOBHS 3alIUThl C IOMOIIBK MPOTPAMMHOIO
npunoxenus KeyLemon. [IpuHuyn neicTBUs NPUIIOKEHNUS HA OCHOBE BU3YaJIbHOI'O KOHTPOJISA
JEUCTBUH MOJIL30BaTEIS.

Tema 18. Cucremsl mugppoBaHus TUCKOBBIX AaHHBIX. TexHnomorus BitLocker

[TpuHIMOBl ¥ MeToAbl MUGPOBAHUS >KECTKOTO JUCKA C MCHOJIb30BAaHMEM TEXHOJIOIMH
BitLocker. ITopsinok nefcTBHIA TP MPAKTUYECKOM MU(PPOBAHUH JHCKOB.

Tema 19. Cucremsl mudpoBanus 1uckoBbix HaHHBIX. TexHnonorus BitLocker To Go
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[TpuHIMnOBl ¥ MeToAbl MUGPOBAHUS JKECTKOTO JUCKA C MCHOJIb30BAaHMEM TEXHOJIOTMH
BitLocker To Go. Ilopsiok neicTBHii TpU MPAaKTUIECKOM IIH(PPOBAHUH.

Tewma 20. HIudpoBanue daitnons

[Topsiiok AeHCTBUI MpH MPAaKTUYECKOM MU POBaHUH (HAIIOB.

Tewma 21. lludpoBanne TUCKOBBIX JaHHBIX 101 Linux

[Tonnepxkka mmdpoBanHOW QaitioBoit cuctembl B Linux. Ob6mactu 3amuthl B Linux:
CHCTEMHasl, 3arpy304Hasi, I10Jb30BaTEIbCKUE JaHHbIE, BUPTyasbHas namsTh. [lopsanok neficreuit
[pY IPaKTUYECKOM MU(PPOBaHUHU (ailIOBON CHCTEMBI.

Tewma 22. ITaker McAfee Endpoint Encryption

Bosmosknoctu nakera. LlenTpanu3oBanHoe ynpasiaenue. HTerpanus u CHIKEHUE 00X
pacxonoB opranuzaiuu. McAfee Endpoint Encryption for Mac. McAfee Endpoint Encryption for
Files and Folders. McAfee Endpoint Encryption for Removable Media. 3ammra gaHHBIX
IIUPOKOI0 CHeKTpa ycTpoicTB. OOecredeHne BBICOKOM NPOU3BOAUTENBHOCTH IE€PCOHANIA.
VYnpoienue nporecca yrnpasieHus: 6e3omacHocThio. CokpalieHne o0mux 3aTpaT OpraHu3aIum.
OO0beanHeHNe ¢ CylIecTBYOMEH HHPPACTPYKTYPOH.

Tema 23. [Taker Symantec Drive Encryption

Bo3MokHOCTH mMakeTa M KJIIOYEBble NMPEUMYILECTBA: MOJHOPYHKLIHMOHAIBHOE pelleHUEe
Ut K (POBaHUs JTaHHBIX HAa PAa3HBIX IIATPOPMAxX; BOSMOKHOCTh Pa3BEePTHIBAHHS 0€3 y4acTHs
HOJb30BaTENsl;  MOAJIEPKKA  MOMYJSAPHBIX  ONEPALMOHHBIX  CHCTEM;  JABYX(aKTopHas
ayTeHTU(UKALKS C UCIIOJIb30BAaHUEM YCTPOMCTB UTEHUSI CMapT-KapT.

Tema 24. [Taker Jetico BestCrypt

Co3nanue u mojiepkKa 3amm(poBaHHBIX BUPTYAIbHBIX TUCKOB. [lIndpoBanne naHHbIX
HECKOJBLKUMU ajiroput™Mamu mudposanus, Bkiodas AES, Blowfish, Twofish, CAST. OcHoBHbIE
BO3MOKHOCTH TIaKeTa: XpaHEHHE 3amu(ppOBAaHHBIX JaHHBIX B KOHTEHHEpax; JOCTYI K JaHHBIM B
KOHTeHHepax yepe3 BUPTyaJabHbIE TUCKH;  LIU(poBaHHe Habopa (aiiiioB B 0AMH CxKAThIN (aiin
U CO3/IaHHE€ CaMOpacllaKOBBIBAIOIIETOCS apXuBa;  IU(pPOBaHME M JOCTYN K JAUCKaM 4epes
OOBIYHBIE pa3/IeNbl/TOMa; MIH(PPOBAHWE C MCIOIb30BAaHMEM pA3MUUHBIX anroputmoB (AES,
Blowfish, Twofish, CAST u npyrue); paciupernas GyHKIIHOHATbHOCTb CKPBITHSI KOHTCHHEPOB;
mudpoBaHue 3aroloBKOB (HailIoB KOHTEHHEPOB; BO3MOXKHOCTh HCIIOJNIB30BAaHUS TEXHOJIOTMU
Public Key Encryption mis moctyna k 3amn@poBaHHBIM JAHHBIM; BO3MOKHOCTb YJAJICHUS
3aroJIOBKOB 3alIM(PPOBAHHBIX KOHTEHHEPOB.

Tema 25. TTaket TrueCrypt

[TpuHIMOBl U MeTo/Abl MHUGPOBAHUS JKECTKOTO JUCKA C UCIOJIb30BAaHMEM TEXHOJOTHH
TrueCrypt. [lopsiok neicTBHil Py MPAKTUYECKOM HCIIOIH30BaHNUHN TTaKeTa.

Tema 26. Cucrema Symantec Desktop Email Encryption

CkBO3HOE aBTOMaTHuUecKoe MK(poBaHHE 3JIEKTPOHHOM MOYTHI MPH MepeAade MExIy
KJIMEeHTaMH 0e3 BXOJa Ha CTOPOHHUH BeO-callT. OCHOBHBIE BO3MOXHOCTH IAKeTa: XpaHEHHUe
KIIIOYEil; TpyIIoBOe yrpaBieHue; upoBaHUEe JaHHbIX.

Tema 27. Cucrema PGP NetShare

[TpunHIMIIBI 6€30MacHOrO I0CTyNa K JOKYMEHTaM, XpaHAIuMcs Ha ¢GallIoBbIX cepBepax,
OyTeM aBTOMAaTUYECKOIO M Ipo3padyHoro mu@poBanus ¢ailyioB 1 TpyNIoBOro JOCTyHA.
VYmpasieHue J0CTYIIOM K CEpBEPY CpeCTBaMU MIM(PPOBAaHUS TOJHOTO LIUKJIA, C YKa3aHUEM MpaB
JIOCTYTIA JUTS 33JJaHHBIX TPYII WIK OTAEIBHBIX MoIb30BaTeneid. OCHOBHbIE BO3SMOXXHOCTH MaKeTa:
nepMaHeHTHoe InudpoBaHue ¢ailioB Ha ceTeBbIX cepBepax; noaaepxkka PGP Encryption
Platform; yno6cTBO B a AMUHUCTPUPOBAHUH, YHUDHUIIMPOBAHHAS HHPPACTPYKTYpa; HHTETpaLHs B
KOPIIOPaTUBHOM CpeJie; pa3/ielIeHue poJieil; moaepKKa BCeX OCHOBHBIX TUIIOB IOKYMEHTOB.

6. 3AHATHUS CEMUHAPCKOI'O TUIIA

Tabmuna 6.1 — [Ipaktnueckue 3anatus/ Cemunapckue 3ansatus / JlabopaTopHbie paboThI

Bun 3aasatusa/HanmeHoBaHue
Ne TeMBI Tema 3angaTus
OIICHOYHOT'O CPEJICTBA
1 2 3
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6-1 cemecTp

Tema 1. IIpennmochkuik  cTaHOBICHHMS TpenMeTHON oOmactu|I13: Pemenme mpakTHYeCKHX
nHQOpMaMoHHON Oe3omacHocTh. KitoyeBble BOmpockl|3agad MO WACHTHU(QHUKALUU
MHQOPMAIIMOHHOHN 0€30MaCHOCTH KJIFOUEBbIX Bopocos Mb.

Tema 2 Konnenmms nH(pOpMAITMOHHOH oeszonmacHoctr |I13:  PemreHne  mpakTHIECKHUX
Poccuiickoii demeparmu. Pa3paboTka KOpHOpaTHUBHOM [3a7a4  pa3paboTKe  Kopropa-
KOHIEMIMH HHPOPMAIIMOHHOM 0€30MacHOCTH TuBHOU KoHUenuuu Ub.

Tema 3 [IpaBoBble acmekTsl WHPOpPMaUUMOHHOM Oe3omacHocTH.|[13: Pemenwe mnpaxTHYecKHX
MexayHaponHoe M POCCHHCKOE 3aKOHOAATENBCTBO B|(3aJad IO IPAaBOBBIM aCIEKTaM
cthepe nHbOPMATMOHHOI 06€30ITaCHOCTH UBb.

Tema 4 bazoBbie 3JIEMEHTBI nHpopmanuonHoro |I13:  Pemenne mnpakTH4eckux
MIPaBOOTHOIIECHUS 3aJady = 10  (OPMHPOBAHHIO

0a30BBIX 2JIEMEHTOB nuHp.
MIPaBOOTHOILCHUS B
OpraHu3aIyH.

Tema 5 Buner 3amunriaemoit uHpopmanuu, Mogens yrpo3 u|[13: Pemmenue mnpakTHUECKUX

MOJIeTh HH()OPMAIIMOHHON 0€30T1aCHOCTH 3aJa4  TOCTPOSHHIO  MOJIEIH
YIPO3.

Tema 6 [Nonstue 3amuieHHONW WHPOpMaMOHHONW cucTeMsl. |[13: Pemmenune mnpakTHUeCKUX

[MporpamMma uHpOPMAIMOHHON 0E30ITACHOCTH 3aja4y o paspaboTke
KOPIIOPaTUBHON POrpaMMBbl
coznanus Ub.

Tema 7 Opranu3anuoHHO-PACTIOPSAUTEIILHBIC nokymeHTsl|[13:  Pemenne  mpakTHYECKUX
(OPI) B cdepe wunpopmarmoHHONW O€30MACHOCTH.|3amad 1O  (OPMHUPOBAHHIO
O0mass W 4YacTHBIE TMONUTHKKA WH(pOpMaoHHOU |monmTuk Ub.
6e3onacHoctu. Kopnopatususle cranaaptsl b

Tema 8 Ypasiienue HHOOPMAIIMOHHBIMH PUCKAMHU [13: Pemenune mPaKTHIECKUX

3aga4 o YIPaBJICHHUIO
MH(POPMALMOHHBIMH PUCKAMH
KT Ne 1: Ilpe3enTanus

Tema 9 CrangapTuzanus B chepe nHpopmarmonHo#i [[13:  Pemmenne mpakTHUECKUX

0e3omacHOCTH 3aJjady = 10  HCIHOJIb30BAHHIO
crangaproB b B nedrensHOCTH
OpraHu3aIyH.

Tema 10 Matemartrdeckie MOJeNIM CUCTEM U TporieccoB 3amuThl |[13:  Pemenune mnpaxTHueckux
MHQOpPMALIUH. 3aJjay [0 IOCTPOEHHE MarT.

Tema 11 Cepsucsol Wb 1 3amura oT nHCAal1epoB moxenen Ub.

Tema 12 Kpunrorpadudecknue MeTo bl 3aIIUTH HHGOpMAIIUU

> [13: Pemenne mNpakTHUECKUX

Tema 13 3amuTa HHGOPMAIMOHHON HHGPACTPYKTYPHI OT aTak.

AHTHUBUPYCHBIE CPEACTBA 3aLIUTHI Janat o pzi3pa60TKe CHCTEMbI
— kommiekcHoir MB. KT Ne 2:

Tema 14 KommnekcHast 3aIUTa MHPOPMATUOHHON TpesenTamas
MHPpacTpyKTypsl U pecypcoB. Ouenka 3¢ dexkTuBHOCTH JIP-Oruer
C31

7-11 cemecTp

Tembr 15 —|Upentuduxauus mnons3oBarens B uHpopmauuoHHo-|I13: Pemenue mnpakTHueckux

17 BBIYHCIUTEIBHON CUCTEME. Wnentudukanus [3a1a4 1mo oTpabOTKE HABBIKOB
MOJIB30BATENIS B CETH. WCTIOJTb30BaHMUS Pa3IMIHBIX

CHCTEM JIOCTyNa B CHUCTEMY H B
CETh.

KT Ne 3: IToka3 pe3yibpTaToB Ha
KOMIIBIOTEPE

Temsr 18,19 (IIporpammuoe mpunoxenue KeyLemon. [13: PemieHue mpaKkTUYECKUX
IMaker TrueCrypt. Cucrema Symantec Desktop Email(3amau mo oTpaboTke HaBBIKOB
Encryption. Cucrema PGP NetShare HICITOJTH30BAHUS Pa3ITUIHBIX

IPOrPaMMHBIX [TAKETOB.
Tewmpi 20, 21 |Cucremsl mudpoBanusi TMCKOBbIX AaHHBIX. Texnomorus|I13:  Pemenue mpakTHUECKHX
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BitLocker. Cucrembl mmdpoBaHusS AUCKOBBIX JAHHBIX.|337a4 TI0 OTPabOTKE HABBIKOB
Texuomorus BitLocker To Go. |ucmonp30BaHus CHCTEM
udposanue daitnos. lndpoBanue AUCKOBBIX AaHHBIX |IIH(PPOBaHUSL.
nox Linux. KT Ne 4: Tloka3 pe3ynbTaToB Ha
KOMIIBIOTEPE
Tembr 22 -|ITaker McAfee Endpoint Encryption. TTaker Symantec|II3: Pelnenne mpaKTHUECKHX
27 Drive Encryption. ITaker Jetico BestCrypt. 3aJjad MO OTPabOTKE HAaBHIKOB
UCTIOJTb30BaHHS Pa3ITUIHBIX
MPOTPaMMHBIX TTAKETOB.

*[13 — mpaxTrueckue 3ausaTus, C3 — cemuHapckue 3ausatus, JIP — mabopaTopabie paboThI
7. METOAUYECKHUE YKA3AHUA JJISA OBYYAIOUINUXCA

7.1 MeTonnyeckue yKazanus 1Jisi 00y4aiomerocs o 0CBOEHUIO JTUCIUIIHHbI

st popMupoBaHus YETKOTO MPEACTaBICHUS 00 00beMe U XapakTepe 3HAaHUN U YMEHUI,
KOTOPBIMU HaJ0 OyAeT OBIaAeTh MO AUCHUIUIMHE «MHpopmaimonHas 0e30MacHOCTE) B CaAMOM
Hayaje ydeOHOro Kypca OOYYalOIIMKCA [OMKEH O3HAKOMHUTHCS C Yy4eOHO-METOIUYECKOU
JIOKYMEHTALUEH:

— paboueil mporpaMMoil AUCHUILUIMHBI «MHpopMaimoHHas 6e30macHOCThY. C MEISIMU U
3aJa4aMy JUCHMILTUHBL, €€ CBA3SIMHU C APYTMMHU AUCHHUILTHHAME 00pa30BaTeIbHON MPOTPaMMBbL,
MIEpEYHEM 3HAHUW M YMEHHI, KOTOPBIMU B MPOLECCE OCBOCHUS NUCLMIUIMHBI JOJKEH BIIAJIETh
oOyuJaromuiics,

— TOpPAIKOM IMpPOBEIAEHUS TEKYLIEr0 KOHTPOJS YCIEBAEMOCTH M IMPOMEXYTOYHOU
aTTecTalllu;

— rpaduxom KOHCyNIbTallMi MpemnoaaBareneit kabeapsl uHGpopmatuku aya. 2038.

CuctemMaTH4ecKkoe BBIMIOJIHEHHE Y4YeOHOM paldoThl Ha 3aHATHSAX JIGKIMOHHBIX U
MPAKTUYECKUX THUIIOB, a TaK)Ke BBIMIOJHEHHE CAMOCTOSTENIHHOM pPabOTHI MO3BOJIUT YCIEITHO
OCBOUTH TUCIUILIINHY.

B mpouecce ocBoeHus AucuMIIUHbBL «MH(pOpManmoHHas 0e30mMacHOCTB) O0YUYaAIOITUMCS
CIEqyeT:

—  CcayliaTh, KOHCHEKTHUPOBATh U3JIAraeMblil MPENoAaBaTeIeM MaTepHa;

—  CTaBUTh, 00CYXJaTh aKTyaJIbHbIE TTPOOJIEMBI Kypca, ObITh aKTUBHBIM Ha 3aHATHSIX;

—  3aJaBaTh NPENOAABaTEII0 YTOUHSIOIINE BOMPOCHI C IENBIO YSICHEHHS TEOPETUYECKHUX
MOJIOKEHMH;

—  BBINOJHATH 3aJaHUS IPAKTUYECKUX 3aHATUI B KOMIIBIOTEPHBIX KJIACCAX MOJIHOCTBIO U
YCTaHOBJICHHBIE CPOKH.

[Ipu 3aTpyAHEHHSX B BOCHPHATHH MaTepHalia CIeAyeT OOpaTUThCI K OCHOBHBIM
JTUTEPATYpHBIM HCTOYHHMKaM. Eciu pazoOparbcsi B Marepuane HE yIaioch, TO OOpaTUTCA K
nexTopy (mo rpaduKy ero KOHCYIbTAIlMil) UM K MPErnoaBaTeNio Ha 3aHITHIX MPAKTUYECKOTO
THIIA.

OOyyarommmcsi, TPOMYCTUBIIUM 3aHATHUS (HE3aBUCHUMO OT MPHUYHUH), HE HMEIOIUM
MUCHbMEHHOTO PEIICHUS 33/1a4 WM HE MOArOTOBUBIIMMCS K JAHHOMY 3aHSITHUIO, PEKOMEHIYETCS
HE M03KE YeM B 2 - HE/ICNIbHBIN CPOK SIBUTHCS HAa KOHCYJIBTAIUIO K MPEMOAABATENI0 U OTYUTATHCSA
10 TeEME.

7.2 OpraHu3anusi cCaMoOCTOSITe/IbHOI PadoThI

[Tox camoctosaTenbHONH paboOTON O0O0yYarOmUXCsl TMOHUMAETCsA IUIaHHpyemas pabora
oOyuJaromuxcs, HanpaBjieHHas Ha (OpMUpOBaHHE YKAa3aHHBIX KOMIICTECHIMH, BBIIOJHIEMasl BO
BHEAYIUTOPHOE BPEeMsI TI0 3a/IaHHUIO0 M TIPH METOAMYECKOM PYKOBOCTBE MpeIoaaBares, 0e3 ero
HEMOCPEJICTBEHHOTO YUaCTHSI.

Bupl camocTosaTensHON pabOThI 10 AUCITUIUIMHE MPEACTaBICHBI B Ta0auIe 7.2.1.
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Tabmmma 7.2.1 — Opranuzanmsi CaMmoCTOSTEILHON paboThl 00yUaIOIErocs

No Tembl Bux camocTosTenbHON padoThI
1 2
6-ii cemecTp
1-14 IToaroToBKa K MPaKTHYECKUM 3AHATHAM TI0 TUCITUTIIHHE
1-14 BrimonHeHwe 3aqaHuii 1o TeMaM AUCIUTUIAHEL (paboTa Mo IPOeKTy)
1-8 [ToaroroBka k kKoHTpOJEHOM ToUKe Ne 1 (IIpe3enTarts)
9-14 [Toaroroska k KoHTpoJbHOM Touke Ne 2 (IIpesenTanms)
14 CocTaBiieHue oT4eTa 110 JIA0opaTopHoil padboTe
7-i1 cemecTp
15-27 IToaroroBka K MPaKTUYECKUM 3aHITHUSIM MO JUCIUTUIMHE
15 _ 27 Brimonnenue 3aganuii mo TeMaM AUCUUILIHHBL (paboTa 0 OCBOCHHUIO MPOTPaMMHBIX
aKeTOB)
15 [ToaroToBka K KOHTPOJIbHOM Touke Ne 3 (Pe3ysbTarhl pabOThI ¢ MPOrPaMMHBIMHE ITAKETAMH)
16-20 [ToaroToBka K KOHTPOJIbHOM Touke Ne 4 (Pe3ysbTaThl pabOThI C IPOrPAMMHBIMHU ITAKETAMH)
1-27 IToaroroBka k sK3aMeHy

Kaxnaeiii Bun CPO, ykazanublii B Tabmune 7.2.1 obecrneyeH METOIUYECKUMU
MaTepHualaMH.

8. OBPA3OBATEJIBHBIE TEXHOJIOI'MA

B mnpenonaBanum muctmiimabl  «MHQOpManmonHas 0e30MacHOCTBY HCIOIB3YHOTCS
pazHooOpa3Hbie 00pa30BaTEIbHBIC TEXHOJIOTHMH KaK TPATUIIMOHHBIC, TaK U C MPUMEHECHUEM
AKTUBHBIX U UHTEPAKTHBHBIX METOIOB O0YUYCHHUSI.

AKTHBHBIC U HHTEPAKTHBHBIE METO/IbI OOyUCHUS:

- npobaemuas jeknus (tema Ne 1 - 3);

— Jeknusa-auckyccus (tema Ne 6, 7).

IIpoGaemuas Jjexkumusi. XapakTepuzyeTcs MMOCTAHOBKOM Tepell CTyACHTaMH Yy4eOHBIX
npo0iieM-3ajaHuil, KOTOPhIE OHH JIOJKHBI CAMOCTOSITENILHO PEIIUTh, TOMYYUB, TAKUM 00Pa3oM,
HOBBIC 3HAHMS. B JIeKIuu coderaroTcs mpobdieMHble U HHPOpMaIMOHHBIC Havasia. YacTh 3HAHUN
CTYJIEHT TMOJy4aeT B BHJAE TOTOBBIX 3HAHHUW, a YacTh JJA0OBIBAET CAMOCTOATEIBHO TOJ
PYKOBOJICTBOM TIperioaBareiisi. Ha 3TUX JIGKIHSAX MPOIeCcC MO3HAHUS CTYICHTOB IMPUOJINKACTCS
K ITOMCKOBOM, UCCIIE0BATEIHCKON IEATEIBHOCTH.

Jlekuusi-quckyccusi.  XapakTepusyeTcss TeM, 4YTO IMperojaBaTellb MPU  H3JI0KESHUH
JIEKIIMOHHOTO MaTepuana He TOJbKO HCIOJB3YEeT OTBETHI CIyIIATeNell Ha ero BONPOCHL, HO U
OpraHu3yeT CBOOOIHBI OOMEH MHCHHSIMH B HHTEPBAJIaX MEXKIY JIOTHUYSCKHMH pa3JieiIaMHu.

9. PECYPCHOE OBECIHEYEHHME JUCIUIIJIMHBbI

9.1. YueOHO-MeTOAUYECKOE U HH(POPMAIIHOHHOE 00ecTieYeHre TN CIHIIHHbI

Tabnuna 9.1.1 — YueOHO-MeTOAUUECKOE 00eCIIeUeHNE TUCIUITIINHEI

bubmuorpaduueckoe onrcanue u3nanus (aBTop, OCHOBHAs1/ KuauroobecrieyeHHOCTE
3arjiaBuc, B, MECTO U IoJ] U3JJaHUs1, KOJI. CTp.) JOIOJHUTE Kou-Bo SHCKTPOHHBIG
bHad 9K3. B OHOII. pecypchl

Jmreparypa CIiorny

3.KusieB B.11. Kommiekcnas nndopmanmonHas 6e3onacHoct, | 0CHOBHas
B yIIPABJIECHUH COBPEMEHHBIM MPEINPUITHEM : yIeOHOE 35 9b
nocobue / B.J. Kusies, A.B. Cautos. — Cankr-IletepOypr : OPAC.UNECON.RU

M3a-Bo CIIOI'DY, 2016 . — 222 c. — CBeieHHsI TOCTYITHEI
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http://opac.unecon.ru/elibrary/2015/ucheb/%D0%9A%D0%BE%D0%BC%D0%BF%D0%BB%D0%B5%D0%BA%D1%81%D0%BD%D0%B0%D1%8F%20%D0%B8%D0%BD%D1%84%D0%BE%D1%80%D0%BC%D0%B0%D1%86%D0%B8%D0%BE%D0%BD%D0%BD%D0%B0%D1%8F.pdf
http://opac.unecon.ru/elibrary/2015/ucheb/%D0%9A%D0%BE%D0%BC%D0%BF%D0%BB%D0%B5%D0%BA%D1%81%D0%BD%D0%B0%D1%8F%20%D0%B8%D0%BD%D1%84%D0%BE%D1%80%D0%BC%D0%B0%D1%86%D0%B8%D0%BE%D0%BD%D0%BD%D0%B0%D1%8F.pdf

rakxe o MaTepHeTy: opac.unecon.ru.

2.bapabanosa M. . MubopMaIlioHHEIE TEXHOIOTHH: AOMOTHUTE/Th

OTKPBITBIC CUCTEMBI, CETH, O€30IIaCHOCTh B CHCTEMaXx U ceTsix :[Haf

yueoHOe mocodue / M.U.bapabanosa, B..KusieB .— 2-¢ us., 13 9b

vcnp. u gon. — Cankt-IlerepOypr : U3a-o CII6IDY, 2013 OPAC.UNECON.RU

.— 262 c.— CBeneHus JOCTYIHEI Takke 1o HTepHeTY:
opac.unecon.ru

5. 1lansrun B.®. KoMiuiekcHas 3amura na(GopMaLuy B AOIIOJIHHATENh
KOPITOPATUBHBIX CUCTeMax : YdebHoe mocooue .— MocCKBa ; Hast —
Mocksa : M3parensckuii JJom "@OPYM" : OO0 "Hayuno-
u3narensckuii nentp MHOPA-M", 2019 — 592 c.

9BbC ZNANIUM

Tabnuua 9.1.2 — IlepeueHb coBpeMeHHbIX IpodeccnoHanbHbiX 0a3 naHHbx (CIIB/)

No HaumenoBanne CI1B]]

DnexktponHas 6ubarorexa Grebennikon.ru — www.grebennikon.ru

Hayunas snextponHas 6ubanoreka eLIBRARRY — www.elibrary.ru

Hayunast asiektponHas 6nbnuoreka KubepJlennka — www.cyberleninka.ru

basza nannbix [TOJITTPEJ] CripaBounuku — WWW.polpred.com

baza nanusix OECD Books, Papers &
Statistics na maardopme OECD iLibrary — www.oecd-ilibrary.org

Ol W|IN|F-

Tabmuua 9.1.3 — Ilepeuenb uHpopMmaloHHbIX cpaBouHbix cucteM (VMICC)

Ne Haumenosanune NCC

1 |CopaBounas IIpaBoOBas cucreMa KoncynsrantlIntoc (MHCTaNIMPOBAHHBII
ecypc CIIOI'DY mm www.consultant.ru)

2 (CripaBoyvHas IIpaBoOBas cucreMa «"APAHT» (MHCTaJUIMPOBAHHBIN
ecypc CIIOI'DY mim www.garant.ru)

3 [MudopmannoHHO-CITpaBOYHAS cucrema «Koneke» (MHCTaNIMPOBAHHBIN

ecypc CITOI' DY mnm www.kodeks.ru)

DiektporHas 6ubaroreunas cucrema BOOK.ru - www.book.ru

DnexrponHas 6ubnoreunas cucrema D5C FOPAMT — www.urait.ru
DnekTporHO-0MOMMoTeuHas cucrema SHAHUYM (ZNANIUM) — www.znanium.com

~N| oo~

DnextponHas 6udnnoreka CII6I'DY— opac.unecon.ru

9.2. MaTepuajbHO-TEXHUYECKOE 0O0ecredeHue Y4eOHOro nmpouecca

21.]'[51 pcairsanuunu )IaHHOﬁ JUCHOUIINIMHBI HUMCIOTCA CIICIIHMAJIBHBIC IIOMCIICHUSA JJIsA
IMPOBCACHU A 3aHATHHI JICKIIMOHHOI'O0 THIIA, 3aHATHI CCMUHApPCKOI'0 TUIIA, TPYHNIIOBBIX U
HHIWBHUIYaJIbHBIX KOHCYHBTaHHI)’I, TEKYIIECTO KOHTPOJIA 1 HpOMG)KyTO‘—IHOﬁ aTTeCTalu, a TakKKe
MNOMCIICHUA OJIA CaMOCTOSTEIbHOM paGOTBI.

Tabmuua 9.2.1 — Ilepeuens nporpammuoro odecneuenus (I10)

Ne i/t Haumenosanue 10
1 Microsoft Windows Professional (KOHTPAKT Ne 244/20 «26» utons 2020 t
2 Microsoft Office Professional (KOHTPAKT Ne 244/20 «26» utonst 2020 1)
3 7-Zip (freeware)
4 VirtualBox (freeware)
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http://opac.unecon.ru/
http://opac.unecon.ru/elibrary/elib/445022488.pdf
http://opac.unecon.ru/elibrary/elib/445022488.pdf
http://znanium.com/go.php?id=996789

JlabopatopHble pabOTHI 10 TUCIUILIMHE TPOBOAATCS B TabopaTopuu «J1abopaTopHbIi KOMILICKCY.

Tabnuua 9.2.2 — JlabopaTtopus «JlabopaTopHbIii KOMILIEKC)
Bun yueonsbix

SAHSI T Anpec, Ne aynuropumu JlabopaTtopHoe o0opyaoBanue
1 2 3
JlabopaTopHbie 191023, r. CaHKT- JlaGopatopus ~ "JlaGopaTopHBIi  KOMIUIEKC".
paboThI [eTepOypr, yn. Kanan Crenuanu3upoBaHHas MeOesb U 000pyA0BaHuUE:
I'puboenosa, 30/32, VYyebnasg meOenp Ha 64 mocagoO4yHBIX MECTa,
utep «A», «by», «P», pabodee MecTo mpemnofaBarens, JOCKa MEIoBas
aya. 2021 3-x cekiuoHHas - 1 mT., JOCKAa MapKepHas Ha

KoJIecHKax - 1 mr., yackl - 1 mr., kadenpa - 1 mr.,
crox - 1 mrT., TymM604Ka - 1 mrT., cTynm u3o - 4 mr.,
BelllaJIKa CTOHMKa - 2 INT., XKalto3d - 3 IIT.,
Kommerorep i5-
8400/8GB/500GB_SSD/Viewsonic VA2410-mh
- 23 mwt., Hoytoyk HP 250 G6 IWYS8EA- 2 mir.,
YcTaHOBKa ~ JEMOHCTPAIlMOHHBIX  Y4EOHBIX
¢unpMoB - 1 mT., KoMnbioTep B KOMILIEKTAITUN
cucteMblii  Onok Intel pentium x2 g3250
KJIaBUaTypa+Mblllb L (>xecTkuit
muck500gb,monutop philips 21.5") - 1 mr.
HaGopsl neMOHCTpalimoHHOTO 00OpYIOBaHHS
y4eOHO-HATJISAHBIX TOCOOUI: MYJIbTUMEIUHHBIC
MPWIOKEHUS K  JICKIMOHHBIM  KypcaM |
MPAaKTHYECKAM  3aHATHAM,  HHTEPAKTHBHBIC
y4eOHO-HaTJIS,AHbBIE TIOCOOMSL.

10. OCOBEHHOCTH OCBOEHUA JUCIHUMIIJIMHBI 1JIs1 UHBAJIM10OB U
JIML C OTPAHUYEHHBIMH BO3MOXHOCTSAMMU 310POBbS

OOyuenne oOyyarOUMXCd C OrPaHUYEHHBIMH BO3MOXKHOCTSIMH  3JI0pPOBbS  IIPU
HEOOXOMMOCTH OCYUIECTBIISIETCSI HAa OCHOBE aJaNnTUPOBAaHHOM pabodell mporpammsbl IO
JTUCIUTUTMHE C UCTOJNB30BAHUEM CIIEHUAIBHBIX METOJO0B OOyYeHUS U IHIAKTHYECKUX
MaTepHajoB, COCTABJIEHHBIX C Y4Y€TOM OCOOEHHOCTeH NCHXO(U3UYECKOrO pa3BUTHIL,
WHIUBUTyTbHBIX BO3MOXKHOCTEH M COCTOSTHUS 3/TOPOBbSI TAKMX 00yJaronuxcs (00yJaronierocs).

B mensx ocBoeHuss yueOHOM mnporpaMMbl AWCLHUILUIMHBI WHBAIWIAAMHU M JIMIAMH C
OTPaHUYCHHBIMH BO3MOKHOCTSIMHU 37I0POBbsI Y HUBEPCHUTET 00ECIICUNBAET:

— 78 WHBAIMJOB W JIMIl C OTPAaHUYEHHBIMH BO3MOXKHOCTSIMH 37I0POBbSl 110 3PEHUIO:
pa3MeleHne B JIOCTYIHBIX ISl 00YYalONIMXCs, SBISIFOIIAXCS CIENBIMU MM CITa0OBHISIINMH,
MecTax U B aalTHPOBAHHOH (popme cripaBOYHOI HH(OPMAIIK O PACTUCAHUN YUEOHBIX 3aHATHIA;
NPUCYTCTBUE ACCHUCTEHTA, OKA3bIBAIOIIETO OOYYaroIIeMycsi HEOOXOAMMYIO IMOMOIIb; BBIMYCK
QIbTEPHATUBHBIX (HOPMATOB METOAMYECKUX MaTEpPHAIOB (KpymHBIN mIpUdT min ayauodaiinsl);

— NS WHBAIAJOB M JIMIl C OTPAaHWYEHHBIMH BO3MOXHOCTSIMH 370POBBSI IO CIYXY:
Ha/IJIeKAIMMU 3BYKOBBIMH CPEJCTBAMU BOCIIPOM3BEICHUE HH(POPMALINY;

— IS WHBAIKAIOB W JIMI] C OTPAHWYCHHBIMHA BO3MOKHOCTSIMH 3IIOPOBBS, MMEIOIIHX
HapyLIEHUs] ONOPHO-JBUTATEIBHOTO armapara: BO3MOXXKHOCTb O€CHpensTCTBEHHOTO JIOCTYIa
o0yJaromuxcst B y4eOHbIE TTOMEIICHHS, TyaJeTHbIE KOMHATBI U IPYTHe TIOMeIeH s Kadeapsl, a
TaKXe MpeObIBaHUE B YKA3aHHBIX TOMEIICHHUSX.

O06pa3oBanne 00ydJaIOMIMXCS C OTPAaHUYECHHBIMU BO3MOXXHOCTSIMH 3I0POBBSI MOYKET OBITH
OpPraHU30BaHO KaK COBMECTHO C APYTUMH OOYYaIOUIMMHUCS, TaK U B OTACIBHBIX TPYIIaX WK B
OTIENbHBIX OpPTraHU3aIHsIX.
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11.  ®OHJ OLEHOYHBIX CPEJICTB ]ISl IPOBEJEHUS TEKYIIEWR U
MMPOMEKYTOYHOM ATTECTAIIMY OBYYAOILINXCS MO JACIHUATLIAHE

@OoH/ OLEHOYHBIX CPEACTB JUI MPOBENEHUsS aTTECTAllMd YPOBHS C(HOPMUPOBAHHOCTH
KOMIIETEHIIMH 00y4aromuxcs 1o JUCUUIUIMHE 0GOPMIIAETCS OTAEIbHBIM JOKYMEHTOM U SBIISETCS
NPUIIOKEHNEM K pabodeill mporpaMMe TUCIUILTHHBI (MOJTYJIs).
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