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1. HEJIb Y 3AJJAYY JUCHHUILINHBI

Lesas (meau) 0CBOCHUS JUCHUIUIMHBL: (OPMUPOBAHUE Y CTYACHTOB 3HAHUI M YMEHUHN IO
3allUTe€ KOMIIBIOTEPHBIX CETel ¢ NPUMEHEHHEM COBPEMEHHBIX IPOrpaMMHO-AIapaTHBIX
CPEICTB.

3agaun:

- mpuoOpeTeHHe yriyOJIeHHBIX TEOPETHUECKUX 3HAaHUH B 007aCTH BBIYMCIUTEIBHBIX CETEH;

- (QopmupoBaHue NpeAcTaBICHUH 00 OCHOBHBIX YIpo3ax M Ipodiemax Oe30IacHOCTH B
BBIUHCIUTEIBHBIX CETSX;

~  BBIPa0OTKa MPAKTUYECKHX HABBIKOB BBIABICHMS M aHAIU3a yrpo3, a Takxke 3((eKTuBHON
3alUThl OT HUX;

- TOJly4€HHE TEOPeTHMUYECKUX 3HAHUU MO 3alMTe MHPOPMALUU B BBIYUCIUTEIBHBIX CETSIX
MCIIOJIb30BaHUEM I1aKETOB CHEIMAJIbHOIO HA3HAYEHUS B PA3IMUHBIX ONEPAlMOHHBIX Cpeax.

2. MECTO JUCHUILIMHBI B CTPYKTYPE OBPA30OBATEJIBHOM ITPOI'PAMMBI

Hucuunnuna b1.B. «Beruncnurensubie cetu. KoHTpoib 6€30MaCHOCTH B KOMIIBIOTEPHBIX
CeTAX» OTHOCUTCS K BapHMATUBHOW YacTH JUCUMIUIMH bioka 1 u sBisercs o0s3aTenbHON JUIs
OCBOCHHS OOyYalIIUMCs Tocje BbIOOpa OOydJaromMMCS HAMpaBICHHOCTH  (TPOduiIs)
IIPOrPaMMBI.

3. INTAHUPYEMBIE PE3YJIbTATBI OBYYEHMUS 11O JUCIUIIJINHE

[Tnanupyemsble pe3ynbTaThl 00y4eHUs O IUCLUIIMHE, COOTHECEHHBIE C ITAHUPYEMbIMU
pe3ysbTaTaMu OCBOEHUS! 00pa30BaTeIbHOM MPOrpaMMBbl NpeACTaBIeHbl B Tabnuie 3.1.

Tabmuma 3.1 — Ilnanupyembie pe3yiabTaThl OOyUEHHsI MO JUCIUIUIMHE, COOTHECEHHBIE C
TUTAHUPYEMBIMH pe3yJbTaTaMy OCBOEHHUSI 00pa30oBaTeNbHOM MPOrpaMMbl

Kon n HanmeHoBaHue Orarnsl [Tnanupyemsie PE3yIbTATEI
KOMIIETCHIMH (dopmHpoBaHus | 00Y4EHUs/UHANKATOPBI JOCTHKECHUS
BBIITYCKHUKA KOMIIETEHIIUH KOMIIETEHIIMH

(mokaszaTenu OCBOEHUS! KOMIIETEHLINN )

ITK-3. ciocobHocThIO | BTOpOIt ypoBeHb Hexomnozunus |1

aJIMUHHCTPUPOBAThH (yrmyOneHHBbII) 3HaTh 3a/1a41 aIMUHACTPUPOBAHUS ITOICUCTEM
MOJICUCTEMBI (TIK-3) -2 nHpopmanuonHoi 6ezonacHoctu (Mb) oobekta
UHPOPMAITMOHHOH 3amuThl B ceteBoit cpene 32 (11)(T1K-3)
Oe3omacHoCTH YMeTs: anMUHUCTpUpOBaTh noacucteMsl b o0bekTa
00BEKTa 3aIIHUTHI 3anuThl B ceteBoit cpene Y2(11) (TIK-3)

Bragets: ciocoOHOCTHIO MITAHUPOBATH U TIPOBOJUTH
BHyTpeHHU ayuT b o0bexTa u paboTsl o
COBEPUIEHCTBOBAHUIO 3aIUTHI HA OCHOBE pe3yJIbTaTa
ayauta. B2 (I1)(I1K-3)

IIK-4 cioco6HocThiO | [lepBolit ypoBeHB Hexommnosumnus |

y4acTBOBaTh B (TIOporoBBIiT) 3HaTh: 00IIHe MPUHIUIBI (HOPMUPOBAHNUS MOJTUTHKH
paborax 1o (TIK-4) -1 MH(POPMALMOHHON 0€30MaCHOCTH Ha 00BEKTax
peanu3anun sammtel 31 (1)(TTK-4)

HOJIUTUKU YMeTh: IPUMEHATh KOMIUIEKCHBIH IOIX0A K
MHPOPMAITIOHHOH o0ecrieyeHnI0 NHHOPMAIIMOHHOM OE30MaCHOCTH
Oe3omacHOCTH, obnbekTta 3amutsl Y 1(1) (TIK-4)

IPUMEHATh BrnaneTs: cioCOOGHOCTBIO Peann30BaTh NOIUTUKU
KOMITJIEKCHBIM MOJX0. WHPOPMALTMOHHON 0€30MaCHOCTH 00BEKTA 3aIUTHI

K 00€CIICUCHUIO B1 (I)(ITK-4)
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Kon n HaumeHoBaHue Oransl [Inanupyemblie pe3yiabTaThl
KOMIIETCHIIHH dopMupoBaHus | 00y4EHUS/MHIUKATOPBI JOCTH>KEHUS
BBIITYCKHHKA KOMIIETEHIINH KOMIIETEHITUI

(mokasaTenu 0CBOEHUS! KOMIIETEHLIUN )

HH()OPMAITHOHHOH Bropoit ypoBeHs Jexomrmosnmms |
0e30macHOCTH (yriryOneHHbI#) 3HaTh: yrIyOIEHHBIE METOAUKH ()OPMHUPOBAHHS
00BEKTa 3aIIUTHI (TIK-4) -2 MOJIMTUKY MH()OPMAIIMOHHOW 6€30IacCHOCTH Ha

00BEKTax 3alINTHI B PA3INYHBIX IPEIMETHBIX
obmactsax. 32 (1)(TIK-4)

VMeTh: CHCTEMHO aHAJIM3UPOBATh YIPO3bI U
NPUMEHSTh Ha MPAKTUKE KOMIUIEKCHBIH TOAXO0/ K
COCTaBJICHHIO TIaHA 3aIIUTH 00BEKTA
unpopmaruzanuu. Y2(l) (ITK-4)

Brnagers: criocoOHOCTHIO 3 (heKTUBHO pealin30BaTh
MOJIUTUKY WH(OPMAITMOHHOW O€30TTaCHOCTH B

YCIIOBHSIX BHEIIHHUX U BHYTpeHHUX yrpo3. B2 (I)(ITK-
4)

4. OBBEM U CTPYKTYPA JUCHUIIVIMHBI
TpynoeMKOCTh TUCIUIUIMHBI COCTABIISCT / 3a4CTHBIX AWHMII, 252 yaca, U3 KOTOPBIX 36
YacoOB CaMOCTOSITENIbHOM paboThl 00yJaroIIerocss OTBOAUTCS Ha MOATOTOBKY U 3aIIUTY 9K3aMeHa.
dopma MPOMEKYTOUHON aTTECTALMU: 3a4eT - / CEMEeCTp, IK3aMeH 8- ceMecTp.
Pacnipenenenue honma BpeMeHH MO TeMaM IO OYHOHM Gopme 0O0ydeHHsI MPEICTAaBICHO B
tabnuue 4.1

Tabnmuna 4.1 — Pacnpenenenue Qonga BpeMeHM MO TemMaM AUCHMILIUHBI (o4yHas (opma
o0OyueHus)
Homep 1 HaumeHOBaHME TEM O0BeM IUCIANIIAHEL
(ax. yachl)
KonrakTHas paboTa
31T m | jgp | CPO
1 2 3 4 5
Paznen 1. BeraucnurenbHbIe cETH
1.1.KananbHbIN YPOBEHD JIOKAJIbHBIX BEIYUCIUTEIBHBIX CETEH 6 20
(JIBC)
1. 2. Ceresotii ypoens JIBC 6 8 20
1.3. TpancnoptHsiii ypoBers JIBC 5 16 20
1.4. IlpuxnagHoil ypoBeHb 5 8 20
Bcero 3a 7 cemecTp: 22 32 80
1.5. Bonpmiue cetn 4 10
Paznen 2. Kontpons 6e30macHOCT KOMIIBIOTEPHBIX ceTei
2.1. AnMuHHCTpUPOBaHHE CETH 8 12 30
2.2. Be30ImacHOCTh CETEBOr0 B3aUMOIEHCTBUS 6 18 30
Bcero 3a 8 cemecTp: 18 30 70
Bcero 1o gucuInivge: 40 62 150

*3JIT — 3aHATHS JIEKUMOHHOTO THMA, [13 — BCe BUBI 3aHATUI CEMUHAPCKOTO THIIA, KPOME J1a00paTOPHBIX
pabort, JIP — nabopatopusie pabotsl, CPO — camocTosTenbHAA paboTa 00yJaromerocs
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5. COAEP/KAHUE PA3JIEJIOB U TEM JUCHUIIJIMHBI
Pa3gen 1. BeluncaunreabHbIe ceTH

1.1. KananbHbIii yPOBEHbB JIOKAJBHBIX BEIYHCIUTEIbHBIX ceTeil (JIBC)

Ceresnie apxurektypsl Ethernet, TokenRing, ARCNet, AppleAppleTalk.

CerMeHTanus ¢ MOMOIIbI0 KOMMYTAaTOPOB U NepekiItoueHue noptos. Padora
kommyTtaTopa Ethernet.

CereBble aganTepbl: GYHKIUH, TPUHIHI paboThl. CeTeBbIC qpaliBEePHI.

becnipoBoansie JIBC. Cranaaptsl IEEE 802.11, 802.15.1, 802.16.

1.2. CerteBoii ypoBenn JIBC

[Ipotokon IPv4. TexHosmorus Macok.

IIporokoi IPv6.

[Iporokon ICMP.

Mapmpyruzanus. [lpuanun ontumansHocTd. [Ipotokonst RIP, IDRP, OSPF.

[Iporokon ARP.

1.3. TpaucnoptHblii ypoBens JIBC

[Iporokon TCP. YcraHoBKa COeTUHEHUS.

[Iporokon UDP.

1.4. llpukaaaHoii ypoBeHb

Cnyxx6a DHCP.

Cayx0a DNS.

[Toutossie mpotokonsl: SMTP, POP3, IMAP.

1.5. Boabume ceTu

KoMITOHEHTBI OOJIBIITUX CETEH: TOBTOPUTEIH, MOCTBI, KOMMYTATOPBI, MapIIPYTU3aTOPHI,
ILTIO3BIL.

Tononoruu rinob0anbHBIX CETEH.

[lepenaya naHHBIX B TTI00ATBHBIX BBIYHCIUTEIBHBIX CETSIX: KOMMYTAIIHSI TAKETOB U
KOMMYTAIIMsl KaHAJIOB.

CoennHeHne MEXy TI100aIbHBIMU U JTIOKAJIbHBIMH CETSMHU.

[IpoTokosibl U cyk0bl YJAJIEHHOTO J10CTYIA.

Pa3nes 2. KoHTposib 0€30MacHOCTH B KOMIIBIOTEPHBIX CETAX

2.1. ATMMHUCTPUPOBAHHE CETH

OYHKINHA aIMUHUCTPATOPA CETH.

VYnpasiieHue Npou3BOAUTEILHOCTHIO CETH.

Cmy0Bbl KaTanaoroB.

AJIMUHHUCTPUPOBAHHUE TIOJIL30BATENICH U TPYIIIL.

VY naneHHoe aIMUHUCTPUPOBAHUE.

2.2. Be3onacHoOCTH ceTeBOro B3auMoAeCTBUSA

Knaccudukanus yrpos.

[TpunHnuns! oGecrieueHus: 6€30MacHOCTH

[TonuTHka 6€30MacHOCTH.

AyTteHTuduKanus noib3oBaresei.

OTKa30yCTONYMBBIE KIACTEPHI.
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6. SAHSATHUA CEMUHAPCKOI'O TUITIA

Ta6muna 6.1 — [paktuueckue 3anstus /Cemunapckue 3anstus/JlabopaTtopHbie paboTEHI.
Bun 3anarus/OueHodnoe

No tembl Tema 3anaTus
CPEICTBO
1 2 3
1.2. |[Mogenmuposanue cereii Cisko. JIP, Pemenuie

NPaKTUYCCKUX 3aaa4, OTYCT

enoBas urpa: COopka 1 HACTPOHKA JTOKATHHOW BEIYMCIIUTEITEHOM
ceTu ouca U NOIKIIFOYEHHE €€ K KOPIOPATHBHOM CETH GUPMBL | JIP. Permrenue
b

NPaKTUYCCKUX 3a1a4, OTYCT

1.3.
: Mapmpyrusanus B IP-cetsx JIP, Pemenue
MIPAaKTUYECKUX 3a7ad,
otueT, MuauBuyanbHoe
3amanue 1
1.4. |Cuenapuii perucTpanuu mosnp3osarens npu Bxoae B Windows JIP, Pemenue
MPaKTUYECKUX 3a/1a4,
oTueT, MuauBuyanbHoe
3a1aHue 2
2.1. |AHanm3aTOpHI CETEBHIX MTAKETOB. JIP, Pemenue
Y nanenHoe yrpasinenue B Windows Server 2016. IIPAKTUYECKUX 3a1ad,
VYcranoka Linux, co3ganue u ynpaBieHue paBaMu ot4er, MHnuBrayanbpHOe
HOJIL30BaTENEH, HacTpoiika MD 3ajaHue 3

2.2. |3ammra 4acTHOM CeTH JIP, Pemenue
Hactpoiika 1 npoBepka paboThl MEKCETEBBIX IKPAHOB NPaKTUYECKUX 3a/a4,
Hactpoiika 3amumennoro SSL-coenqunennst ¢ Web-cepBepom. oruet, MHauBHIyabHOE
MeKCalTUHTOBBII CKPUITHHL. 3ajanue 4

Baiowm cetu Wi-Fi
Henosast urpa «Meramo3r»: Xxakepsl IpoTuB agMuHoB b
*[13 — npaktuueckue 3anatus, C3 — cemuHapckue 3anstus, JIP — nabopaTopHsie paboThI

7. METOAUYECKUE YKA3ZAHUA JJIS1 OBYUYAIOLIUXCA

7.1. MeToanyeckue yKazaHus JJIs 00y4arolerocst o OCBOCHUIO AU CHUIITHHBI

st hopMupOBaHHS YETKOTO MPECTaBICHUS 00 00beMe U XapaKTepe 3HaHUM U YMEHUH,
KOTOpPBIMH Haj0 OyAeT OBIaAeTh MO JUCHMIUIMHE B CaMOM Hayale Yy4eOHOro Kypca
o0y4aromuics JOIKEH 03HAKOMHUTHCS ¢ y4eOHO-METOINYECKOM TOKyMEHTaIueH:

- paboueil mporpaMMol JUCHMIUIMHBL: C LEISIMM U 3aJadyaMH JUCLUIUIUHBI, €e
CBS3IMU C JIPYTMMU JUCHUIUIMHAMU 00pa3oBaTelbHOM MNpOrpamMMbl, NEepedyHeM 3HAaHUN U
YMEHHH, KOTOPBIMH B IPOLIECCE OCBOEHUS TUCLUUIUIMHBI JOJKEH BialeTh 00yJarouuiics,

- HOPSIKOM TIPOBEJCHUS TEKYILEro KOHTPOJIS YCHEBAEMOCTH M MPOMEXYTOUYHOU
aTTecTaluu;

— rpauKOM KOHCYJbTAIU MpernoaaBaTeneit kagenpol.

CucremMaTHueckoe BBIMOJIHEHHWE Y4YeOHOH pabOThl Ha 3aHATHSX JIEKLIMOHHBIX U
CEMHHApCKUX THUIIOB, a TaKXe BBIIOJHEHUE CaMOCTOSITENIbHONM pabOThl MO3BOJIUT YCHEIIHO
OCBOUTbH JTUCHHUIUIMHY.

B mponiecce ocBoeHUS TUCHUIIIMHBI 00y4JaIOLUTUMCS CIIeAYeT:

- CJIyIIaTh, KOHCIIEKTUPOBATh U3JIaraeMblil IIpenogaBaTeieM MaTepHual;

- CTaBUTh, OOCYXXIAaTh aKTyaJlbHbIE TMpPOOJNEMBbl Kypca, OBITh aKTHUBHBIM Ha
3aHSTHSIX;

- 3aJaBaTh IMPENOAABATENI0 YTOUHSIONIME BOMPOCHl C LEIBI0  YSICHEHUS
TEOPETUUYECKUX MTOJOKEHUH;
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— BBIIIOJIHATh 3aJaHUsl NPAKTUYECKUX 3aHATUN IIOJHOCTBIO U YCTAaHOBJICHHBIC
CPOKH.

[Ipu 3aTpyaHeHusX B BOCHPHUATHU MaTepHuaja cieayeT OOpaTUThCS K OCHOBHBIM
JUTepaTypHbIM HcTOouHUKaM. Ecnu pasoOparbcs B Marepuaie He YAaloch, TO OOpaTUTCS K
JekTopy (Mo rpaduKy ero KOHCYJIbTAlMi) WIM K IPEnoJaBaTeiio Ha 3aHATHSIX CEMHUHApPCKOTO
THUIIA.

OOyuaronmmMcsi, TPOMYCTHUBIIAM 3aHATUS (HE3aBHCHMO OT MNPUYHH), HE HMEIOIIUM
MACbMEHHOT'O PElIeHUs 3a]a4 WM HE MOJATOTOBUBIIMMCS K JAHHOMY 3aHATHIO, PEKOMEHIYETCS
HE TIO3KE YeM B 2 - HEACIbHBIM CpPOK SBUTHCA HA KOHCYJIbTALIMIO K IpPENofaBaTelio U
OTYUTATHCS 110 TEME.

7.2. Opranu3anusi CaMOCTOSAITEJILHON padoThI

[Tog camoctosTenbHONM paboTol OO0y4aroImUXCs TMOHUMAETCs IUIaHupyeMas paboTa
oOyyaroIuxcsi, HalpaBjeHHas Ha (OpMUPOBaHHE YKAa3aHHBIX KOMIIETEHIMH, BBIIOJIHSIEMas: BO
BHEAYAUTOPHOE BPEMsI TI0 3aJIlaHHUIO M TIPU METOAMYECKOM PYKOBOJICTBE IpenoaBares, 0e3 ero
HEMOCPEACTBEHHOIO y4acTHsl.

Metoanyeckoe 0OecredeHne CaMOCTOSITEIbHONH pabOThl MPU HATHMYUU OOYYaOLIMXCS
JMIl C OrPaHMYEHHBIMH BO3MOXKHOCTSIMH IIpeJCTaBisieTcs B (opMax, aJalTHUPOBAHHBIX K
OTPaHUYCHUSM HX 3T0POBBSI.

Bunel camoctosiTenbHON paboThI O AUCUMILIMHE NpeACcTaBieHbl B Tadbauue 7.2.1.

Tabmuna 7.2.1 — Opranusaiysi CaMOCTOATENBHOM paboThl 00yUaronerocs
No
TEMBI

1 2

1.1 |W3yuenue marepuainos 1o teme. [loaroroska k sK3aMeHy.

1.2 |W3yuenue marepuanos 1o Teme. [[oAroToBka K BEIIOIHEHUIO 1a00paTOPHBIX PadoT.
[lonroroBKka K DK3aMeHy.
1.3. [HU3ydenue marepuaioB 1o TeMe. [10roToBka K BBIIIOJHEHHIO JTJAOOPAaTOPHBIX padoT.
[ToaroToBKa K BBHITOJIHCHUIO U 3aIIUTE UHAUBUYaTbHOTO 3ananus Nel. [ToaroToBka
JK3aMEHY.
1.4. |HUzydenue marepuaioB 1o teme. [1oroToBka K BRINOJHEHHIO TAOOPaTOPHBIX padoT.
[ToaroToBKa K BBHITOJIHEHUIO U 3aIIUTE UHAUBUIYaTbHOTO 3ananus Ne2. [ToarotoBka
JK3aMEHY.
1.5. |Hzyuenue marepuainos o teme. [logroroska k sK3aMeHy.
2.1. |U3yuenue matepuanon 1o Teme. [loroToBKa K BBITOIHEHUIO JIAOOPATOPHBIX PadoT.
IToaroToBKa K BBITOJIHCHUIO W 3AIIUTE WHAUBUTYaTbHOTO 3amanus Ne3. [lonroToBka x sK3amMeHy
2.2. |W3yuenue maTepuayioB 1o Teme. [1oroToBka K BBITOJHEHHIO JIAOOPATOPHBIX PadoT.
[ToaroToBKa K BBIMOJHEHUIO U 3aIUTE HHIUBUAYATLHOTO 3a1aHus Ne4, [ToaroroBka K
JK3aMEHY.

Bun camocTosTenpHO# paboTh

Kaxneiii Bum CPO, ykazanHblii B Tabmuue 7.2.1 oOecnedeH MeETOAMYECKUMHU
MaTepHaaMH.
8. OBPA3OBATEJIBHBIE TEXHOJIOT'NH

B npenonaBaHuu ITUCHMITIMHBI « Buiyuciumensvhvle cemu. Konmponws b6e3onacnocmu 6
KOMNbIOMEPHLIX Cemsx» WCIOIB3YIOTCS pa3HOOOpa3Hble 00pa30oBaTEbHBIE TEXHOJOTHH Kak
TPAAULIUOHHELIC, TaK U C IPUMCHCHUCM aKTUBHBIX U HHTCPAKTUBHBIX MCTOI0B O6y‘ICHI/IH.

K wHTEepakTHBHBIM MeTomaM OOydYeHHs] OTHOCHUTCS [ENIOBBIE WIPBI, PCIICHHE
MPAKTUYECKUX 3aJ1ad, BHITIOJHEHUE MHIUBUIAYyanbHBIX 3amanuii Ha [IK B xome mabopaTopHBIX
paboT B BUPTYATBHOM CpeJie M CaMOCTOATENbHON paboThl o Temam 1.2, 1.3, 1.4. 2.1, 2.2.
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9. PECYPCHOE OBECIHHEYEHHME JUCHHUITIJINHBI

9.1 YuedHO-MeTOAUYEeCKOe U HHPOPMAIIHOHHOE 00ecneyeHHe TUCIHTILTHHbI

Taomuua 9.1.1 — YueOHOo-MeTOoqNUECKOE 00ecIieueHUe TUCIIUILINHBI

Knuroodecneyennocrn
Bubauorpaguyeckoe onucanue u31aHus Ocnosnas/ KoJI-BO. 3K3. B
(aBTOD, 3arj1aBHe, BUA, MECTO U I'0OJ1 H3aHUS, KOJ. CTP.) AOROTHHTC/ILRAA UG JJIeKTPOHHbIE
’ ’ ? ’ JHUTEpaTypa pecypchl
CIIeIdy

UepnokHwxkubld .M. BrraucnurensHbie ceTtd. KoHTposib|  OCHOBHas -
0e30MacHOCTH B KOMIIBIOTEPHBIX CETAX: ydyeOHoe mocobue. 35 OPAC.UNECO
— Canxr-IlerepOypr: Uza-so CIIGBIDY, 2016. — 97 c. N.RU
CBenenus 1OCTYNHbI Takxke 0o MHTepHeTY: Opac.unecon.ru.
UepHoxHrkHBI .M. 3amuTa ceTeBbIX HHPOPMAIIMOHHBIX OCHOBHast -
rexHoJoruii: yaeoHoe mocodue / I'.M.UepHOKHMKHBIN. — 35 OPAC. UNECO
Cankt-IletepOypr: Uza-so CIIGIDY, 2018. - 132 ¢c. — ~  NRU
CBenenus 1OCTYNHbI Takxke 0o MHTepHeTy: Opac.unecon.ru .
CeTH W TENEKOMMYHHKALIMU @ YYeOHHK M MpakTHKyM uist| JomomHurensHa
akagemuueckoro OakanaBpuara / K. E. Camyiinos [u mp.] ; ST https://urait.r
nopn penakuumeit K. E. Camyinosa, U. A. Illanumosa, . C. u/bcode/399
KynsboBa. — MockBa : M3marensctBo HOpaiit, 2017. — 379
363 c
[lanerun B.®. KowmmiekcHas 3ammrta uHpopmanuu Bl JomoiHUTEIbHA https://znaniu
KOPIIOPATUBHBIX ~CHCTEMaX : y4eOHOoe mocobue — s - m.com/catalo
DnektpoH. nan. — M. : Ul «®OPYM» : UTHOPA-M, 2020. g/document?i
— 592 c. d=358722

Tabmuua 9.1.2 — IlepeueHb coBpeMeHHbIX podeccnoHanbHbIX 06a3 naHHbIX (CITBJI)

HaumenoBanue CIIB]]

DekTponHas oubmmorexa Grebennikon.ru — www.

grebennikon.ru

Hayunas snexktponHast 6ubanoreka eLIBRARRY —

www.elibrary.ru

Hayunast anextponnas oudiamnoreka KubdepJlenuka — www.cyberleninka.ru

baza nanneix [TOJIIIPE/] CnipaBounuku — www.polpred.com

ala|wn|-|Z

ilibrary.org

ba3a nanubix OECD Books, Papers & Statistics na miatpopme OECD iLibrary — www.oecd-

Tabmuna 9.1.3 — [lepeuens napopmanmonsbix cnpaBoyHbix cucreM (MCC)

Ne HanmenoBanue

NCC

1 CnpaBqua;I IpaBOBas CUCTEMA
ecype CIT6I'DY wmm www.consultant.ru)

Koncynprantlimtoc

(MHCTAJUTMPOBAHHBIN

2 (CnpaBouHas paBoBast cucrema
pecypc CIIOI DY mnmm www.garant.ru)

«CAPAHT»

(MHCTAJTMPOBAHHBIN

3 [MudopmanmoHHO-CIIpaBOYHAs
pecypc CIIOIDY nmm www.kodeks.ru)

CcuCTCMa

«Kopekc» (MHCTAITUPOBAHHBIN

[DnekTponHas oubnmoreunas cucrema BOOK.ru - www.book.ru

PnexrponHas 6u6HoTeunas cucrema J5C FOPAUT — www.urait.ru

[DekTponno-6ubMoTeuHas cuctema SHAHUYM (ZNANIUM) — www.znanium.com

~N| oo~

DnexkrponHas 6udmmorexka CII6I" DY — opac.unecon

Ju



http://opac.unecon.ru/elibrary/2015/ucheb/%D0%92%D1%8B%D1%87%D0%B8%D1%81%D0%BB%D0%B8%D1%82%D0%B5%D0%BB%D1%8C%D0%BD%D1%8B%D0%B5%20%D1%81%D0%B5%D1%82%D0%B8.pdf
http://opac.unecon.ru/elibrary/2015/ucheb/%D0%92%D1%8B%D1%87%D0%B8%D1%81%D0%BB%D0%B8%D1%82%D0%B5%D0%BB%D1%8C%D0%BD%D1%8B%D0%B5%20%D1%81%D0%B5%D1%82%D0%B8.pdf
http://opac.unecon.ru/elibrary/2015/ucheb/%D0%92%D1%8B%D1%87%D0%B8%D1%81%D0%BB%D0%B8%D1%82%D0%B5%D0%BB%D1%8C%D0%BD%D1%8B%D0%B5%20%D1%81%D0%B5%D1%82%D0%B8.pdf
http://opac.unecon.ru/elibrary/2015/ucheb/%D0%97%D0%B0%D1%89%D0%B8%D1%82%D0%B0%20%D1%81%D0%B5%D1%82%D0%B5%D0%B2%D1%8B%D1%85%20%D0%B8%D0%BD%D1%84%D0%BE%D1%80%D0%BC%D0%B0%D1%86%D0%B8%D0%BE%D0%BD%D0%BD%D1%8B%D1%85.pdf
http://opac.unecon.ru/elibrary/2015/ucheb/%D0%97%D0%B0%D1%89%D0%B8%D1%82%D0%B0%20%D1%81%D0%B5%D1%82%D0%B5%D0%B2%D1%8B%D1%85%20%D0%B8%D0%BD%D1%84%D0%BE%D1%80%D0%BC%D0%B0%D1%86%D0%B8%D0%BE%D0%BD%D0%BD%D1%8B%D1%85.pdf
http://opac.unecon.ru/elibrary/2015/ucheb/%D0%97%D0%B0%D1%89%D0%B8%D1%82%D0%B0%20%D1%81%D0%B5%D1%82%D0%B5%D0%B2%D1%8B%D1%85%20%D0%B8%D0%BD%D1%84%D0%BE%D1%80%D0%BC%D0%B0%D1%86%D0%B8%D0%BE%D0%BD%D0%BD%D1%8B%D1%85.pdf
https://urait.ru/bcode/399379
https://urait.ru/bcode/399379
https://urait.ru/bcode/399379
https://znanium.com/catalog/document?id=358722
https://znanium.com/catalog/document?id=358722
https://znanium.com/catalog/document?id=358722
https://znanium.com/catalog/document?id=358722
http://opac.unecon.ru/
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9.2 MarepuajibHO-TeXHHYECKOe o0ecneuyeHrue yuedOHoro npoiecca

Jiga peanu3zauuyd JaHHOW AMCLUMIUIMHBI HMEIOTCS CHElHalbHbIE IOMEIEHUs JJis
MPOBEACHUS 3aHATUI JIEKUMOHHOTO THUIA, 3aHATUMW CEMHUHAPCKOrO0 THIMA, TPYNIOBBIX U
WHAUBUAYAIbHBIX KOHCYJIbTAIMNA, TEKYIIIETO KOHTPOJIS U MPOMEKYTOYHON aTTeCTaIlH, a TaKKe
MIOMEIIEHUS /ISl CAMOCTOSTEIIbHON paOOTHI.

Tabmuna 9.2.1 — Iepeuens nporpammuoro obecneuenus (I10)
No i/t Hanmenosanwue 10
1 Microsoft Windows Professional (KOHTPAKT Ne 244/20 «26» utons 2020 r
2 Microsoft Office Professional (KOHTPAKT Ne 244/20 «26» urons 2020 1)
3 7-Zip (freeware)

JlaGoparopHble pabOTHI MO AUCHUILIMHE MPOBOAATCA B Jaboparopun «CeTel u CHUCTEM
nepeaayn HHHOPMAaIIH.
Tabmuna 9.2.2 — JIabopatopus «Ceteil U cUCTeM nepeadyn HHPOPMaII

Bux yqeﬁliblx Anpec, Ne JlaboparopHoe o6opyaoBaHue
3aHATHI ayIuTOPUHA
1 2 3
Jlaboparopusie | 191023, r. Cankr- Ayn. 2005 na6oparopus Cereii 1 cucTeM Iepeaun
paboTsl [TerepOypr, yiI. nHpopmanuu. Crienuain3upoBaHHas MeOEIb 1
Kanan I'puboenosa, obopynoBanue: YuebHas medenb Ha 30
30/32, nutep «A», MOCaJI0YHBIX MECT, 2 pabounx MecTa

«B», «P», Ayn. 2005 | TpernogaBarers, Cepsep HP-DL - 5 .,
Kommerorep 13/16Gb/250Gb SSD/22"- 24 miT.,
Kommyratop Cisco Small Business SF302-08 - 4
mt., Kommyratop Cisco 2950 - 3 mr., KommyTtaTtop
Cisco 3560 -1 mrt., Mukiiep-ycuutens Roxton
AA-120- 1mT., DKpaH ¢ AIEeKTPONPUBOIOM
ScreenMedia Champion 203x153c¢cwm - 1.,
Axycruueckas cucrema Hi-Fi PRO MASK6T-W-
lr. IlepedeHps TMIEH3MOHHOTO TPOTPAMMHOTO
obecnieuenus: Falcongaze
SecureTower;(JIuien3nonusbiit toroBop Nel2/07/18
25.01.2019), MaxPatrol(JIumen3nonHsIit jorosop Ne
165-19/E ot 06.12.2019), Xspider(JIumeH3nOHHBIH
noroBop Ne 165-19/E ot 06.12.2019),
ViPNet;(JIuniensnonnsrii gorosop Ne 2-1759797 ot
20.03.2020), sql_server 2014;(KonTpaxT Ne 244/20
oT «26» utonst 2020 1.),

windows_server 2012 r2 x64;(Kontpakt Ne
244/20 ot «26» urons 2020 r.),

sharepoint server 2016 x64;(Kontpakt Ne 244/20
oT «26» utonst 2020 1.),

project professional 2016 x86 x64;(KontpakT No
244/20 ot «26» utons 2020 r.), NI Multisim
10.1;(Cuet Ne 2 ot 21.04.2008), Moii oduc
npodeccuoHabHBIN;( CyOmUIIEeH3UOHHBII I0TOBOP
Ne Tr000192595 ot 15.11.2017), CekpetHoe
nenonpoun3oictBo;(dorosop Ne 2011-01/AC ot
28.04.11), 1O Dmenon (Scaner VS, Komrad-
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SIEM-fstek);(loroBop Ne 022-19/]1P ot
22.01.2019),

windows server 2008 r2 with spl x64;(KonTpakt
Ne 244/20 ot «26» utonst 2020 1.),

windows server 2016 x64;(Kontpakt Ne 244/20 ot
«26y» urons 2020 1.), sql server 2012;(KonTpakt Ne
244/20 ot «26» urons 2020 r.),
exchange_server_2013 with spl x64;(KonTpakt
No 244/20 ot «26» utonst 2020 r.), OC Astra Linux;(
PBT-14_1675-01-BY3 ot 04.09.2018), C3U1 Dallas
Lock;(lorosop o corpyaauuecte ¢ OY No 164-20-
V3/1 ot 25.06.2020), C3U Secret Net
Studio;(JIunensnonnsrit goropop Ne Kb/02117/1/38
ot 05.09.2018 r.), VGATE;(JIutieH3noHHBI
noroop Ne Kb/02117/1/38 ot 05.09.2018 r.), OC
AnpT JInnykc;(CyOauieH3noHHbBIN T0TOBOp Ne
Tr000192595 ot 15.11.2017), Ideco UTM
Enterprise Edition;(JIMLIEH3WMOHHBII
JJOT'OBOP Ne A-110849 ot 25.05.2020 1),

Office Professional Plus 2016.(Kontpakt Ne
244/20 ot «26» urons 2020 1.), Wireshark(
freeware), Oracle Virtual Box ( freeware), QUEMI(
freeware), VMWare VSphere Hypervisor(
freeware), IDS Suricata( freeware), IDS Snort(
freeware), IDS Wazuh( freeware), Foremost(
freeware), Tshark( freeware), Burp Suite( freeware),
WindowsCain&Abel( freeware), OpenVAS(
freeware), OC Kali Linux( freeware), OC Free
BSD( freeware), OC Cent OS( freeware), OC
Ubuntu Server( freeware), OC Solaris( freeware),
ckanep Nmap( freeware), SIEM OSSIM( freeware),
OC ROSA(demo version), DLP-StaffCop(demo
version). Habopel neMOHCTparimoHHOTO
000pyoBaHUs U y4eOHO-HATJISAHBIX TOCOOUH:
MYJIbTUMENHHBIC TIPUIIOKEHUS K JICKITHOHHBIM
KypcaM U IPaKTHUYECKUM 3aHSITHUSM, UHTEPAKTUBHbIE
yueOHO-HarJIIHbIe TOCOOUSI.

10. OCOBEHHOCTH OCBOEHUS JUCHUIIJIMHBI JJ151 UTHBAJIMAOB U JIUL C
OI'PAHUYEHHBIMU BO3MOKHOCTSAMMU 310POBbAA

OOydenue O0OydYalOIMXCSd C OrPAaHUYEHHBIMH BO3MOXKHOCTSMHU  37I0POBbS  IPH
HEOOXOJMMOCTH OCYIIECTBIISIETCSI Ha OCHOBE aJaNTHPOBAHHOW paboyeil mporpaMMbl ¢
UCTOJIb30BAaHUEM  CHELMAIbHBIX METOJOB OOy4eHUS M JAUJAKTHYECKUX  MaTepHalloB,
COCTaBJICHHBIX C YYETOM OCOOCHHOCTEH TICUXO(PU3NIECKOTO PA3BUTHS, WHIAMBHIYaTbHBIX
BO3MOXKHOCTEH U COCTOSIHUS 3/10pOBbS TAKUX 00ydaronuxcs (00yyaromerocs).

B memsix ocBoeHust y4eOHOW TpOTrpaMMbl JWUCHUIUIUHBI WHBAIAIAMHA W JIMIIAMH C
OTPaHUYEHHBIMU BO3MOKHOCTSIMU 3/I0POBbS Y HUBEPCUTET 00ECIICUHNBALT:

- JUTST MHBAJIMJIOB W JIUI] C OTPAaHMYCHHBIMH BO3MOXXHOCTSIMH 37I0POBBS 110
3pEHHIO; pa3MELICHUE B JOCTYMHBIX Ui OOYYarOUIUXCS, SBISIOMIMXCS CICHBIMU WM

c1aboBHIAIIMMHA, MECTaX M B aJaNTHUPOBAHHOW (opMe CmpaBoYHON HHMOpMaAIUU O
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pacriucaHMM  y4yeOHBIX  3aHATHH;  TNPUCYTCTBHE  ACCHCTEHTa,  OKa3bIBAIOLIETO
oOyuyaroimieMycss HEOOXOIMMYI0 IIOMOIIb; BBIIYCK albTEPHATUBHBIX  (opMaToB
METOAMYECKHX MaTepHajoB (KpyHHbIH mpudT Wi ayanodaiiisl);
- JUI. UHBAJIUZOB U JIMI] C OIPAaHUYECHHBIMU BO3MOXKHOCTSIMU 370POBbS 110
CIIyXY: HaJJISKAIIMMU 3BYKOBBIMHU CPEJICTBAMH BOCIIPOM3BEIEHUE HH(OPMALINH;
- JUIS WUHBAIMJIOB M JIAL C OTPAHMYEHHBIMH BO3MOYKHOCTSMM 30POBBS,
UMEIOIIHX HapylIeHUs OIIOPHO-/ABUIaTEIILHOIO anmapara: BO3MOYKHOCTb
OecIpenATCTBEHHOIO JA0CTyla oO0ydJaroluxcs B y4yeOHble IOMELICHMs], TyaJeTHbIE
KOMHAaThl W Jpyrue MoMeleHus Kadeapsl, a Takke MNpeOblBaHUE B YKa3aHHBIX
IOMEILIEHUSX.
O6pa3zoBanre 00y4YarOMIUXCs C OTPAaHUYEHHBIMU BO3MOXHOCTSIMH 310POBbSI MOXKET OBITh
OpPraHU30BaHO KaK COBMECTHO C APYTUMH OOYUYalOUIMMHUCS, TaK U B OTAEIbHBIX I'pyNIax WId B
OTJEIIbHBIX OPTaHU3aLUAX.

11. ®OHA OHEHOYHBIX CPEACTB JJIAA IPOBEJEHUSI TEKYIIEHA U
IMPOMEXYTOYHOU ATTECTAIIUUA OBYYAIOIIUXCA 11O JTUCHUIIJIMHE

@DOoHJ OLEHOYHBIX CPEACTB Ui IPOBEICHHS aTTECTallMd YPOBHS C(HOPMHPOBAHHOCTHU
KOMIICTCHIIMA O0OydJalomuXxcsi M0 JUCHUIUIMHE O(OPMIIIETCS OTACIBHBIM JTOKYMEHTOM U
SBIISIETCS TIPUITIOKEHUEM K paboueil mporpamme TUCHUTUIMHBI (MOIYIIS).



