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1. HEJIb Y 3AJJAYY JUCHHUILINHBI

Ieas (mead) OCBOCHUS JUCLUIUIMHBL. W3Y4YCHUE NPUHLMUIIOB IIOCTPOCHUS U
IPAaKTUYECKOTI 0 OPUMEHEHUs  KpUNTOrpauyeckux  IPOTOKOJOB Uil PELICHMS
npoecCHOHANBHBIX 33124 B 001acTH MH()OPMAIMOHHON OE€30MMaCHOCTH.

3agaun:

- ¢dopMupOBaHHE MPEJCTaBICHUI 00 OCHOBHBIX MOHSTHSIX, POJIM, 00JacTU MPUMEHEHUS U
CHOCO0OB pealn3alui KpUNTOrpahuIecKux MPOTOKOJIOB B COBPEMEHHBIX MPOTPAMMHBIX
KOMILIEKCaXx;

- TpUOOpETeHHE TEOPETUYECKUX 3HAHWUU O NMPUHIMIIAX MOCTPOCHHS W aHajiu3a CTOWKOCTH
KpUNTOrpapUuecKux IMPOTOKOJIIOB, OCHOBHBIX IPOTOKOJIAX ayTeHTU(UKAIMH, BbIPAOOTKU
KJTIF04el, 00ecrieueH s eJIOCTHOCTH U KOH(UICHIINAIBHOCTH;

- ¢opMupoBanue ymeHus (HOpMyIHPOBATh KOJIMUYECTBEHHBbIC M KaueCTBEHHbIE TPeOOBaHHS K
KpUNTOrpauuecKuM TPOTOKOJIAM TPU PEUICHWHM MPAKTHYECKHX 3a7ad oOecreueHuUs
nH(pOpMaIMOHHOM 0€301MacCHOCTH;

- (QopMHpOBaHHE YMEHHs OCYLIECTBISTh BBHIOOp IPOTOKOJIIOB W HACTPOMKY IapamMeTpoB
KpunTorpaduu B 3alIMIIEHHBIX HH()OPMALIMOHHBIX CUCTEMAX;

- (QopMHpOBaHHE TNPAKTHUYECKUX HABBIKOB YCTAHOBKM, HACTPOHKH M aIMHHUCTPUPOBAHHS
CpeICTB KpunTorpaduueckoil 3amuTsl “HGOpMAIIHH;

- (opMHpOBaHHE HABHIKOB HCIIOJIB30BAaHUS KPUNTOTPAaQUUECKMX METONOB W CPENCTB LIS
peanu3anuu TpeOOBaHHH MOMUTUKH 0€30IaCHOCTH.

2. MECTO JUCHUILIMHBI B CTPYKTYPE OBPA3OBATEJIbHOM ITPOI'PAMMBI

Huctunnuna b1.B «Kpunrtorpaduueckue mpoToKoab» OTHOCUTCS K BAPUATUBHOW YacTH
brnoka 1 u sBnsercs 00s3aTenbHOM A1 OCBOEHHs 00yJaroImuMcst rocje Bbioopa 00yJyaromumcest
HaIpaBJIEHHOCTHU (TIpOouIIs) IPOrpaMMBI.

3. INIAHUPYEMBIE PE3YJIbTATBI OBYYEHMUS IO JUCIUIIJINHE

HnaHpreMHe PE3YIIbTAThI O6y‘-I€HI/I$I 0 JUCHUIIIIMHE, COOTHECCHHBIC C INIAaHUPYCMbBIMHA
pe3yibTaTaM OCBOCHUSA 06paSOBaTeJIBHOI>'I MporpaMMbI IPpCACTABIICHLI B Ta6J'II/II_[C 3.1.

Tabmuna 3.1 — [lnanwpyemble pe3ynbTaThl OOYYEHHs] IO IUCIUIUIMHE, COOTHECEHHBIE C
TJIAHUPYEMBIMU PE3yJIbTaTaMH OCBOCHHUS 00Pa30BaTEIHLHON MPOTPaMMBbI
Kox u HaumeHoBaHue Oranbl [Tnanupyemsbie pe3ynbTaThl 00y4eHHs/HHANKATOPBI
KOMITETEHIINU (dhopmupoBaHus JOCTYDKEHHST KOMITETSHITUI
BBIITYCKHHKA KOMIIETeHIUH (moxazaTenr OCBOCHHUSI KOMIIETEHIINHN)
IIK-1 — ciocobHoCcTEIO | BTOpOii Jexommosumus |
BBITIOJTHSATH PA0OTHI TI0 | YPOBEHB 3HATh: IPUHIIUTIBI IIOCTPOSHHS KPHIITOTPAPUIECKUX
YCTaHOBKE, HACTPOHKe | (yriIyOJeHHBIH) | MPOTOKOJIOB M CIIOCOOBI X pea3alii B KOMIBIOTEPHBIX
1 00CITY>KHBaHHIO (TIK-1) -2 cucTeMax, Ha3HaueHHe, QYHKIUH U IPUHIUIIBI TOCTPOSHHUS
IIPOTPAMMHBIX, Cpe/ICTB KpHIITOrpaduuecKoi 3amuThl HHpopManuu 32
POTrpaMMHO- (H(TTIK-1)
anmapaTHbIX (B TOM YMeTh: NpUMEHATh CPEACTBA KPUIITOrpadUUECKON 3aIUTHI
qucie nH(popManuy A1 pereHus NpohecCHOHATBHBIX 3313
KPHITOrpaMIeCKuX) V2(l) (TIK-1)
Y TEXHUYECKUX Bragers: HaBbIKaMU YCTaHOBKH, HACTPOUKH U
CpPEZICTB 3aIlUTHI aJIMUHUCTPUPOBAHHSA CPEACTB KPUNTOrpapuIecKOi 3alIUThI
HHOOPMAIIH uadopmarun B2 (1)(TTK-1)
TIK-4 — ctoco6rOoCcTRIO | [lepBhrit Jexommozunus 111
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y4acTBOBaTh B pabOTax | ypOBEHb 3HaTh: 00JIACTH MPUMEHECHUS U Ha3HAYCHUE

IO peaTu3aIiu (TIOpOTOBBIIA) KpHUNTOTpa(UIECKUX ITPOTOKOJIOB, OCHOBHBIC IPOTOKOJIBI

MOJTUTHKHU (TIK-4) -1 ayTeHTU(UKALMH, BBIPAOOTKH KII04el, obecreueHus

UH()OPMALIMOHHO LEIOCTHOCTH U KOH(UACHIIMATBHOCTH

0€e30IacHOCTH, 31 (II)(TTIK-4)

NPUMEHSTh YMeTh: IPOU3BOANUTE BHIOOP KPHIITOTPaPUUSCKIX

KOMIUICKCHBIH TTOJIX0]T MPOTOKOJIOB U HACTPOWKY MapaMeTpoB KpUnrorpapuu B

K 00ecTeYeHnIo cHCTeMaX KpUnrorpapuyeckoi 3amuThl HHPOPMAIIUU

HH(POPMAIHOHHON Y1(l) (TIK-4)

0e30macHOCTH 00BEKTa Bragers: HaBbIKaMU HCHOJIB30BAHKS KPUNTOTPaphHUSCKUX

3aIIUTHI METOJIOB ¥ CPEJICTB ISl peain3aliii TPeOOBAHUI MOIUTHKA
6e3omacuoctu Bl (111)(ITK-4)

4. OFBEM U CTPYKTYPA JUCHUIIJIMHBI

TpynoeMKOCTb JUCUUIUIMHBI COCTaBIET 4 3a4eTHbIX enuHuIbl, 144 yaca.

dopma npomMeKyToYHOH arTecTanuu: AudHepeHINPOBAHHBIN 3a4eT (3a4eT C OLECHKOMN) —
7 cemecTp.

Pacnpenenenne GoHga BpeMeHH 10 TeMaM IO 0YHOU (hopMe 0OyUeHHs MPEICTABICHO B
Tabiuue 4.1

Tabmuna 4.1 — Pacnpenenenue ¢(oHma BpeMEHHM MO TeMaM JTUCHMIUIMHBI (O4Has Qopma
oOyueHus)
O0BEM OTUCHUILINHEI
(ak. gacen)
Homep 1 HanmMeHOBaHHE TeM KonrakrtHas pabora
3IT | I13 Jgp | CPO

1 2 3 4 5
Tema 1.1. OCHOBBI TEOpHH KPUNTOIPAPUUECKUX TTPOTOKOIOB 2 10
Tema 1.2. BeipaboTka kpunrorpaguyeckoro Kiro4a Ha OCHOBE Mapos 2 2 10
Tewma 1.3. [IpoTokoIbl ayTeHTUDUKAIH 4 2 12
Tewma 1.4. Pactipenenenne OTKPBITHIX KITIOYEH 2 8 12
Tema 1.5. Pactipenenenre u COTIaCOBaHUE CEKPETHBIX KITFOUEH 4 8 12
Tema 1.6. 3anuiieHHbIe CETEBBIC MPOTOKOIIBI 2 6 12
Tema 2.1. CnennanbHble cXeMbl IU(GPOBOH MOAMUCH U MPOTOKOJBI 4 4 12
(buHaHCOBOI KprnTorpahuu
g:li\gle T22.12. Pa3nenenne 2 2 10
Bcero mo qucuumniinHe: 22 32 90

*3JIT — 3aHATHS JIEKUMOHHOTO THNA, [13 — BCce BUBI 3aHATUI CEMUHAPCKOTIO THIIA, KPOME J1a00paTOPHBIX
paoor, JIP — nabopaTopunsie padotsl, CPO — camocTosTenbHas paboTa o0ydaromerocs

5. COAEP/)KAHHUE PA3JIEJIOB U TEM JJUCIMIIJINHbI

Paszgea 1. OcHoBHbBIe KpunTorpadguyeckue NPOTOKOJIbI U METO/IbI PeaTu3auum
KpUNTOrpaguyecKou 3aluThl

Tema 1.1. OcHOBBI TeOpUM KPUNITOTPaPuUeCKUX NMPOTOKOJIOB

Kpunrorpaguueckue mNpUMHTUBBI M KpUOTOrpapuuecKue MPOTOKOJBL.  Bumisl
Kpunrorpaguueckux mpoTokosoB. dopManbHOE omnmMcaHue TpoTokosa. Kommpomeranus
npoTokonia. Bunmbl atak Ha Kpunrorpaduueckue MPOTOKOIbl. METOAbl aHaiu3a MPOTOKOJIOB.
OCHOBHBIE TIOJIXO/IbI K KOHCTPYHPOBAaHUIO 0€30MaCHBIX TIPOTOKOJIOB.
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Tema 1.2. Boipa6oTka KpUNTOrpa@pu4YecKoro KJI04a Ha 0CHOBe NMapoJIs

IIpobnema noxbopa mapois. ANropuTM BbIpaOOTKM KPUNTOrpadUyecKoro Kiroda U3
naponst. Oynkumm amBepcupukanmu  kaoda PBKDF2, scrypt. Kontpons menmoctHoCTH
PBMACI1 u mmdpoanue PBEC2. [Ipaktrdueckue peanm3anuy mapobHOM 3alTUThI KIFOUEBOU
uHpOpMaLnu.

Tema 1.3. [IpoTokosbl ayTeHTHPUKATMA

[Ipocreiitme MPOTOKOJIBI OJHOCTOPOHHEH ayTEeHTH(UKALUMU € TpeapacrpereIeHHbIM
kiatrodoM. [laposibHas ayTeHTHUKLUS.

Cxembl ayTeHTH(UKAUU BUAA «3ampoc - oTBeT». Cxembl ayTeHTH(UKANUW JUIs
MOOWJIBHBIX YCTPOUCTB.

HHTEepakTUBHBIE CUCTEMBI JIOKA3aTEIbCTB C HYJIEBBIM pasriameHueM. AyTeHTU(DUKAUsI
C HYJIEBBIM Pa3IJIalICHUEM.

Metopl aHanu3a cxeM ayTeHTU(HUKAIIUH.

Tema 1.4. Pacnipenesienne OTKPBITBHIX KJIIOYeii

[Tpobnema KOMIIpoOMeTaluu OTKPBITOTO Kitoua pu nepepade. Lndpossie ceprudukars.
Monenu noBepus Ha ocHOBe Hene cepruduxanmu. Mudpactpykrypa oTKpsIThIX Kitoueil PKI.

Tema 1.5. Pacnipenesnienne u corjiacoBanme CeKpeTHbIX KJII0Yeil

CBolicTBa IPOTOKOJIOB paclpeAesIeHUs KII0YEH.

[IpenBaputenbHoe pacupenenenue kioueil. Cxema biaoma.

ITpoTokon BeIpabOTKH 00LIEro Kitoya ¢ ayTeHTU(UKalueil Ha OCHOBE MapoJIs.

[Iporokonibl pacnpenesieHus KIOYel ¢ JOBEpEHHBIM LIEHTPOM, OCHOBAHHbBIE Ha
cUMMeTpUuHbIX Kpunrocucremax. IIpotokon Kerberos. Pacmmpenue mnporokona Kerberos
PKINIT st ucnionp30BaHus KPUITOTPA(GUU C OTKPBITHIM KITFOUOM.

IIpotokon duddu-Xsmimana ¢GopMUpoBaHUS OOILEro CEKPEeTHOro KiIYa MU €ro
0606menus. [Iporokonst MTI u STS.

Cxembl BbIpabOTKH OOIIEro Kiroya ¢ ayTeHTH(]UKaluel Ha OCHOBE OTKPBITOrO KIIOYA.
ITporoxon Hunxema-IlIpenepa.

ITpoTOKOIBI OOHOBJIEHUS CEAHCOBBIX KIIFOUEH.

MeTtob1 aHanM3a NPOTOKOJIOB paclpeaeeHus KItodei.

Tema 1.6. 3amuieHHble ceTeBbie NPOTOKOJIbI

[TonsTre 6e3onacHOCTH NPOTOKOIa. DYHKIIUU-CEPBUCHI 0€30IIaCHOCTH.

[Iporokonbl kaHaNoB 3amuiieHHol nepenaun gaHHsix PPTP, L2TP, IPSec, SSL/TLS,
SHH. AnropuTmbl, HWCIONB3yeMbIe 3alUIICHHBIMA CETEBBIMU ITPOTOKOJIAMH: COTJIACOBAHUE
kmoueir VKO, anroputm nusepcudukammu KDF, mnceBmocnyuaiiHble (yHKIHHM Ha OCHOBE
koHcTpykuu HMAC (B npotokonax TLS, [PSec), skcnopT u uMIOpT KIIrOUEH.

[ugpoBanre B MECCEHIKEPAX.

Pa3nen 2. CnennanbHble IPUMEHEHHSI KPUNTOrpadgpuuecKux NpoToKoJIOB

Tema 2.1. CnenuanbHble cxeMbl HU(POBOH MOAMUCH M MPOTOKOJIbI (PUHAHCOBOI
Kpunrorpaguun

Hudposas mnoamuch ¢ BoccTaHOBIeHHWEM cooOmeHus. [Iporokon moxamucu ¢
OTPaHWYEHHBIM JKHU3HEHHBIM [HKJIOM. (CXema TMOANMHMCH C BepHHUKalMed [0 3ampocy
(KazapunoB). I'pynmoBas tudpoBas mnoxanuck. IloporoBas mudpoBas mnoamuch. Cremnas
1 poBast MOAMKCH U €€ TPUMEHEHUS.

Cuctembl SIEKTPOHHBIX TUIATEXKEW W AJICKTPOHHBIC JEHBIH. DJIEKTPOHHBIC OAHKHOTHI
[[Tayma. JlenieHTpanu30BaHHbIE CUCTEMBI AIEKTPOHHBIX Tu1aTexkel. KpunroBamoTsl. TexHomorus
OJIOKYEIiH.

Tema 2.2. Pa3znesienune cekpera

OCHOBHBIE TIOHATHS W TMPOCTEUIIHME CXEMBbI pasliesieHus cekpeta. [loporoBbie cxembl
pasnenenuss cekpera. CoOBEpIIEHHOCTh M MJACANBHOCTb CXEMbI pa3felieHus CEKpera.
[IpoBepsiemoe paszieneHue cekpera.

[TpoTokon KOHGUICHIIMATHLHBIX BEIYUCICHUN.



6. SAHSAATUA CEMUHAPCKOI'O TUITIA

Ta6mmma 6.1 — [paktuueckue 3ausatus/CeMuHapckue 3anatus/JIabopatopHbie pabOThHI

Bug 3ausatus/OneHoyHoe

Ne TembI Tewma 3ansTus
CPEJICTBO
1 2 3
Bamaua 1. Mzyuenue kpunrorpadpudeckux cpeacts OC Linux 113, Pemenue
1.2 MPaKTUYECKUX 3ajad,

OT4YCT

1.3 |3amaua 2. M3ydenue cxeM ayTeHTH(HKAINY ¢ HYJIEeBbIM pasriamienuem |I13, Penrenue
NpPaKTUYECKUX 3a/a4,

OTYeT
1.4 |3amaua 3. PazeptriBanue PKI uHppacTpyKTyphl B KOPIIOPATUBHOM 13, Pemenwne
CeTH MPAaKTHYECKUX 3a/1ad,

3anauda 4. RSA-ceptudukarel. Cratnueckas ayTeHTHQUKAIMS JAHHBIX |OTYET
3amaya 5. RSA-ceprudukarsl. Junamuueckas ayreHTHGUKAIHS
JaHHbIX

3anmaya 6. RSA-cepruduxarsl. KoMOmHMpOBaHHAS THHAMUYECKAs
ayTeHTH(UKANUS JAaHHBIX M BBIPAOOTKA KPUITOTPAMMEI

1.5 |3apmaua 7. Hactpoiika Kerberos ayreHTH(MKAIIK B KOPIIOPATHUBHOM [13, Pemenne
ceTH MPaKTUYECKUX 3a/1a4,
OTYeT
1.6 |3amaua 8. Pabora c makerom kpuntorpadudeckux ¢pynkmmii OpenSSL |13, Pemenwne
B peKHMe KOMaHTHON CTPOKHU MPAaKTUYECKUX 3a/1a4,
OTYET
2.1 |3amaua 9. M3ydyeHue cucTeMsl 2JIEKTPOHHBIX JieHer Yayma 13, Pemenue
3amada 10. M3y4yeHue TexHOIOTHH OJIOKUYEHH IIPaKTUYECKUX 3a]a4,
oruet. Mccnenosanue
(acce)

2.2 |3amaua 11. Uzyuenue noporosoii cxemsl [llamupa pazaenenus cexpera |I113, Pemenune
MPAKTHYECKUX 3a/1a4,
OTYET

I13 — npaktuueckue 3anatust, C3 — cemunapckue 3austus, JIP — nabopaTopHsie paboTb
7. METOAUYECKUE YKA3ZAHUA JJISI OBYUAIOLIUXCSA
7.1. Metonnuyeckue yKa3aHus 1Jis1 00y4aromierocsi 1o 0CBOEHUI0 TUCHHUILINHBI

st hopMupOBaHMS YETKOTO MpeICTaBlIeHus] 00 00beMe U XapakTepe 3HaHUM U yMEHU,
KOTOpPBIMM Hajo OyAeT OBJIaAeTh MO JUCHMIUIMHE B CaMOM Hawajle Yy4eOHOro Kypca
00yJaromuics T0KEeH 03HAKOMUTBCS ¢ Y4eOHO-METOAMYECKON JOKYMEHTAIHEH:

— paboueil mporpaMMoN TUCIUIUIMHBL: C LEISIMHU U 33Ja4yaMy JUCLUUIUINHBI, €€ CBS3SMHU C
JIPYTUMHU AUCHMILIMHAMHE 00pa3oBaTeIbHON MpPOrpamMmbl, MEpEeYHEM 3HAHUNW U yMEHH,
KOTOPBIMH B ITPOLIECCE OCBOCHUS AUCLUUIUIMHBI JOJDKEH BIIa/IeTh 00yJatoLuiics,

— TIOPSAKOM IIPOBENEHMS TEKYIIEr0 KOHTPOJII YCIEBAEMOCTH M IPOMEKYTOYHOMN
aTTEeCTalUu;

— rpaduKOM KOHCYIbTALUH MpernoaBareneid kadeapsl.

CucremMaTueckoe BBINOJHEHHE Y4eOHOW paldoThl Ha 3aHATHAX JIGKIMOHHBIX U
CEMHMHApCKUX THUIIOB, a TAK)KE BBIIOJIHEHUE CAMOCTOATENBHOM PabOThI MO3BOJIUT YCIEUIHO
OCBOMTH AUCLUIUIMHY.

B npornecce ocBoeHUsT AUCHUIUINHBI 00yJarOIUMCS CIEYET:

—  CHyIIaTh, KOHCIIEKTUPOBATh U3J1araeMbli IIPETIOaBaTeIeM MaTepua;

— CTaBUTbh, 00CYX/IaTh aKTyaJIbHbIE IPOOIEMbI Kypca, ObITh aKTUBHBIM Ha 3aHATHUSX;
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— 3a/JaBaTh NPENOJABATEII0 YTOUYHSIOIIME BOMPOCHI C LEIbIO YSCHEHUS TEOPETHUYECKUX

MOJIOKEHU;

—  BBINIOJIHATH 33JJaHUS IPAKTUYECKUX 3aHATUHN MOJHOCTBIO U YCTAHOBJIEHHBIE CPOKH.

[Ipu 3aTpyaHeHUsIXx B BOCHPHUSATHM MaTepuaia CcleAyeT OoOpaTUThCA K OCHOBHBIM
JUTEPATYpHBIM HMCTOYHUKAM. Eciu pa3o0parbcsi B MaTepualie HE YAaJIoCh, TO OOpaTHUTCS K
nekTopy (Mo rpaduKy ero KOHCYJIbTAlMWA) WM K MPEMoAaBaTeli0 Ha 3aHATHUSX CEMHUHApPCKOTO
THIIA.

OOydJarommMcs, MPOMYCTUBIIUM 3aHIATHS (HE3aBUCUMO OT TNPUYMH), HE HMCIOIINM
MACbMEHHOTO PEIICHUs 3a7a4 WKW HE TIOJTOTOBUBIIMMCS K JAHHOMY 3aHATHIO, PEKOMEHIYETCS
HE TM03KE€ 4YeM B 2 - HENEIbHBIM CpPOK SIBUTHCA HAa KOHCYJBTALMIO K MPENojaBaTelio Hu
OTYHUTATHCS TI0 TEME.

7.2. Opranusanmsi CaMOCTOSITE/IbHOI padoThI

[Tox camocrosTenbHOM pPabOTON OOydaromuXcs MOHMMAeTcsl IUIaHupyemasi pabora
o0yJaromuxcsi, HalpaBleHHas Ha (OpMUPOBaHHME YKAa3aHHBIX KOMIIETECHIMH, BBIIOJIHIEMasi BO
BHEAYIUTOPHOE BpeMs 10 33aJaHUI0 ¥ TIPU METOJMYECKOM PYKOBOJCTBE IpenoaBaTeis, 0e3 ero
HETIOCPEICTBEHHOTO y4acTusl.

Meroanueckoe oOecriedeHne CaMOCTOSITeNbHOW paboThl NMPU HATWYMU OOYYarOIIUXCS
JWI C OTPAaHWYCHHBIMH BO3MOKHOCTSIMH TMpEACTaBIseTcs B (opMmax, aJanTHPOBAHHBIX K
OTPAaHUYCHUSM HX 3[JOPOBBSL.

Bunel camoctosiTenbHON paboThI O AUCUMILIMHE NpeAcTaBieHbl B Tadbauue 7.2.1.

Tabmuna 7.2.1 — Opranusaiysi caMOCTOATENBHOM paboThl 00yUaronierocs
Ne
TEMBI
1 2
1.1 |M3yuyeHue JIuTEpaTypHBIX HCTOYHUKOB, IOJrOTOBKA 10 KOHTPOJIBHBIM BOIIPOCAM.
1.2 |H3yuyeHne HOPMATHBHBIX M JIUTEPATYPHBIX HCTOYHHUKOB, TOAroToBKa K 113, moaroroska no
KOHTPOJIbHBIM BOIIPOCAM.
1.3 |H3yuenwue IuTepaTypHBIX HCTOYHUKOB, MOJArOTOBKA K [13, MOATrOTOBKA K KOHTPOJIBHOM TOUKE
Ne2, moroTOBKA IO KOHTPOJIBHBIM BOIIPOCAM.
1.4 |U3yuyeHue IuTepaTypHBIX HCTOYHUKOB, MOArOTOBKA K 113, MOATroTOBKa K KOHTPOJIBHOM TOUKE
No2, moJIr0TOBKA 1O KOHTPOJIHHBIM BOIIPOCAM.
1.5 |M3yuyeHne HOpMaTHUBHBIX U JUTEPATYPHBIX UCTOYHHUKOB, OATOTOBKA K [13, moaroroBka
KOHTPOJIBHOM Touke Ne2, HOATOTOBKA O KOHTPOJIBHBIM BOIPOCAM.
1.6 |M3yuyeHne HOPMATHBHBIX U JIUTEPATYPHBIX HCTOYHHUKOB, TOAroTOBKa K [13, moaroroska
KOHTPOJIbHOM Touke Ne2, 10ir0TOBKA 10 KOHTPOJIbHBIM BOIIPOCAM.
2.1 |H3yueHwue nuTEpaTYPHBIX HCTOYHHUKOB, ITOJIrOTOBKA K [13, MOAroTOBKA 110 KOHTPOJIBHBIM
BOIIPOCAM.
2.2 |W3yueHue nuTepaTypHBIX HCTOYHHUKOB, ITOJArOTOBKA K [13, MOAroTOBKA 110 KOHTPOJIBHBIM
BOIIPOCAM.
1.1 |IlogroToBka K KOHTPOJBHOM Touke Nel.
2.1 |[TomroroBka K KOHTPOJHHOMU Touke No2.

Bun camocTosTenbpHO# paboTh

Kaxneiii Bum CPO, ykazanHblii B Tabmuue 7.2.1 oOecnedeH MeETOAMYECKUMHU
MaTepHaIaMH.
8. OBPA3OBATEJIBHBIE TEXHOJIOT'NU

B mnpenogaBanuu aucuuiuivHbl «Kpunmoepaguueckue npomokonvly WCIONb3YIOTCS
pa3zHoOoOpa3Hble 00pazoBaTENIbHbIE TEXHOJOIMHM KaK TPaJAMIMOHHBIE, TaK U C MPUMEHEHHEM
AKTUBHBIX U UHTEPAKTUBHBIX METOI0B OOyUCHHUSI.

AKTHBHbBIEC M1 UHTEPAKTUBHBIE METO/IbI O0YUECHHUS:
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K wuHTEepakTUBHBEIM MeTogaM OOYYEHHS OTHOCUTCS BBITIOJHEHUE WHAMBUIYATbHBIX
3amannii Ha [1K B Xoz1e MpakTHYECKUX 3aHATHNA M CAaMOCTOSATEIbHOM paboThl mo Temam 1.2, 1.3,

14,15,16,2.1,22.

Beimonnenue unauBuayanbHbIX 3agaHuid Ha [IK mpennonaraer pemieHue npakTHUECKUX
3a[a4 10 MOJEIMPOBAHUIO U pealIn3alluy ACUCTBUI CTOPOH B KPUNTOrPaUIECKUX MPOTOKOJIAX
C MOMOILBIO TAKETOB MPHUKJIAIHBIX MPOTrPaMM; YCTAHOBKE, HACTPOWKE M aJIMUHUCTPUPOBAHUIO

OPOTPAMMHBIX ~ CPEACTB  KpHUNTOrpaduyecKkoi
UH(POPMALMOHHO-KOMMYHUKAIIMOHHBIX
KPUNTOTpapuuecKux MPOTOKOJIOB.

TEXHOJIOTHM,

3alllUThI

0a3uPYOIIHIXCS

uHpOpMaLNH;
MCTIOJIb30BaHHUN

Ha

9. PECYPCHOE OBECHEYEHHUE JUCLHUIIJINHbBI

U3Y4YECHUIO

9.1 Yue6Ho-MeTOAMYeCKOEe M HHPOPMALHMOHHOE 00ecTiedeHUe U CHUTTMHBI

Tabmuna 9.1.1 — YueOHO-MeTOAUUECKOE 00€eCIIeUeHNE JUCIUITINHEL

KHuroo6ecneueHHOCTH

nHpOopMaIy : yaeOHuK u pakTukym / Y. H.
BacwibeBa. — DneKTpoH. 1aH. — MOCKBa :
N3narenscTBo FOpaiit, 2017. — 349 c.

Bubdauorpapuyeckoe onucaHue U3IaHUsA Ocnosmasn/ KoJ1-BO 3K3. B
(aBTOp, 3arj1aBHE, BU, MECTO H I'0J U3IaHHUS, KOJ. CTP.) AOROTHHTC/ILHAA GubL. JJIeKTPOHHBIE
’ ’ > ’ JHTepaTypa pecypcsl
CIloIy
NmykoBa E.A. Kpunrorpaduueckne mpoTOKOIE U OCHOBHast - 2bC
cTaHmapThl : yaeoHoe ocodue / Umykosa E.A., Jlo6oBa ZNANIUM
E.A. — DnexTpoH. aaH. - Taranpor:FOxHbIH
(enepanbHbIi yaEBEpCcHUTET, 2016. - 80 c.
3aneunukos C.B. Kpuntorpadguueckre MeToIbI 3aIUTHI OCHOBHast - 9bC Opaiit
mHpopmaru : yaeoHuk / C. B. 3aneunukos, O. B.
Kasapun, A. A. TapacoB. — DnekTpoH. JaH. — MockBa
: UsmatensctBo KOpaiit, 2018. — 309 c.
domuuée B.M. Kpunrorpadpudeckre METOAbI 3aIIUThl  |JOMOJHUTEIIbHASL - ObC KOpaiit
mHpopmaiuu B 2 4. Yacte 2. CHcTeMHBIE U IPUKIIAIHbIC
acniekTsl : yueOHuk / B. M. ®omuués, /. A. MenbHUKOB
; oA penakuueit B. M. ®omuuépa. — DIEKTPOH. JaH.
— Mockga : UznatensctBo Opaiit, 2018. — 245 c.
BacunseBa 1.H. Kpunrorpaduueckne MeToAbI 3aIIUTH  |TOTIOTHUTEIbHAS — OBbC Opaiit

Tabmuua 9.1.2 — Ilepeuenn coBpeMeHHbIX TpodeccnoHanbHbIX 06a3 naHHbIX (CITBJ1)

Ne

Hanmenosanue CIIB]]

Dnekrponnas oudarorexa Grebennikon.ru — www.grebennikon.ru

Hayunast snextponnas 6ubnmmoreka eLIBRARRY — www.elibrary.ru

Hayunast snextponnas 6ubianoreka KubdepJlenuka — www.cyberleninka.ru

basa nanueix [TOJITIPE]] CipaBounuku — Www.polpred.com

OB IW|IN|F

ilibrary.org

baza nanaeix OECD Books, Papers & Statistics na mnarpopme OECD iLibrary — www.oecd-

Ta6mmumma 9.1.3 — [lepeyens nndopmarmorHsix cnpaBouHbix cuctem (MCC)

pecypc CIIOI DY mmm www.garant.ru)

Ne Hanmenosanne MCC

1 |CnpaBounas MpaBoBast cucrema Koncynbrantllimroc (MHCTATUPOBAHHBIN
ecypc CIT6I'DY wmum www.consultant.ru)

2 (CrpaBouHas IIpaBoOBas cucrema «"TAPAHT» (MHCTAUIMPOBAHHBII



http://znanium.com/go.php?id=991903
http://znanium.com/go.php?id=991903
https://www.urait.ru/bcode/413316
https://www.urait.ru/bcode/422366
https://www.urait.ru/bcode/402115
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3 |MudpopmannoHHO-CIIpaBOYHAS cucrema «Kozaekc» (MHCTAUTMPOBAHHBIN
pecypc CII6GIDY mmm www.kodeks.ru)

4 Dnexrponnas oubimoreunas cucrema BOOK.ru - www.book.ru

5 Drexrponnas 6ubanoreunas cucrema DbC FOPAWUT — www.urait.ru

6 [DPnexrponno-oubarorTeuHas cucreMa SHAHUYM (ZNANIUM) — www.znanium.com

7 [Pnextponnas 6ubauorexka CII6I"'DY— opac.unecon.ru

9.2. MarepuajbHO-TeXHUYECKOe o0ecrieyeHne y4eOHOro nmpouecca

Jia peanmuzanuyd JaHHOW AMCLUUIUIMHBI HMEIOTCS CIELMaIbHbIE TOMEIIECHUS JUIs
MPOBEACHUS 3aHATUN JICKIMOHHOTO THUIIA, 3aHSATUH CEMHUHAPCKOrO0 THIMA, TPYMNINOBBIX U
WHAUBUAYAIbHBIX KOHCYJIbTAIMNA, TEKYIIETO KOHTPOJIS U MPOMEKYTOYHON aTTECTaIlH, a TaKKe
MTOMEIIEHUS JIJISI CAMOCTOSTEIIbHON paOOTHI.

Tabmuna 9.2.1 — Ilepeuens nporpammuoro obecneuenus (110)
No i/t Haumenosanue 10
1 Microsoft Windows Professional (KOHTPAKT Ne 244/20 «26» utons 2020 r
Microsoft Office Professional (KOHTPAKT Ne 244/20 «26» urons 2020 1)
7-Zip (freeware)
Oracle Virtual Box (freeware)
OC Kali Linux (freeware)

gl bW

10. OCOBEHHOCTHU OCBOEHUs JUCHUITVIMHBI JJ1s1 UTHBAJIMAOB U JIUL C
OI'PAHUYEHHBIMU BO3MOKHOCTSAMMU 310POBbSA

OOyyeHue oOyyarOUMXcs C OrPaHUYEHHBIMH BO3MOXKHOCTSIMH  3JI0pPOBbSL  IIPU
HEOOXO/MMOCTH OCYIIECTBIISIETCSI Ha OCHOBE QJalTHUPOBAaHHOM paboueil mporpamMmbl c
UCTIOIb30BAaHUEM  CHEIHAIbHBIX METOJOB OOYYeHHS H JAHJAKTHUYECKUX MaTepHajoB,
COCTaBJIEHHBIX C Y4Y€TOM OCOOEHHOCTEH TICUXO(PU3UUYECKOTO pPAa3BUTHS, WHAMBHUIYaTbHbBIX
BO3MOYKHOCTEH M COCTOSIHUS 3/I0POBBS TAKUX 00ydaronuxcs (00yJaromerocs).

B wmensx ocBoeHuss yueOHOM mHporpaMMbl AWCLHUILUIMHBI WHBAIWIAAMHU M JIMIAMH C
OTPaHUYEHHBIMH BO3MOKHOCTSIMHU 37I0POBbsI Y HUBEPCUTET 00ECIICUNBACT:

— JUIl MHBAJIHUJIOB U JIUI] C OTPaHUYEHHBIMH BO3MOXXHOCTSIMU 37I0POBbS 110
3pEHHIO: pa3MENIeHHe B JOCTYMHBIX U OOYYarOIIUXCs, SBISIONIMXCS CIICTBIMHA WU
CJIa0OBUAIIMMHI, MECTaX W B aJalTUPOBAaHHON (opMme CrnpaBOYHON HHGPOpPMALUU O
pacriicaHuM ~ Y4eOHBIX  3aHATHH; TPHUCYTCTBHE  ACCHCTEHTa,  OKa3bIBAOIIETO
oOyyaromemycss HEOOXOIMMYIO TIOMOIb; BBIYCK aJlbTEPHATUBHBIX  (POpMaToB
METOJMYECKUX MaTepHUaoB (KPYMHbIN MIPUDT UK ayauodailiib);

— JUI. MHBAJIUJIOB U JIUI] C OTPAaHUYCHHBIMH BO3MOXKHOCTSIMU 37I0POBbS 110
CITyXY: HaUISKAIIMMHA 3BYKOBBIMHU CPEJICTBAMH BOCTIPOHM3BEIEHUE WH(OPMAIINH;

— JUIs WHBAJIMJIOB U JIMIl C OrPAaHHMYEHHBIMH BO3MOXHOCTSIMH 370POBBS,
UMEFOTIINX HapyIICHUS OTIOPHO-/IBUTATEIILHOTO armrapara: BO3MOKHOCTh
OeCIpensTCTBEHHOTO J0CTyna oO0ydJamomuxcs B y4yeOHbIe IOMEILIEHHs, TyaJeTHbIE
KOMHATBl W Jpyrue TMoMemieHus Kadeapsl, a Takke MNpeOblBaHWEe B YKa3aHHBIX
MOMEIICHUSX.

OO6pa3oBanre 00y4JarOIIMXCSI C OTPAHUYEHHBIMU BO3MOKHOCTSIMU 3/I0POBbSI MOYKET OBITh
OpPraHMU30BaHO KaK COBMECTHO C JPYTUMH OOYYaIOUIUMHCA, TaK U B OTACIBHBIX IPYIIaxX WIA B
OTJIEbHBIX OpPraHU3aLUsX.



http://opac.unecon.ru/
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11. ®OHA OHEHOYHBIX CPEACTB JJIA IPOBEJEHUSI TEKYIIEA U
IMPOMEXYTOYHOU ATTECTAIIUA OBYYAIOIIUXCA 11O JTUCHUITJIMHE

@DOHJ OLEHOYHBIX CPEACTB Ui IPOBEICHHS aTTECTallMd YPOBHS C(HOPMHPOBAHHOCTHU
KOMIIETCHIIM O0OydYalomuxcsi M0 JUCHUIUIMHE O(OpPMIIIeTCS OTACIBHBIM JTOKYMEHTOM U
ABIISIETCS IPUIIOKEHUEM K pabouell mporpamme JTUCHUIUIMHBI (MOIYIIS).



