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1. HEJIb Y 3AJJAYM JUCOUTLIVHBI

Leus (1esM) OCBOGHUS AUCUUIUIMHBL: 1aTh CTYI€HTaM HEOOXOIUMbIE 3HAHHS, YMEHHUS U
HaBBIKM 3aLIUTHI CeTeBBIX MH(OpMAMOHHbIX TexHosoruil (UT) ¢ npumeHeHneM cOBpeMEHHBIX
IpOTpaMMHO-aNNapaTHBIX CPEJICTB, HEOOXOAMMBIE Ui HWCHOJB30BaHUS HX B pabore B
KOMITaHUSX, HYXKIAIOLIMXCS B 3alUTe KOHPUACHIIMAIBHON HH(DOpMauu

3agaun:

- pacIIUpUTh TEOPETHYECKUE 3HAHUS CTYIEHTOB B IPHUKIAIHBIX 00JacTAX 3HAHUN Ui
UCTIOJIB30BaHUS TPH 3aIUTe WHPOPMALUY B KOMITBIOTEPHBIX CETSX;

- copMupoBaTh NPEACTaBICHUS O KOMIIBIOTEPHBIX aTakax U METOAAX UX OOHAPYKEHUS;

- BBIPa0OTaTh MPAKTHUYECKHE HABBIKH BBISBICHUS M aHAIN3A YTPO3;
JaTh CTyJ€HTaM HE00XOAUMBbIE TEOPETUUECKUE CBEACHUS U IPAKTUYECKHE HABBIKK paboThI ¢
COBPEMEHHBIMU CHCTEMaMH OOHApYKEHUSI BTOPKEHHI, CHCTEMaMH 3alIUThl HHPOPMAILIUU B
pas3INYHbBIX CpeAax, B TOM YHUCIE, BUPTYyaJbHON M 00JauHOM.

2. MECTO JUCHUIIJIMHBI B CTPYKTYPE OBPA3OBATEJBbHOM IMPOI'PAMMBbI
Juctunuaa b1.B.JIB. «3amura ceTeBbiX HHOOPMAIIMOHHBIX TEXHOJOTHI» OTHOCUTCS K

BBIOOPHBIM JHUCHIUIUIMHAM YacTH JUCHUIUIMH broka 1 u siBisieTcst 00s13aTeIbHOM /1T OCBOSHUS
oOyJaromuMmcs ocie ux BbIidopa.

3. INTAHUPYEMBIE PE3YJIbTATBI OBYUYEHUSA 110 JUCHUIIVIMHE

[Tnanupyemble pe3ynbTaThl 00yUYeHUs MO JTUCLUIIIMHE, COOTHECEHHBIE C IIAHUPYEMBIMU
pe3ysbTaTaMu OCBOEHHS 00pa30BaTeIbHON MPOrpaMMBbI NpeACTaBlIeHbl B Tabmuie 3.1.

Tabmuma 3.1 — Ilnanupyembie pe3yabTaThl OOyYEHHs] IO JUCIUIUIMHE, COOTHECEHHBIE C
TUTAHUPYEMBIMH pe3yJbTaTaMy OCBOEHHUSI 00pa30BaTeNbHOM MPOrpaMMbl

Kon u HaumeHoBaHMe JTansl IInanupyemble pe3yJibTaThl 00y4eHUsI/ HHINKATOPBI
KOMIECTCHIIUH (l)OpMHpOBaHHﬂ JOCTHKCHUSA KOMHeTeHIII/Iﬁ
BbINIYCKHHUKA KOMHeTeHHHﬁ (HOKaSaTeJ'II/I OCBOCHUA KOMHeTeHHI/II/I)

ITK-1. crioCOGHOCTBIO Bmopoii yposenv | [dexomnosuyus |
BBITIOTHSTH pa6OTBI no | (venybnemmwiii) 3namp TPUHIMAIEL PaOOTHI IPOTPAMMHBIX, IPOrPAMMHO-

amnmapaTHBIX (B TOM YHCIIE KPUIITOrpadUIecKux) 1

i 1IK-1) -2
YCTaHOBKE, HACTPOHUKE ( ) TEXHUYECKUX CPEJCTB 3amuThl nHpopmanuu (C31). 32

U 00CITy>KHBaHHIO (1)(T1K-1)
MMporpaMMHBIX, Ymems: BoITONHATE pabOTHI MO 00CITY)KMBaHUIO
IPOrPaMMHO- MIPOrPaMMHBIX, IPOIPAMMHO-AINIAPATHBIX (B TOM YHUCIIe
allapaTHbIX (B TOM kpunrorpaduuecknx) u rexunueckux C3U. V2(11) (TIK-1)
S Bnaodems: criocOOHOCTHIO BBIOJIHATH PAOOTHI 110 YCTAHOBKE
1 HACTPOIKe MPOrpaMMHBIX, IIPOrPaMMHO-aNnapaTHbIX (B

KPUNTOrpapuIecKux) 1 TOM umcie kpunrorpadguueckux) u rexundeckux C3U. B2
TEXHUYECKUX CPEIACTB (I)(IIK-1)
3aluThl HHGOpMaluu
ITIK-3 criocOOHOCTBIO Bmopoii Aexomnozuyus |
a/IMHHICTPUPOBATD yposens(yznyone é’uamb. HpI/IHHI/IIfIIII;I 3a(ISHI/ITLI MOJICUCTEM HH(POPMAIIMOHHOMN
[OZICHCTEME nnoiit) (ITK-3) -2 ezonacHocTu (Mb) o6bekTa 3aiuThl ¢ HTOMOIIBIO

. nporpaMmmHo-anmapaTHsix cpeacts. 32 (1)(I1K-3)
MH(pOPMALMOHHOM Ymems: apmunnctpuposath noacuctemMsl Ub 00bekTa
0e301acHOCTH 00BEKTa 3alUThI C UCIIOJIB30BAHUEM MPOrPAMMHO-ANNAPATHBIX
3aIIUTHI cpencts. V2(1) (1IK-3)

Bnadems: ciocoOHOCTBIO TUTAHUPOBATH U TIPOBOJIUTH
PEMOHTHO-BOCCTaHOBHTENBHBIE PA0OTHI M MOJICPHU3AIIIIO
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Kon u HammeHOBaHMe JTansl IInanupyemble pe3yJibTaThl 00y4eHUsSI/ HHIMKATOPBI
KOMIIeTEeHIIUN ¢opmMupoBanus JOCTUKEHUSI KOMIIEeTeH Ui
BBINTYCKHHKA KOMIeTeHI i (moxa3aTenar OCBOCHHUSI KOMIIETEHIINH)

nojcucteM Ub oobekTa 3amutel B2 (1)(T1K-3)

IICK-1.2 criocoOHOCTh | Bmopoii yposens | 3namb: JTOCTOMHCTBA M HEJOCTATKH CEPTUGUIMPOBAHHBIX

aJIMAHICTPHPOBAT (venybnennviii) OTIEPAIIMOHHBIX CHCTEM C TOYKH 3peHUst UHPOpMaLMOHHOH
(IICK-1.2) -2 6esonacHoctu 32(1ICK-1.2)
Cp€acTBa 3alIUTEI ' .
Ymems: HacTpauBaTh paboOTy CETEBBIX OTEPAOHHBIX
MHpOpMaLH B cucteM B GezonacHoM pexume V2 (ITCK-1.2)
KOMIIbIOTCPHBIX Bnaoems: ciocoOHOCTBIO aIMHUHUCTPUPOBATEH CPEACTBA
CHUCTEMAX U CETAX 3aMUTHl HHOPMAIUK B KOMITBIOTEPHBIX CHCTEMAaxX M CETAX
B2 (IICK-1.2)

4. OFBEM U CTPYKTYPA JUCHUIIJIMHBI

TpynoeMKOCTh TUCHIUILIMHBI COCTABISET 5 3a4eTHBIX equHull, 180 yacoB, n3 KOTOpHIX 36
YacoOB CaMOCTOSTENIbHOM paboThl 00y4aroIIerocs OTBOIUTCS Ha MOATOTOBKY M 3aIIUTY 9K3aMeHa

dopMa MPOMEKYTOUHON aTTECTAIIMU: K3aMEH / CEMECTD.

Pacnipenenenue onma BpeMeHH 1O TeMaM IO OYHOHM Gopme 0O0ydeHHsl MPEICTAaBICHO B
tabnuie 4.1

Tabnuma 4.1 — Pacnipenenenue ¢hoHaa BpeMeHHU MO TeMaM IUCHUIUIMHBI (ouHas (Gopma
o0OyueHus)

Homep 1 HanMeHOBaHUE TEM O0beM JUCTIUTITIHHBI
(ax. gachl)
KonrakTtHas pabora CPO
31T 113 JIP

1 2 3 4 5
1.1. KoMmproTepHBIE aTaKu U X 0OHApYKEeHHE 1 6
1.2. AHaTM3aTOPHI CETEBBIX MMAKETOB 1 4 6
1.3. CpencTBa CKaHUPOBAHHUS CETH 2 6 6
2.1. MexcereBble SKpaHbl 2 4 8
2.2. BupryanbHble 9acTHBIE CETH 2 4 8
2.3. CucteMbl 0OHAPYKEHUS BTOPIKEHHIA 2 4 6
2.4. Cpencrsa 3aIUTHI rHpOpMaITUH oT 2 6 8
HECAHKIIMOHUPOBAHHOTO JIOCTYIIA
2.5. SIEM-cucremsl 1 4 6
2.6. CHCTEMBI 3allIUTHI OT yTE€YEK 2 10 6
2.7. be3omacHocTh B O€CIIPOBOIHOI cperie 2 8
2.8. be3omacHOCTb JIEKTPOHHOM MOYTHI 1 6
2.9. 3ammura BUPTyaIbHON Cpe/bl 1 6
2.10. be3onacHOCTh OOJIAYHBIX BEIYUCIICHHH 1 6
3.1. PesepBupoBaHUe IEKTPOTTUTAHIIS 1 4
3.2. Pe3epBHOE KOTMPOBAHNUE JAaHHBIX 1 6 6
3.3. OTKa30yCTOMYNBOCTE TUCKOB 1 6
3.4. MeTobl KiIaCTepU3alIUN 1 6

Bcero mo pucummiinne: 24 48 108

*3JIT — 3aHATHS IEKHUOHHOTO THMA, [13 — BCe BUABI 3aHATUH CEMUHAPCKOTO THIA, KPOME J1a00paTOPHBIX
pabor, JIP — maboparopasie pabotsr, CPO — camocTosTepHas paboTa 00yUJaromerocs
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5. COAEPKAHUE PA3JIEJIOB U TEM JUCIHUIIVINHbI

Pa3nen 1. CpencrBa ananusa ceTu

1.1. KomnboTepHble aTAKH M UX O0OHApPY:KeHHUe

OcnoBubie nonsTus. Knaccudukanus arak. OcHoBHbIE THIIBI aTak. CIieHapHii aTakH.
1.2. AHaan3aTopbl ceTeBbIX NAKETOB

Wireshark. TcpDump. Network Monitor.
1.3. CpeacrBa ckaHUPOBAHMSI CeTH

[Tpumeps! ceTeBoro ckanupoBanus. O030p CETEBBIX CKaHEPOB.

Pasnen 2. Cpencrsa 3alIMTHI CeTH

2.1. MexceTeBble IKPaHbI
TexHonorust MexceTeBoro skpaHupoBaHus. @PwuibTpauus mnakeroB. [Ilmo3b
IPUKIATIHOrO YpoBHsA. CpencTBa MEXCETEBOI0 IKPAaHUPOBAHUS

2.2. BupryajibHble YACTHbBIE CETH.
VPN xanansHoro yposus. VPN cereBoro ypoBHs, VPN TpaHCHOpTHOro ypOBHS.
[Tpumepsr noctpoenust VPN.

2.3. CucreMbl 00HApPYKeHUS] BTOPKEHUHA.
O6mue cBenenus. Hanpaenenuss passutuss COB. Knaccudukanus cuctem
oOHapyxeHHsT BTopkeHUi. Cucrema oOHapykeHusi BTopxeHudd Snort. [Tpumepsr
ceprudunupoBanubix COB. Meroasl 06xonxa COB.

2.4.CpencrBa 3amuThl HHGOPMAIMHU OT HECAHKIIMOHMPOBAHHOI'O 10CTYyNA
Secret Net Studio. Dallas Lock. brokxoct-Cets 2.0.

2.5.SIEM-cucrembl
Apxutektypa SIEM-cucrem. Haznauenune n ¢pynkiuu SIEM-cucreM. Apxurekrypa
SIEM-cuctem. O630p mnonymsapasix SIEM-cucrem. Cucrema OSSIM. 0O630p
cymectByromux SIEM-cucrem.

2.6. CuCcTeMBI 3aIIHUTHI OT yTe4YeK
Hasnauenne wu ¢ynkuun DLP-cucrem. Apxurekrypa DLP-cuctem. O630p
nonynsipabix DLP-cucteM. Cucrema Falcongaze. Cuctema Infowach.

2.7.be3onacHOCTh B 0eCIIpOBOHOI cpee
besonacHocts cranmapra IEEE 802.11. BesomacHocts TexHosnoruu Bluetooth.
bezonacnocte B cerax IEEE 802.16. OOHapyxeHue BTOp)KEHHMH B OECIPOBOJIHYIO
CETbh.

2.8.be30nacHOCTb 31eKTPOHHOM MOYTHI
[Tporokoisl asekTporHOl moutel - SMTP, POP3, IMAP4. Criam. CpencTBa 3aIuThl
AJIEKTPOHHOM OYTBHI.

2.9.3ammTa BUPTYaJIbHOIi Cpeabl
[Ipobnema obecreueHuss 0e30MacHOCTH BUpPTyaldbHOH cpeasl  HopmaTuBHBIE
JOKYMEHTBHI MO 3alluTe BHUPTyadbHOU cpenapl. CpeacTtBa 3amuThl MHGOpPMaAUU
w1aThopM BUPTYAIN3ALIUH.

2.10. Be3onacHOCTh 00JJAYHBIX BHIYHCJIEHU
[TpeanochUIKy MOSBIEHUS U PAa3BUTUS OOJIAYHBIX BBIYMCICHUNA. Buabl o0mauHbIX
yciyr.  Yrpo3sl 6e3omacHOCTH B obnake. OpraHu3aldoOHHbIE MEPbI U CpelCTBa
3amuThl HHGopMalu B 001ayHON cpene. OCOOEHHOCTH MPOBEACHUS MEPOIIPUATUI
no 3amure MC Ha ocHOBe 001auHbIX TexHosorui B Poccuu.

Pa3nea 3. 3amuTa ceTreBoro 000pyaoBaHus OT Kpaxa

3.1. Pe3epBupoBaHue 3JIeKTPONUTAHUS
Hctounuku Gecriepe0oiHOro MuTaHus. ABTOHOMHBIE T€HEPATOPHI.
3.2. Pe3epBHOE KONIMPOBAHUE TAHHBIX
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Uro cnegyer KONMpPOBATH.
CJIeTyeT BBIMOJIHATH PE3ePBHOE KOMMPOBAHHE
3.3. OTKa30yCTONYMBOCTH JUCKOB
RAID yposns 1. RAID yposnst 3. RAID ypoBHs 5.
3.4. MeToasb! Ki1acTepu3auuu
Knacteppl ¢ 0OalaHCUPOBKOW Harpy3KkH.
BBIYUCIICHUS.

BrerancnurensHbIe KJIIaCTCPhI.

Korna BbeIMONHATE pe3epBHOE KomuposaHue. Kak

Grid-

6. SAHATUA CEMUHAPCKOI'O TUITA
Ta6mmma 6.1 — [pakTuueckue 3ausatus/CemMuHapckue 3anatus/JIabopaTopHbie pabOThI

Bun 3ansatus/HanmeHnoBanue
Ne tembl Tewma 3aHsTUSA
OLIEHOYHOI'O CPEJICTBA
1 2 3
1.2. |Pabora ¢ Wireshark. TcpDump. Network Monitor. Nmap. 13, Pemenne npakTHYECKUX
3aja4, OT4EeT
1.3. |Pabora ¢ XSpider, MaxPatrol, BC-ckanep I13, PemreHre MpakTHYECKUX
3agad, oTueT, MHnuBuyaspHOE
3aganne Ne 1
2.1. |Hacrpoiika mexceteBoro skpana Comodo 13, Pemenne mpakTHYECKUX
3aja4, OTYeT
2.2. |VPN VIPNET: co3nanue TyHHENSI U TOXYTYHHES 13, Pemenne mpakTHyeCKuX
3aja4, OT4eT
2.3. |Hacrpotiika u npumeneane COB Snort 13, Pemenne mpakTHYECKUX
3aja4, OTYeT
2.4. |Pabora c Secret Net Studio. Dallas Lock. Boxxocr-Cets 2.0 |13, Pemenue npakTuueckux
3aja4, oTueT, MHIuBUIyaIpHOe
3agaHue Ne 2
2.5. |Hcyuenue pabotel SIEM-cuctemer OSSIM I13, PemeHne mNpakTHYECKUX
3a]a4, OT4ET
2.6. |Uzyuenne DLP-cuctemsr Falcogaze [13, Pemenne mTPaKTHIECKUX
N3yuenne DLP-cucremsr Infowach 3aj1a4, OTYET
3.2 |Cosnanue pesepBubix konuii B Windows Server 2016 I13, PemeHne mNpaKTHYECKUX
3aja4, OTYET

13 — npaktudeckue 3anstust, C3 — cemuHapckue 3aHstus, JIP — mabopaTopHsie paboTh

7. METOAUYECKHUE YKA3AHUSA VIS OBYYAIOIIIUXCS

7.1. MeToan4yeckue yKasaHus 1Js1 00y4arouierocsi o 0CBOCHHUI0 1M CIUNINHbI

st hopMupoBaHMs UETKOTO MpeICTaBlIeHUsI 00 00beMe U XapakTepe 3HaHUM U YMEHUH,
KOTOpBIMM Hajgo OyneT oBjJaJeTh MO0 [AUCHUIUIMHE B CaMOM Hadaje ydeOHOoro Kypca
00yyYaromuics 10KEeH 03HAKOMUTBCS ¢ y4eOHO-METOJMUECKON JOKYMEHTAIUEH:

- paboyeil mporpaMMoil TUCHUIUIMHBL: C LEISIMHU U 3a/ladaMH JUCIUILINHBI,
€e CBSI3SIMU C IPYTMMH JTUCHUIUIMHAMUA 00pa30BaTeIbHON MPOTrPaMMBbI, IEPEYHEM 3HAHUM

U YMEHHH, KOTOPBIMH B IIPOLIECCE OCBOEHUS JUCHMIUIMHBI JOJDKEH BIAACThH

oOyyJaromnuics,

- MOPAJKOM  IIPOBEACHUS

MPOMEKYTOYHOM aTTECTALINH;

— rpauKOM KOHCYJIbTAIU MpernoaaBateneit kapeapsl.

CucremMaTyeckoe BBINOJIHEHHWE Y4YeOHOHW pabOThl Ha 3aHATHSX JIGKIMOHHBIX U
CEMHUHApCKUX THUIIOB, a TaKXe BBIIOJHEHUE CaMOCTOSITENIBHONM pabOThl MO3BOJIUT YCHEIIHO
OCBOUTb AUCLUILINHY.

B npouiecce ocBoeHUs AUCHUTIIMHBI 00YyYaIOLIUMCS CIIETYET:

- CJIyIIaTh, KOHCIIEKTUPOBATh U3J1araeMplii IIpernojaBaTesieM MaTepuanl;
- CTaBUTh, OOCY)XJaTh aKTyajbHbIE MPOOIEMBbI Kypca, ObITh aKTUBHBIM Ha
3aHATHSAX;

TCKYIICTO KOHTPOJIA yYCII€eBaCMOCTHU u
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- 3a1aBaTh IMPCNOAABATCIIO YTOYHAIOMIUC BOIPOCHI C MCJIbKO YACHCHHA

TEOPETUYECKUX MOJIOKEHUH;

- BBITIOJIHATH 3aJaHus MPAKTUYCCKUX 3aHATHI IIOJTHOCTBIO n

YCTaHOBJIEHHbBIE CPOKHU.

[Ipun 3arpyaHeHHMsIX B BOCIPHUSATHU MaTepuaja CleqyeT OOpaTUThCS K OCHOBHBIM
JUTEepaTypHbIM HcTOuHUKaM. Ecim pa3oOpaTbcs B Marepuaie HE yAaloch, TO OOpaTHTCA K
JexTopy (Mo rpaguKy ero KOHCYNbTALUW) UM K MPENoAaBaTelo Ha 3aHATUSAX CEMHUHApPCKOIro
THIIA.

OOyuvaromumMcs, NPOMYCTUBLUINM 3aHATHUA (HE3aBUCHUMO OT MPUYMH), HE HMEIOIIUM
MUCBbMCHHOI'O PCIICHHUA 3a4a4 WJIM HC MOATOTOBHUBIIMMCH K JAHHOMY 3aHATHUIO, pPCKOMCHAYCTCA
HE TIO3KE 4YeM B 2 - HEACNbHBIM CpPOK SBUTHCS HA KOHCYJIbTALMIO K MPENOAAaBAaTENIO0 U
OTUYUTATHCA I10 TEMC.

7.2. Opranu3anusi CaMOCTOATEJIbHOI PadoThI

[Tog camoctosTenbHONM paboTol OO0y4aromUXCs TMOHUMAETCs IUIaHupyeMas paboTa
oOyJaromuxcsi, HampaBleHHass Ha (OpPMHUpPOBaHHE yKa3aHHBIX KOMIIETEHIUH, BBHIMOIHIEMAas BO
BHEAYAUTOPHOE BPEMsI TI0 3aJIlaHHUIO M TIPYU METOAMYECKOM PYKOBOJICTBE IpenoaBares, 0e3 ero
HEMOCPEJACTBEHHOTO yYacTHsI.

Metoanyeckoe 0OecredeHne CaMOCTOSITEIbHONH pabOThl MPU HATHMYUU OOYYaOLIMXCS
JUI] C OrPaHUYEHHBIMH BO3MOXKHOCTSMH TMpEICTaBisieTcs B ¢opMax, aJdanTUPOBAHHBIX K
OrpaHUYCHHAM UX 300POBbA.

Bunel camoctosTenbHON paboThI O AUCHUILTUHE NPeACcTaBlIeHbI B Tabmuie 7.2.1.

Tabmuna 7.2.1 — Opranu3zaius caMmoCTOSITeNbHOM paboThl 00yUaromerocs
Ne
TEMBI

1 2
1.2. |[loaroToBka K BBIMOJIHEHUIO M 3aIIUTE OTYETA I10 BHIMOJIHECHUIO IPAKTUYCCKOTO 3aJaHHsI.
[lonroroBka K HK3aMeHy.
1.3. |[loxroroBka K BBHIOJHEHUIO KOHTpoJbHOU ToukH 1. IloaroToBka k sK3aMeHy.
2.1. |[ToaroToBka K BBIMOJHEHHUIO U 3aIUTE OTYETA O BHIMOJHECHUIO IPAKTUYCCKOTO 3aJaHUs.
IToaroroBka K 3K3aMeHy.
2.2. |l[loaroroBka K BHIMOJHEHUIO U 3aIIATE OTYETA O BHIMTOJHEHUIO IPAKTUYECKOTO 3aJaHMsl.
[lonroroBka K 3K3aMeHy..
2.3. |[ToaroroBka K BBIMOJHEHHUIO U 3aIIUTE OTYETA O BHIMOJHCHUIO IPAKTUYCCKOTO 3aJaHUs.
IToaroroBka K 3K3aMeHy
2.4. |[ToaroroBka K BBINOJIHEHUIO KOHTPOJLHOM ToukH 2. [ToAroTOBKA K 9K3aMEHY
2.5. |[ToaroroBka K BHIMOJHEHUIO U 3aIATE OTYETA MO BHIMOJIHEHUIO IPAKTUYECKOTO 3aJaHMUs.
[loaroroBka K HK3aMeHy.
2.6. |[ToaroroBka K BBIMOJHEHHUIO U 3aIUTE OTYETA O BHIMOJIHECHUIO IPAKTUYCCKOTO 3aaHHs.
IToaroroBka K 3K3aMeHy.
2.7. |lloarotoBka K HK3aMeHY.
2.8. |[loaroroBka K PK3aMeHY.
2.9. |[loaroroBka k sK3aMeHYy.
2.10. |[ToaroroBka K 3K3aMeHY.
3.1. |[ToaroroBka K PK3aMeHY.
3.2. |[ToaroroBka K PK3aMeHY.
3.3. |[loaroroBka k K3aMeHY
3.4. |[ToaroroBka K PK3aMeHY.
Kaxnet Bug CPO, ykazanubeii B Tabmume 7.2.1 obOecnedeH METOAMYECKUMU
MaTepruaiamMmu.

Bun camocTosTenbHOM paboOThI




8. OBPA3OBATEJ/IBHBIE TEXHOJIOT A

B npenonaBaHuM AMCLUIUIMHBI HCHOJNB3YIOTCS pa3HOOOpa3Hble 00pa3oBaTeIbHbIE
TEXHOJIOTHM KaK TPaJULUOHHBIE, TAK U C IPUMEHEHUEM AaKTUBHBIX U MHTEPAKTUBHBIX METOJOB
00yJeHUsI.

AKTUBHBIC U HHTEPAKTUBHBIE METO/IbI 00YyUEHUS:

K WHTepakTUBHBIM MeETOAAM OOYYEHHUS OTHOCUTCSI BBIINOJHEHHWE WHAWBUIYaJIbHBIX
3ananuil Ha I1K B xoze mabopaTopHbIX padOT B BUPTYaJIbHOM Cpeie U CaMOCTOSITEIbHON paOdoThI
1o temam 1-6.

Beinonnenne uaauBUAyanbHbIX 3anaHui Ha IIK nmpennosaraer BeIOJHEHHE 3a1ad IO
U3YyYEHHIO IPOLECCOB MHCTAULIMU M HAcTpoWku pasznuuHblx OC, paboThl MOib30BaTENs U
aJIMUHUCTpATOpa AJIsl oOecreueHus: HHPOPMaIMOHHOW 0€30MaCHOCTH ONIEPALIMOHHON CPEIBI.

9. PECYPCHOE OBECINEYEHHUE JUCIIUITJIMHbI
9.1 YueoHO-MeTOAUYecKOe U HHPOPMAIIHOHHOE 00ecTiedeHne U CIUTITHHBI

Tabmuna 9.1.1 — YueOHO-MeTOAUUECKOE 00€eCIIeUeHNE JUCIUITINHEL

KHuroo6ecneueHHOCTH

Bubdauorpaguyeckoe onucanue u3JaHUsA OH((:J":[}I-[[(I)/I”B:(:?[:;EIH Kou-Bo.
(aBTOp, 3ar;1aBHe, BHJ, MECTO M roJ H3IaHHs, KOJI. CTP.) a K3. B | DJIEKTPOHHbIE
JmTeparypa om0 pecypchbl
CIlloIy
UepHoxHrkHBI [.M. 3amuTa ceTeBbIX HHPOPMAIIMOHHBIX OcHoBHas -
TEeXHOJIOTHI: yueOHoe nocodue . — Cankt-IletepOypr: U3n- 35 OPAC.LUNECON.
Bo CIIOI'DY, 2018. — 132 ¢. — CBeneHuUs AOCTYITHBI TAKKe RU

o MutepHety: opac.unecon.ru .

UepHokuwxkHbiii ["M. Beraucnutensasie cetd. KoHTponib

0e30MacHOCTH B~ KOMIIBIOTEPHBIX  CETSIX:  y4eOHoe OcHoBHad >
nocooune.— Cankt-IlerepOypr: U3n-so CIIGIDY, 2016 .— 35 OPAC.UNECON.
97 c.— CseneHuss nAOCTynHbl Takke 10 MHTepHeETy: RU

opac.unecon.ru.

UepaokHmwkHBIN [.M. Onepanronnsie cucreMbl: yueOHoe | JlomonHuTenbHas

nocobue / I'.M.Yepnokumwxusiii, 1.H.BacunseBa — Cankr- =
[lerepOypr: U3a-Bo CII6I'DY, 2018. — 176 c.— CBenenus 25 OPAC'EEECON'
TOCTyIHBI Takxke no MHTepHeTy: 0pac.unecon.ru .

[anprun B.®. KowmmnekcHas 3amura wHpopManuu B| JlomonHuTebHAS https://znanium
KOPIIOPAaTUBHBIX CHCTEMax : ydeOHOoe mocobue . — - .com/catalog/d
OnektpoH. nad. — M. : U] «®OPYM»y : UHOPA-M, 2020. ocument?id=35
— 592 c. 8722

Tabmuna 9.1.2 — [lepeuens coBpeMeHHBIX npodeccruoHanbHbIX 0a3 gqanHbx (CIIBJI)

HaumenoBanue CIIB]]

Dnekrponnas oudanorexa Grebennikon.ru — www.grebennikon.ru

Hayunast snextponnas 6ubnmmnoreka eLIBRARRY — wwwe.elibrary.ru

Hayunast snextponnas 6udnmnorexka KubepJlennaka — www.cyberleninka.ru

baza nanneix [TOJIIIPE/] CnipaBounuku — www.polpred.com

basa nanueix OECD Books, Papers & Statistics na miargopme OECD iLibrary — www.oecd-
ilibrary.org

IS N =



http://opac.unecon.ru/elibrary/2015/ucheb/%D0%97%D0%B0%D1%89%D0%B8%D1%82%D0%B0%20%D1%81%D0%B5%D1%82%D0%B5%D0%B2%D1%8B%D1%85%20%D0%B8%D0%BD%D1%84%D0%BE%D1%80%D0%BC%D0%B0%D1%86%D0%B8%D0%BE%D0%BD%D0%BD%D1%8B%D1%85.pdf
http://opac.unecon.ru/elibrary/2015/ucheb/%D0%97%D0%B0%D1%89%D0%B8%D1%82%D0%B0%20%D1%81%D0%B5%D1%82%D0%B5%D0%B2%D1%8B%D1%85%20%D0%B8%D0%BD%D1%84%D0%BE%D1%80%D0%BC%D0%B0%D1%86%D0%B8%D0%BE%D0%BD%D0%BD%D1%8B%D1%85.pdf
http://opac.unecon.ru/elibrary/2015/ucheb/%D0%97%D0%B0%D1%89%D0%B8%D1%82%D0%B0%20%D1%81%D0%B5%D1%82%D0%B5%D0%B2%D1%8B%D1%85%20%D0%B8%D0%BD%D1%84%D0%BE%D1%80%D0%BC%D0%B0%D1%86%D0%B8%D0%BE%D0%BD%D0%BD%D1%8B%D1%85.pdf
http://opac.unecon.ru/elibrary/2015/ucheb/%D0%92%D1%8B%D1%87%D0%B8%D1%81%D0%BB%D0%B8%D1%82%D0%B5%D0%BB%D1%8C%D0%BD%D1%8B%D0%B5%20%D1%81%D0%B5%D1%82%D0%B8.pdf
http://opac.unecon.ru/elibrary/2015/ucheb/%D0%92%D1%8B%D1%87%D0%B8%D1%81%D0%BB%D0%B8%D1%82%D0%B5%D0%BB%D1%8C%D0%BD%D1%8B%D0%B5%20%D1%81%D0%B5%D1%82%D0%B8.pdf
http://opac.unecon.ru/elibrary/2015/ucheb/%D0%92%D1%8B%D1%87%D0%B8%D1%81%D0%BB%D0%B8%D1%82%D0%B5%D0%BB%D1%8C%D0%BD%D1%8B%D0%B5%20%D1%81%D0%B5%D1%82%D0%B8.pdf
http://opac.unecon.ru/elibrary/2015/ucheb/%D0%9E%D0%BF%D0%B5%D1%80%D0%B0%D1%86%D0%B8%D0%BE%D0%BD%D0%BD%D1%8B%D0%B5%20%D1%81%D0%B8%D1%81%D1%82%D0%B5%D0%BC%D1%8B.pdf
http://opac.unecon.ru/elibrary/2015/ucheb/%D0%9E%D0%BF%D0%B5%D1%80%D0%B0%D1%86%D0%B8%D0%BE%D0%BD%D0%BD%D1%8B%D0%B5%20%D1%81%D0%B8%D1%81%D1%82%D0%B5%D0%BC%D1%8B.pdf
http://opac.unecon.ru/elibrary/2015/ucheb/%D0%9E%D0%BF%D0%B5%D1%80%D0%B0%D1%86%D0%B8%D0%BE%D0%BD%D0%BD%D1%8B%D0%B5%20%D1%81%D0%B8%D1%81%D1%82%D0%B5%D0%BC%D1%8B.pdf
https://znanium.com/catalog/document?id=358722
https://znanium.com/catalog/document?id=358722
https://znanium.com/catalog/document?id=358722
https://znanium.com/catalog/document?id=358722

Tabmuna 9.1.3 — Ilepeuens nnpopmaroHHbIx cpaBounbix cucteM (MCC)

No Hanmenosanne MCC

1 (CopaBounas paBoBast cucrema KoncynprantlLitoc (MHCTAIITMPOBAHHBIN
pecypc CIIOIDY unu www.consultant.ru)

2 |CrpaBouHast rpaBoBas cucrema «"APAHT» (MHCTAIITUPOBAHHBII
pecypc CIIOIDY unm www.garant.ru)

3 [MudopmanroHHO-CIIpaBOYHas cucrema «Koneke» (MHCTANIMPOBAHHBII

pecypc CIIOIDY unmm www.kodeks.ru)

DiekrponHas oubmuoreunas cucrema BOOK.ru - www.book.ru

DrexTponHas 6ubanoreunas cucrema DBC FOPANUT — www.urait.ru

DnekTponHo-6ubMoTeuHast cuctema SHAHUYM (ZNANIUM) — www.znanium.com

~N| oo~

DnexrponHas oubnmorexa CII6I"2Y— opac.unecon.ru

9.2. MarepuajabHO-TEXHHYECKOE 00ecrieueHne y4eOHOro npouecca

Jnisa peanu3zanuyd JaHHOW AMCHMIUIMHBI HMEIOTCS CHEIHalbHbIE IOMEIIEeHUs JJIs
MPOBEACHUS 3aHATUI JICKIIMOHHOTO THUIA, 3aHSATUH CEMHUHAPCKOrO THIA, TPYIIOBBIX H
WHAUBUAYAIbHBIX KOHCYJIbTAIMMA, TEKYIIIETO KOHTPOJS U MPOMEKYTOYHON aTTeCTaIlH, a TaKKe
MIOMEIIEHUS JIJISI CAMOCTOSTEIIbHON paOOTHI.

Tabmuna 9.2.1 — Iepeuens nporpammuoro odecrieuenus (I10)
Ne ni/mn Hanmenosanue [10
1 Microsoft Windows Professional (KOHTPAKT Ne 244/20 «26» utonst 2020 T
2 Microsoft Office Professional (KOHTPAKT Ne 244/20 «26» urons 2020 r)
3 7-Zip (freeware)

10. OCOBEHHOCTH OCBOEHHWA JMCHUIIJIMHBI 1J151 UTHBAJIMAOB U
JIML C O'PAHUYEHHbBIMH BO3MOXKHOCTAMMU 310POBbSA

OOyuenne O0O0ydJarOLMXCAd C OrPAaHUYEHHBIMH BO3MOXHOCTSIMH  3/I0pPOBbSl  IpU
HEOOXOJMMOCTH OCYILECTBIISIETCSI Ha OCHOBE aJalTHPOBAHHOW paboyeil mporpaMMmsl ¢
UCTOJIb30BAaHUEM  CHEIMAJIbHBIX METOJO0B OOYy4eHHUS M JAMJAKTHUECKHUX MaTepHajos,
COCTaBJICHHBIX C YYETOM OCOOEHHOCTEM MNCUXO(U3NUECKOIO Ppa3BUTHUS, WHAMBHUIYaJTbHBIX
BO3MOXKHOCTEH U COCTOSHUS 3/10pOBbS TAKUX 00ydaronuxcs (00yyaromerocs).

B nenax ocBoeHuss yueOHOM mIporpaMMmbl AMCHMIUIMHBI HHBAJIWJAMH W JIMLIAMHU C
OTPaHUYEHHBIMU BO3MOXXKHOCTSMU 37I0POBbsl Y HUBEPCUTET 00ECIICUNBACT:

— JUTSL UHBAJIMJIOB U JIUIl C OTPAaHUYEHHBIMH BO3MOKHOCTSIMH 3/I0POBBS 110 3PEHUIO:
pasMelleHre B JIOCTYMHBIX sl 0Oy4YaromMXcsl, SBISIOMMXCSA CIENBIMU WM CIa0OBUIAIINMU,
MecTaXx M B aJanTHPOBaHHOW ¢opMe crpaBOYyHOM HHGPOpPMAIMU O paclHUCaHUU Y4EeOHBIX
3aHATUI; NPUCYTCTBHE ACCUCTEHTA, OKAa3bIBAIOLIETO0 O0YyYaroleMycs HEOOXOIUMYIO IOMOIIIb;
BBIMIYCK aJbTEPHATUBHBIX (OPMATOB METOJUYECKHX MaTepuanoB (KpymHbBIM MpudT wiIn
ayauogaiiie);

— JUISL UHBAJIMJIOB U JIUI C OFPAaHUYEHHBIMH BO3MOXKHOCTSIMHU 3/I0pPOBbS 1O CIYXY:
Ha/IJIeKAIMMU 3BYKOBBIMH CPEJCTBAMHU BOCIIPOM3BEICHUE HH(POPMALINY;

- JUI MHBAJINJIOB U JIML[ C OrPAaHMYEHHBIMH BO3MOXKHOCTSAMH 3JJ0POBbs, UMEIOIIUX
HapyLICHUs. OMOPHO-IBUTATEIBHOTO armapara: BO3MOXKHOCTb OECIpEeNnsITCTBEHHOTO JIOCTYIIa
o0yyaroImuxcs B yueOHbIE IOMEIIECHNUS, TyaleTHble KOMHATBI U IpYrHe MoMeleHus Kadeapsl, a
TaKXe MpeObIBaHUE B YKA3aHHBIX TOMEIICHUSX.


http://opac.unecon.ru/
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O6pa3zoBanue 00y4yarOMUXCsl C OTPAaHUYEHHBIMU BO3MOXHOCTSIMH 370POBBSI MOXKET OBITH
OPraHU30BaHO KaK COBMECTHO C JIPYTUMH OOYYaIOUIMMUCS, TaK U B OTJCIBHBIX TPYIIaxX WIN B
OTJENBHBIX OPTaHU3aALUSAX.

11. ®OHJ] OLEHOYHBIX CPEJCTB JJIsl IPOBEJAEHUS TEKYILENR U
MPOMEKYTOYHOM ATTECTALIUU OBYYAIOILIMXCSI O JUCLUNIIUHE

@DOHJT OLEHOYHBIX CPEACTB Ui IPOBEICHHS aTTECTallMd YPOBHS C(HOPMHPOBAHHOCTHU
KOMIIETCHIIM O00ydYalomuxcsi M0 JUCHUIUIMHE O(OpMIIIeTCS OTACIBHBIM JTOKYMEHTOM U
ABIISIETCS IPUIIO’KEHUEM K pabouelt mporpamme JTUCHUIUIMHBI (MOIYIIS).



