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1. HEJIX OCBOEHUSA U CIHHUIIJINHBI

Hean:

I/I3yquHe MMPUHIUIIOB TOCTPOCHHUA U IMMPAKTUYCCKOTIO MPUMCHCHU A
KPUNTOTrpaguUECKUX MPOTOKOJIOB JUIS PEHICHHS POPECCUOHATIBHBIX 3a1a4 B
obnacTr HHOOPMAIIMOHHON OE30ITACHOCTH.

2. MECTO JUCHUILJIMHBI B CTPYKTYPE OBPA3OBATEJILHOM
IHPOI'PAMMBI

Jucrumunaa b1.0 Kpunrorpaguueckue mpoToOKOIbl OTHOCUTCA K 00s3aTeIbHON

gactu bioka 1.

3. INTAHUPYEMBIE PE3YJIBTATBHI OBYUYEHUA 110 JUCHUITVIMHE

Koa u HaumeHoBaHue Kon n
I[Inanupyemble pe3yJbTaThl 00y4eHUs MO
KOMIETEHIUH HAMMEHOBaHUeE
TUCIUTLIMHE
BBIITYCKHUKA HHIMKaTOpa
JAOCTHKEHHSI
KOMIIeTEeHIIU I
OIIK-1.3 - Cnocoben OI1K-1.3-02 - 3namv: [lpunyunet nocmpoenuss u OCHO8HblE MUNbl
obecneuusamov 3auumy Cnocoben Kpunmoepaguueckux npomoxonos, obecneuusaemvie
uHpopmayuu npu pabome ¢ | HacmMpaugamv u UMY  cepsucsl 6e30naAcHOCmU, OCHOBHbIE AMAKU HA
bazamu 0anHwix, npu UCTIOTB306ATND Kpunmozpagpuyeckue npomoxoasl
nepedate no nPOSPAMMHO- 5
Yumems: Ilposooumv ananus, 6vib6op u HACMPOUKY
KOMNbIOMEPHBIM CemsIM annapammvle
cpedcmea Kpunmozpagpuyeckux — napamempos — 3aujUUeHHbIX
. | cemesvix npomoKon0s8, cpedcms Kpunmocpaguyeckoii
KpURmMozpagpuueckoi
saugumb: sauumaol UHGopMayuu OJis peuieHus: RPOPECCUOHATIbHBIX

ungopmayuu 8
KOMNBIOEPHBIX
cucmemax u cemsx

3a0au.

Braoems: nagvikamu nacmpouixu u npumeneHus: cpeocma
Kpunmoepaguueckoil  3awumuvl  uHpopmayuu 8
KOMNbIOMEPHBIX CUCIEMAX U CemsiX.

IIK-1 - Cnocoben
VAPAGNSIMb
DYHKYUOHUPOBAHUEM
NPOCPAMMHO-ANNAPAMHBIX
cpedcme 3auumal
ungopmayuu 8
KOMNbIOMEPHBIX CUCTHEMAX
u cemsx

1IK-1.2 - Cnocoben
Hacmpausams u
UCTONL306AMb
nPOCPAMMHO-
annapammvle
cpedcmea
KpUnmozpagpuyeckoi
3auumul
ungopmayuu 6
KOMNbIOMEPHBIX
cucmemax u cemsix

3uams: [Ipomokonvr aymenmuguxayuu, pacnpeoenenus
KaoYell, 00Ka3amenbcmed ¢ HYyIesblM pa3lauleHueM,
yughposotl noonucu, yuppoeswvix 6anom

Ymemu: npumenamo mexnonocuu yugposoi noonucu u
yugposoil cepmugurayuu 015 peuteHuss NPaKmu4ecKux
3a0ay nPoghecCUOHANbHOU OesTMENbHOCTU.

Braodemy: nasvixamu passepmulganus u ucCnOIb308aHUS.
ungpacmpyxmypui OMKPLIMbIX
KOpRoOpamueHoll cpeoe.

Kaoyuell 8

4. CTPYKTYPA U COAEPKAHUE JUCHUIIJIMHBI*

Homep n

Coaep:xanue TUCHUILTHHBI

O0BLeM TUCIHUILINHDI
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HAMMEeHOBaHUe
TeM U/WIH
pa3aesioB/TemM

(akageMHn4YecKue 4achl)

KonrakTHas

paborta

3JT

3

JIP

CPO

Paznen 1. OcHoBHBbIe KpUNITOrpauyeckne NPOTOKOJIbI 1 METOAbI peajn3alui Kpunrorpaduyieckoi

3aIUTHI.

Tema 1. OcHOBEI
TEOPHH
KpUTITOTpadUIeCKU
X TIPOTOKOJIOB.

Kpunrorpadguueckue PUMUTHBBI u
Kpunrorpaduueckue IIPOTOKOJIBL. Bunsr
Kpunrorpapuueckux mnpoTokosoB. dopmanbHoe
OITHCaHue IPOTOKOJA. Komnpomerarust
npoTokosia. Buasl atak Ha Kpunrorpaduueckue
IPOTOKONBI. MeToasl  aHaimM3a  IMPOTOKOJIOB.
OcHOBHBIE  MMOAXOJBl K  KOHCTPYHUPOBAHMIO
0€30MacHbBIX IPOTOKOJIOB.

Tema 2. BoipaboTka
KpUITOTpadHIECKO

ro KJII0Ya Ha OCHOBE
apos.

[Ipobnema moxbopa maposnss. ATaka Ha OCHOBE
pamyXHbIX TaOnul. AJTOPUTM  BBIPAOOTKHU
Kpunrorpaguueckoro  Kio4Ya W3 [apods.
Oynkuun  auBepcudukanuu  kimroda PBKDEF2,
scrypt. Konrtpons unenoctHoctu PBMACI u
mdpoanue PBEC2. [IpakTuyeckue peanuzanuu
MIAPOJILHOM 3aIMTHI KJII0YeBOH HH(POpMAITUH.

Tema 3. [IpoTokomsl
ayTeHTU(UKALIH.

[Ipocreiimue MPOTOKOJIBI OJHOCTOPOHHEH
ayTeHTH(UKaUMU ¢ TpeApacnpere’ICHHbIM
kioyoM. [laponbhast ayrentuduxanus. Cxemsl
ayTeHTH(UKaIMU BUAA «3aIpPOC - OTBET».
WNHTepakTHUBHBIE CUCTEMBI JO0Ka3aTeNbCTB C
HYJIeBBIM pasriameHueM. AyTeHTH(UKanus c
HyJIeBbIM pasriameHueM. CBs3b MPOTOKOJIOB
ayTeHTH(UKAMU C HYJIEBBIM pasrialleHueM |
cxeM nudpoBoi moaAnucu. MeTobl aHalu3a CXeM
ayTeHTH(UKaLWH.

Tewma 4.
Yupasnenue
KpUNTOrpaduIecKu
MU KJTIOYaMH.
[TpoToko:ms
pacnpeneneHus
KJIFOYEH.

Bunel mpoTOKONOB  pacmpeneneHus  KItoueH.
JlenieHTpanu30BaHHOE U IIEHTPAIM30BAHHOE
pacnpenenenue kiatoueid. CBOHCTBa MPOTOKOJIOB
pacnpeneneHus — Kiaroded.  Bompoc-oTBeTHbIE
MPOTOKOJIBI pactipeaeneHus kitoueit. [IpoTokonsr
pacripeiesieHust KItouel ¢ TOBEPEHHBIM IIEHTPOM,
OCHOBaHHBIE HA CHMMETPUYHBIX KPUIITOCUCTEMAX.
IMporoxon Kerberos. Pacmmpenue mnpoTokona
Kerberos PKINIT it HUCIIOJIL30BAHUS
KpunTorpaguu ¢ OTKPBITEIM KitouoM. [IpoTokomn
Hudbdu-Xomimana COTJIACOBAHUS o01ero
CEKPETHOTrO KJItoua 1 ero 00001eHus. [Iporokossl
MTI u STS. Ilporokonsr EKE mmdppoBanHOTO
00MEHa CEaHCOBBIM KJIFOUOM Ha OCHOBE MapoJisl.

Tema 5.
3anumnieHHbIe
CETEBBIE
MPOTOKOJIBI.

Peanuzanus 3amuineHHON Nepenayd JaHHBIX Ha
pasHbIX ypoBHsX apxutektypbl OSI. IlpoTokon
SSL/TLS.  IIpotoxon IPSec. Anropurmsl,
UCIOJIb3yEMBbIE 3aIUIIEHHBIMU CETEBBIMU
IPOTOKOJAaMH: cornacoBanue kimoder VKO,
JITOPUTM JTMBEpCUPUKAIAN KDF,
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NceBaoCHydailHple  (YHKIMM  HAa  OCHOBE
koHctpykuun HMAC (B mpotokomnax TLS, IPSec),
KCIOPT ¥ uUMnopr  kmwoded.  [IpoToxosibr
oOHOBIIeHUs ceaHCOBBIX Kimrouel. [IlndpoBanue B
Meccenmkepax. [Ipotokonst Signal u MTProto.

Paznes I1. CieninanbHble NpUMeHeHUs] KpUNTOrpagu4ecKnX MPOTOKOJIOB.

Tema 6. Crnenas nmonmuch. CHucTeMa 3JEKTPOHHBIX JIEHET

CrenuaibHbIe Yayma. Crenas MOATINCH [Txoppa.

cxeMbl UppoBOi JlenleHTpalu30BaHHbIE  CUCTEMBI  3JIEKTPOHHBIX

HOJIHUCH U wiatexxe.  TexHomormst  Omokueitn. 3amaua | 6 4 4
IPOTOKOJIBI "BU3aHTUHCKHUX re’epaios'. IIpoTokoiel

(punancoBoi TPYIIIOBOTO  KOHCEHCyca.  KpHITOBaIIOTHI.

Kpurrorpadun. I'pynnosas noanuce.

Tema 7. Paznenenue
ceKkpera.

OCHOBHBIE TIOHSATHA ¥ TPOCTEUIINE CXEMBI
paznenenusi  cekpera. I[loporoBeie  cxembl | 4 2 4
paznenenus  cekpera.  COBEpIIEHHOCTb U
WJI€aJIbHOCTh CXEMbI Pa3/ICICHHs CEKpeTa.

Tema 8. [Iporokoinbl npusszku k O6uty. [Iporokon "mokep

DIEeKTPOHHOE no Ttenedony". IIpoTokonsl  3nekTpoHHOro | 4 4
rOJI0COBAHHE. rOJI0OCOBaHUS.

KonTpoas: 0
Bcero no aucuuniinHe: 38 30 0 40

*3JIT — 3aHATHS JISKIIMOHHOTO TUTA, I13 — Bce BUABI 3aHATHI CEMHUHAPCKOTO THITa, KpoMe JTa00paTOPHBIX
pa6or, JIP — maboparopusie padotsl, CPO — camocTosTenpHas paboTa 00ydaronerocs

5. YYHEBHO-METOJNYECKOE U UH®OOPMALIMOHHOE

OBECHHEYEHME JUCIIUIIJINHBI

5.1 Pexomenayemas JuTeparypa

Bnﬁﬂuorpa(]mqeclcoe OIMHUCaAaHHUEC U3TAHUA (aBTOp, 3arjJiaBme, BUJa,
MECTO M IoJ1 U31aHusA, KOJI. CTp.)

DJIeKTPOHHBbIE pecypchl

Nirykosa E. A. Kpunrorpadudecknue mpoTOKOJIbI U
cTaHaapThl : YuebHoe nocodue - Pocros-Ha-J{oHy :

M3narensctBo FOxHOTO (heqepaibHOrO yHUBEPCUTETA http://new.znanium.com/go.php?id=991903

(IODY), 2016

5.2 IlepeveHb JTUIEH3HOHHOTO U CBOOOIHO PACTIPOCTPAHAEMOI0
NMPOrpaMMHOI0 of0ecrneYyeHus, B T.4. 0T€YeCTBEHHOI 0 MPOU3BOACTBA

7-Zip

Microsoft Office Professional
Microsoft Windows Professional
Oracle VM VirtualBox



http://new.znanium.com/go.php?id=991903

5.3 llepeyens nnpopMmanuoHHbIX cipaBouHbIx cucteM (MCC) u
coBpeMeHHbIX nMpodeccuoHabHbIX 0a3 1anHbIX (CITB/I)

Ne HaumenoBanue CIIB/ UCC
1. DnekTpoHHast oubmmoreka Grebennikon.ru — www.grebennikon.ru
2. Hayunas snexrponHas 6ubmmorexka eLIBRARRY — www.elibrary.ru
3. Hayunas snekrponHas 6ubnnoreka KubepJlenuka — www.cyberleninka.ru
4. basa nannbeix ITOJITIPE]] CrpaBounmku — Www.polpred.com
5 baza nanneix OECD Books, Papers & Statistics na matpopme OECD iLibrary
' www.oecd-ilibrary.org
6. CrpaBounas nmpaBoBas cucrema Koncynprantllntoc (MHCTaIIIMpOBaHHBIN pecypc
CII6I' DY nmm www.consultant.ru)
7 CrnpaBounas npasoBas cucrema «I’APAHT» (uncramiupoBannsiii pecypc CII6I DY
' WM WWW.garant.ru)
8 Nudopmanmonno-crnpaBounas cuctema «Koaeke» (MHCTaIIMPOBaHHBIN pecype
' CII6IDY mmm www.kodeks.ru)
9. DsekTpoHHas oubnmuoreuHas cuctema BOOK.ru - www.book.ru
10. DnexTponHas GuGmuoteunas cuctema DBC FOPAUT — www.urait.ru
1. SHeKTpOHH.o-6H6Jm0TeqHaﬂ cuctema SHAHUYM (ZNANIUM) —
WWW.zZnanium.com
12. OnekTpoHHas 6ubnuoreka CII6I" Y- opac.unecon.ru

6. MATEPUAJILHO-TEXHUYECKOE OBECHIEYEHHUE
JTACTUTIIMHBI

I[J'ISI peajm3annn JlﬂHHOfI JAUCHUITIIMHBI UMCHOTCA CIICHHHAJIBHBIC ITOMCIIICHUA

JUIS. TIPOBEJICHUS 3aHATHM JICKUMOHHOTO THUIA, 3aHATUM CEMHHAPCKOTO THIIA,
KypCOBOTO TPOEKTUPOBAHUS (BBIMIOJHEHUS KYpPCOBBIX pabOT) TPYNIOBBIX U
VH/IMBUAIYaJIbHBIX KOHCYJIbTAIlMM, TEKYLIEro KOHTPOJSI M MPOMEXKYTOUYHOU
aTTeCTAIlNH, a TAK)KE MOMEIICHUS JJI1 CAMOCTOSITEIbHON PabOTHI.

HOMGHIGHI/IH OCHAIlICHBI 060py,HOBaHI/IeM N TCXHHUYCCKHMMH CpCACTBAMH

00yUYeHHUS.

[Tomemenust st caMOCTOSATETBHOW pPabOThl O0YYAIOMIUXCS OCHAIIEHBI

KOMIIBIOTEPHOW TEXHHUKOM C BO3MOXHOCTBIO MOJAKIIOUEHMS K ceTu "HHTepHer" n
o0ecreyeHneM JOCTyIIa B JJIEKTPOHHYI0 HHPOPMaLlMOHHO-00pa30BaTENbHYIO CPELY
YHUBEPCUTETA.

HanMeHOBaHHe yUeOHBIX ayIMTOPHUIi, MepedYeHb Anpec
(MecToMoJ103KeHnE)

Y4eOHBbIX ayIuTOpuil

Ayn. 2057 naGoparopuss HkeHepHO-TeXHUYECKON 3amuThl, gabopatopus | 191023, r. Cankr-
IIporpamMmMHo-anmapaTHoi  3anuThl. Clienuanu3upoBaHHAas mebens U | IlerepOypr, yII.
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obopynoBanue: VYueOHas wmebOenr Ha 30 mocamounsix wmect (Ilapra
nByxMectHas — 11 mT., cron — 8 mT., ctynba- 30 mrT.); 2 paboyux Mecra
npenogasatens (2 crona, 2 cTyna); cTox — 1 mT.; TpHOYHA IS BRICTYIIICHUH
— 1 mwT.; mKkag s TOKyMEHTOB — | IIT.; CTEHbl HACTEHHBIE IPOOKOBEIE — 2
IIT.; KA HACTEHHBIH CO CTEKJISHHBIMH CTBOpPKaMU — 4 MIT.; JOCKa JUIS
MapKepoB JBYXCTOPOHHSS — | mT.; mepcoHanbHBIH KommbioTep IBM PC-
coBmectumbiii  (15-3470/RAM  8Gb/HDD 500Gb/Win7pro) — 7 .
nepcoHanbHbIi kommbiotep |BM PC-coBmectumsiit (i3-2100/RAM 8Gb/HDD
500Gb/Win7pro) — 8 mr.; kommytarop CiSCO I OpraHM3aluu JIOKAIbHOM
ceTu J1abopartopuu c moakitoueHueMm Kk cetu "HMuTepHeTr" m obecrneueHneM
JIOCTyna B OJJIEKTPOHHYIO  HMH(OPMAIIMOHHO-00Pa30BaTENbHYI0  Cpemy
opranmzanuu  — 1 mT.; mKad cepepupii 42U — 1 mT.; mkad
tenekomMmyHuKaronupld 20U — 1 mt.; npoexkrop NEC ME-401X — 1 mt.;
aKkpaH as npoekTopa Screen Media Goldview 244*244MW HacTeHHBIA —
lmr.; akycruueckas cucrema wmapka Microlab moxens Pro2— 1 mr;
kommyTtaTop KoHconbHbed Trend Net TK-803R — 1 mr.; pa3BerBuTenb
BuneocurHana Aten VS-92A — 1 mr.; naboparopusiii crenn HII «Yurex-
[Ipopu» «O3-MP» — 1 mr.; naboparopusiii crern HIII «Yurex-IIpodu»
«OLT-MP» — 1 mr.; nabopatopusiii creng HIIT «Yurtex-IIpodgm» «@OS-HP»
— 1 xomrmutekT; komriekT rmakaroB HIII «Yurex-TIIpodu» — 1 mr.; renepatop
akyctuueckoro myma JII'I-301 AO «Jla6opatopuss IIIII» — 1 mrT,;
Bubporenepatop JII'II-403 B komiuiekTe ¢ BubponpeodpazoBatensamu JIBII-
20, JIBII-2T AO «JIa6opatopus [IITHI» — 1 mT.; pribTp cereBoit oqHODa3HBIHN
JIDPC-10-19 AO «Jlabopatopus ITIIII» — 1 mT.; reHepaTop IIyma 1o LersiM
3eKTpOonHT., 3a3eMi. u [IDMU JIT'TI-503 AO «JIabopatopus I — 1 mmT.;
YCTPOMCTBO 3amuThl TeneoHHbIX JUHMKA ['panut-§ abonentckoe AO
«Jlaboparopus ITII» — 1 wrT.; cepep HP-DL — 5 mt.; Kommyrarop Cisco
Small Business SF302-08 — 4 mr.; Kommyrarop Cisco 2950 — 3 mmr.;
Kommytatop Cisco 3560 — 1 mit.; becnpoBoanoii mapmpytuzatop TP-Link TL
-WR941 ND; Dnekrponnsie kimoun Guardant — 16 mwr.; oraerymurens OY-5
— 1 wr.; oraerymmrens OI1-4(3)-BCE — 1 mr. HaGopbl 1eMOHCTPAIMOHHOTO
0o0OpyIOBaHUST W  Y4eOHO-HAISITHBIX ~ TOCOOWH:  MyJBTUMEIUITHBIC
NPUJIOKEHUS K JIGKIMOHHBIM KypcaM H©  TIPAKTUYECKAM  3aHSTHSM,
WHTEPAKTHUBHBIE YIeOHO-HATIISTHBIE TIOCOOWS.

Kanan I'puboenona,
30/32, nurtep «Awp,
«by», «P»

Ayn. 2026 KoMmnbroTepHbIi Ki1acc (71 TPOBEACHUS MPAKTHUYSCKUX 3aHITHH,
KYPCOBOT'O MPOEKTUPOBAHUS (BBIOJHEHHS KYPCOBBIX PadOT) ¢ MPUMEHEHUEM
BBIYUCITUTENLHOM TEXHUKH). O6opynoBan MYJIbTUMEIUHHBIM
koMIUiekcoMm.CrieniManu3upoBanHas ~ Me0enb U oOopyaoBaHue: YdeOHas
Me0elnb Ha 25 TocaJouHBIX MeCT, pabodyee MeCTo IpernoaaBarens (CTo - 2 mT.,
Kpecyo - 1 mT.), Jocka MapkepHasi 3-X CEKIIMOHHAs - | IIT., BEIAJIKH CTONKH -
2 mr., cTya u30 - 9 mr., x)amo3u - 2 mt., Kommerotep pentium x2 g3250
/8Gb/500gb/ philips 21.5") - 1 ., Komosiotep Intel X2 G3420/8 Gh/500
HDD/PHILIPS 200V4- 23 mrt., Hoyroyk HP 250 G6 1WY58EA -2 mir.,
MynsTumeaunitaeiidc - poektop Optoma x 400 - 1 . Hab6opsr
JEMOHCTPAIIMOHHOTO ~ 000pyIOBaHUS M  y4€OHO-HATJISIHBIX  ITOCOOMIA:

191023, r. Cankrt-
[TerepOypr, V1.
Kanan I'puboenosa,
30/32, nutep «Avy,
«by», «P»




My.]'[I:»THMG,Z[HﬁHI:IG IMPUIOKEHUA K JICKHUOHHBIM KypCaM H IMPAKTHUYCCKUM

3aHATUAM, HHTCPAKTUBHBIC y‘le6H0-HaFJ’I5{I[HBIe mocoous.

7. METOANYECKHUE YKA3AHUA JUIA OBYYAIOLLIET'OCH 11O
OCBOEHUIO JUCHUITIMHbI

[Ipuctynmas K UW3Y4YEHUIO JUCHUIUIMHBI, OOydYaroleMycs HEO0X0IuMO
03HAKOMUTHCS CO CIICTYIONUMHU JOKYMEHTaMHU:

- y4eOHO-METOIMYECKON JOKYMEHTAIIUEH;

- JOKANbHBIMA ~ HOPMAaTHUBHBIMU  aKTaMH,  PETJIAMEHTUPYIOITUMHU
OCHOBHBIE  BOMPOCHl OpPTaHM3AlMA M  OCYIIECTBICHHUA 00Opa3oBaTEeNbHOM
NEATETHLHOCTH, B TOM YHCIIC PETJIaMEHTUPYIOIIHNE MOPSIOK MMPOBEACHUS TEKYIIETO
KOHTPOJIS yCTICBAEMOCTH M IIPOMEKYTOYHOM aTTeCTAIlMN 00YyJarouuXCs,

- rpaduxom KOHCYJIbTAIIHH COTPYAHHUKOB npodeccopcko-
MIPETO0/IaBaTEeILCKOTO COCTABA.

YpoBeHb W TIyOWHA OCBOCHUS AWCIIUIUIMHBI OMPEICISAIOTCS aKTHBHOU |
CUCTEMATHYECCKON paboToi 00ydaronmuxcs Ha JICKIMOHHBIX 3aHATHSIX, 3aHATHIX
CEMUHAPCKOTO THIA, BBITOJHEHHEM CaMOCTOSTEIHHOM paboOThl, B TOM YHCIE B
YaCTH BBIICJICHUS HAaNOO0JIee 3HAYNMBIX M aKTyaIbHBIX MTPOOJIEM TSl JATBHEUIIIETO
uzydeHusi. OcoObIM yCIOBHEM Kauye€CTBEHHOT'O OCBOCHHUS JTMCUUILIMHBI SBISETCS
abdeKTUBHAS OpraHu3amusl TPyHAa, TO3BOJISIONIAS PpACIPEACIUTh y4eOHYIO
Harpy3Ky paBHOMEPHO B COOTBETCTBHH C TpaduKoM yueOHOTO mpoliecca.

[Ipu moarotoBke K y4eOHBIM 3aHSATHUAM OOYYAIOIIMMCS TMPEIOCTABIISICTCS
BO3MOXKHOCTh ~ TOCEIIEHUS  KOHCYNbTALUA  COTPYJHUKOB  MpodeccopcKo-
npenojaBarenbckoro coctaBa CII6I'DY cormacHo pacnucanuio, yCTaHOBICHHOMY
B rpayike KOHCYJIbTAIIHH.

AynauTopHas W BHeayIUTOpHas paboTa 0OydYaromuxcs JOJDKHA OBITh
HarpasjeHa Ha pOpMUPOBaHUE!

— (yHIaMEeHTAIbHBIX OCHOB MHUPOBO33pPEHUS 00yJaronIuxcst "
CCTCCTBEHHOHAYYHOTO TTO3HAHUS;

— O0a3uCHBIX 3HAHWUM, COOTBETCTBYIOIIMX HAIMPABICHUIO TMOATOTOBKU U
3asBICHHOW TpodeccroHanpHOi o00mactu, GOPMHUPYIONUX MEIEBYI0 |
npoecCHOHaBEHYI0 OCHOBY JIJISl TIOJITOTOBKH KaJpOB;

— mpodeCCHOHANBHBIX KOMIECTCHIIMN OPUCHTHPOBAHHBIX Ha YIOBJICTBOPEHUE
NOTPEeOHOCTEH PhIHKA TPY/A,

—  WHAMBUAYATHLHON TPACKTOPUU MOCPEICTBOM OCBOCHHS YHHKAJIHLHOTO Habopa
npoecCHOHANbHBIX KOMIIETEHUIUA JOMOJHSIONUX KOMIIETEHTHOCTHYIO
MOJeNb  O0ydarlierocsi, 3a CYeT OpUEHTAllud Ha  KOHKPETHBIE

npodeccruoHanbHbIe CHeIMAIM3NPOBAHHBIC 00JIACTH 3HAHHM, ONIPEIeIIsieMbIe
IIPECTABUTEISIMU PhIHKA TPYQ;



— METaHaBBIKOB OOYyYarolIMXCs, TAKUX KaK: KOMaHJHas paboTa U JIUIEpCTBO,
aHaJIM3 JAHHBIX, IU(QPOBBIE HABBIKU, pa3padOTKa U peau3alus MpPOEKTOB,
MEKKYJIbTYPHOE B3aUMOJACHCTBUE.

8. OCOBEHHOCTH OCBOEHUA IUCHUIIJIMHBI UIs1 UHBAJIN1OB
N Jinil C OrPAHUYEHHBIMUA BO3MOKHOCTSAMMA 310POBbBSA

OO0yuenune o0yJaronuxcsi ¢ OrpaHUICHHBIMHI BO3MOKHOCTSIMU 3/I0POBbS MIPU
HEOOXOJMMOCTH  OCYIIECTBIISIETCSI HA OCHOBE QJalTHPOBAHHON  paboueit
NporpaMMbl  C  HCIIOJIB30BAHMEM  CIICIUATBHBIX  METOJOB  OOydYeHUS |
TUIAKTHYECKUX  MaTepHalioB, COCTaBICHHBIX C YYETOM  OCOOCHHOCTEH
NICUXO(PU3NYECKOTO PAa3BUTHSA, WHIAWBUAYATHHBIX BO3MOXHOCTCH M COCTOSIHHS
3JI0POBbs TAKUX 00yUaromuxcs (00yJaronerocs).

B 1memsix ocBoeHHs Y4eOHOM NpOrpaMMbl JHCHMIUIMHBI WHBAJIAIAMU H
JUIIAMH  C  OTPAaHUYCHHBIMH  BO3MOXKHOCTSMH  3JIOPOBbS Y HUBEPCHUTET
00€ecCIIeunBacT;

— JUIsl UHBAJIUJOB M JIMI] C OFPAHMYEHHBIMU BO3MOKHOCTSMHU 3JI0POBbSI 1O
3pEHHUI0: pa3MEIICHHE B JIOCTYMHBIX IJisi 00y4arouIuxcsl, SBISIFIOUIUXCS CIEMBIMU
Win  cIa0OBUISAIIMMU, MECTaX W B aJalTUPOBAHHON (QopMe CHpaBOYHON
uH(pOpMAIMM O pACNHCAHUM YYEOHBIX 3aHATUH; NPHUCYTCTBHE aACCHUCTEHTA,
OKa3bIBaIOIIET0 00yYaroEeMyCsi HEOOXOJUMYIO TOMOIIIb; BBITYCK aIbTEPHATUBHBIX
(hOopMaTOB METOANMYECKUX MATEPUAJIOB (KPYIHBIN WPUGT WK ayauoQaiiibl);

— JUIsI UHBAJIUJIOB U JIMI[ ¢ OTPAHUYEHHBIMU BO3MOKHOCTSMH 310POBbSI 110
CIIyXY: HaJUIeXKalllMMHU 3ByKOBBIMU CPEJICTBAaMU BOCIIPOU3BEICHNE HHPOpMAITUY;

— JUI1 MHBAJIUAOB M JUIl C OIPAHUYCHHBIMU BO3MOXKHOCTSIMH 3J0pPOBbS,
MMCIOIINX  HAPYLICHUS  OMOPHO-JABUTATEIbHOTO  ammapara: BO3MOXHOCTb
OecTpenaTCTBEHHOT0 JOCTyIa 00yJaronuxcsi B y4eOHbIE MOMEIIEHUs, TyaleTHhIC
KOMHAThl U JApyrue mnomenieHus kadeapbl, a TakKe NpeObIBaHHE B YKa3aHHBIX
MTOMEIIICHUSX.

OO6yuaronuecs u3 yuciaa uHBaIUI0B U aull ¢ OB3 obecrieueHbl ne4aTHBIMU
u  (uaM) DOIEeKTPOHHBIMH  OOpa3oBaTeIbHBIMH  pecypcamMu B ¢opmax,
aIaNTHPOBAHHBIX K OTPaHUYEHUSM WX 3710poBbs. OOpa3oBaHWe OOYUYAOIMIUXCS C
OTPAaHUYEHHBIMU BO3MOXHOCTSIMH 37I0POBbSI MOXKET OBITh OpPraHW30BaHO Kak
COBMECTHO C JIPYTUMHU OOYYAIOMIMMHCS, TaK W B OTACIbHBIX TPYIIAx WU B
OTJICJIbHBIX OpTaHU3aIUSIX.
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®OH/J ONEHOYHBIX CPEACTB

1.1 KoHTpoJIbHBIE BONPOCHI U 32aHUSA K IPOMEKYTOYHOI aTTeCTAIUU

Kpunrorpaduueckas cucrema. Cxema, OCHOBHbIE OHATHSI U IPUHIMIIBI IOCTPOCHHUS
Knaccnueckue mudpsl: kaccudukanus 1 npuMepsl
[udpel raMmmMupoBaHUs U KOJTOHHOM 3aMEHbI

AnreOpanyeckass W BEpOSATHOCTHasS Mozenb mmmdpa. OnpeneracHue amnocTepHOPHOU
nH(GOPMAIUH O KITF0Y€E, OTKPBITOM TEKCTE

PaccrosHue ennHCTBEHHOCTH M (pa

Teopernueckas cToiikocTh mudppoB. CoBepIieHHbIE U OIU3KUE K COBEPIICHHBIM MU PHI
Kommo3utronHsie mu@pbl: MPUHITAITE CHHTE3a U OCHOBHBIE CXEMBI

Anroputm mmdposanus DES

JlaBunHHBIN 2P PexT 07109HBIX MUPPOB

Pexumbl pabGotbl Omousbix mmdpos: mpoctoit 3amensl (ECB) m mpocroit 3amensr c
zanerienreM (CBC)

Pesxxumbl paboThl 0104HBIX MKPOB: rammupoBaHue ¢ 3arerieHreM (CFB)

Pexxumbl paboTel O6m0ounbIX mm@poB: rammupoBanus (CTR) u rammupoBanue ¢ oOpaTHON
ces3pio (OFB)

PexuMbl paboThl 6J109HBIX IH(POB: MOAHOAMCKOBOE IHppoBanue (XTS)

Aunroputm &quot;Marma&quot; TOCT P 34.12-2015 (I'OCT 28147-89)

Anroputm &quot;Kysueunk&quot; TOCT P 34.12-2015

Anroputm AES: ocHOBHBIE XapaKTEpUCTUKH U MPOIIeIypa Mu(POBAHUS

Anroputm AES: niporietypa npsiMoit pacii@poBKU U MPOIeypa paclIMpeHus KiIroda
BbrunciuTtensHas  CTOWKOCTh  KPHUIITOAITOPUTMOB. TpeOoBaHMsI, TPEABABISICMbIC K
aJIropuT™MaM Iu(pPOBaHUs U JJIUHE KITFOYa

Henu u knaccudukanus arak Ha alropuTMbl MH(PPOBaAHUS
MeTtoap1 KpunToaHaNKM3a OJIOYHBIX U(PPOB: «TPyOOH CHIIBD) U «BCTpeUa IMOCepeInHe

Mertob! KpuriToaHann3a 0JIOUHBIX IUGPOB: TMHEHHBIHN, U DHepeHnaTbHbII KPUIITOAHAIN3
U ero MoIu(HKaIuN

Mertoab! kpunroaHanusa OJI04HBIX HIM(POB: Claii10Bas aTaka U aTaka Ha CBA3aHHBIX KJIHOUaX
ATtaxy Ha UG PATOPHI, UCHOIB3YIONIME YTEUKH 110 MOOOYHBIM KaHaJIaM

IToTokoBOE H_II/I(i)pOBaHI/IC, METOAbI TICHEpalun KJIIOYEBOM TaMMBbI. CI/IHXpOHHBIC )41
ACMHXPOHHBIC ITOTOKOBLIC IHI/I(i)pLI

['enepaTopsl KJIIOUEBOI raMMbl Ha pErHCTpax CIBUTa ¢ TUHEHHON oOpaTHOU cBs3bio LSFR.
Henunelinbie mOTOKOBBIE MBI

KpurnroaHain3 mOTOKOBBIX KPHIITOCHCTEM

[Mortokossriit mmdpp Salsa20

VYupasnenue KpUntTorpahuIecKuMu KIF0YaMu: XpaHEHHE U pacipeieieHHe KITFoUe
VipasieHne KpunTorpaguuecKUMH KITI09aMu: TeHepanus kirouei. BBS-reneparop

JluHeliHbIe W HENMHEHHBIC KJIIOYEBBIC MPOCTPAHCTBA, cladble M DKBHBAJICHTHBIC KIIIOYH,
po06IIeMbl cIabbIX MPOLEAYP PaCIIMPEHHs KIIoya

Hmurocroiikocts 1 moMexoyctoiunBocTs mudpos. Koasr ayrentudpukarmun MAC, HMAC

Tunel KpPHUIITOCUCTEM 110 KIIKOYY. CI/IMMCTpI/IqHHe U aCUMMCTPHYHBIC KPUIITOCUCTCMBI:
OCHOBHBIC IPUHIUIIBI ITIOCTPOCHUA, TCOPCTUICCKOC 000CHOBaHNE U CBOMCTBA

Kpunrocucrema /luddu-Xenamana
AJITOpUTM OBICTPOTO BO3BEIICHUS B CTEIICHB 10 MOIYJTIO
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LII/ICJ'Ia., 06paTHI:Ie 10 MOAYJIIO. VcaoBue CylieCTBOBaHUA. PaCH_II/IpeHHHﬁ AJITOPUTM EBKJ’II/I,I[a,
BBIYUCJICHUC YHCJIa, 06paTH01"O 10 MOy JIIO

36  AJTOpUTMBI TPOBEPKHU YHCET HA TPOCTOTY
37  Hugp llamupa
38  Iludp Dnap-T'amans
39 Kpunrocucrema RSA: Teoperndeckoe o60cHOBaHME, obecrieueHne KOHMOUICHIIMATLHOCTH U
aAyTEeHTUIHOCTH COOOIICHUI
40  TpeOoBanus K mapamerpam u ataku Ha mupp RSA
41 Tlomstne cemaHTHUYECKOH croikocTH. CHcTeMa BeposTHOCTHOro muppoBanus biroma-
lonbaBaccep
42  BeckimoueBble Xdm-QyHKIUH. CTaHIAPTHI U IPHUHLIUIIB TOCTPOCHUS
43  Oyuknus xsmuposanus [OCT P 34.11-2012
44 DnexkTpoHHAs TOAINUCH: CBOWCTBA, NETEPMHHUPOBAHHbIE M BEPOATHOCTHBIC MOJIHCH.
Cucrema anexkTpoHHOM oanucu RSA
45  Cucrema 31eKTpOHHOU noanucu Jib-1"amanst
46  Cucrema samektpoHHOM nmoamucu IHoppa
47  DnaunTUYecKue KpUBBIE: ONpeesieHHe, BU/I, YpaBHEHHUE, ONEPAlluH ¢ TOUKaMHU
48  DnmuMnTuyeckue KpuBbIe: MPUMEHEHUE B Kpunrorpaduu, aHaior cxembl duddu-Xsmimana
Ha JUTMIITUYECKUX KPUBBIX, TPEOOBaHUS K TapaMeTpaM KpUBOit
49  Crangapt mudpposoit moamucu ['OCT P 34.10-2012, BbIOOp napamMeTpoB KpHUBOH,
MOJNMCAaHUe COOOIEHUH 1 TPOBEPKA MOIIHICH
50  OcHOBHBIC NPUHIMITEI U TIPOOJIEMBI IPAKTUYECKOHN peaan3auy KBaHTOBOW KpUITorpaduu
1.2 Tembl NUCbMEHHBIX PadoT
Paboueit mporpaMMoli AMCHMIUIMHBI HE TIPETyCMOTPEHO.
1.3 KoHTpOJIbHbIE TOYKH
Homep kKoHTpOIBbHOI THu KOHTPOJBLHOMI Crnoco0 nposeneHust Homepa Tem
TOYKH TOYKH
1 Hnousuoyanvroe ¢ NOMOWBIO 3
3adanue MexHu4ecKux cpeocmas
U UHDOPMAYUOHHBIX
cucmem
2 Ipaxmuueckas C NOMOUBIO 5
paboma MeXHU4ecKuUx cpeocme
U UHDOPMAYUOHHBIX
cucmem
3 Texywuii koumponw ¢ HOMOWbIO 1-8
mexHu4ecKkux cpedcme
U UHDOPMAYUOHHBIX
cucmem

1.4 JIpyrue 00beKThI OlICHUBAHUSA

PaGoueit mporpamMmoi TUCIUTUTHHEI HE TTPEyCMOTPEHO.
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1.5 CamocTosiTesqibHasi paboTa 00y4aronierocsi

HaunMeHoBaHusI cAMOCTOSITEIbHON PadoThI Homepa Tem
Tlooecomoska K 1eKyUOHHBIM U NPAKMUYECKUM 1-8
3AHAMUAM
Paboma ¢ ananumuveckumu 6azamu OaHHbLLX, 1-8
HOPMAMUBHBIMU OOKYMEHMAMU, CNPABOYHOU
aumepamypou

1.6 llIkana oueHNBAHUSA Pe3yJIbTATA

[IIxanel OLlEHUBAHUS M TIPOLIEAYPHI OLICHUBAHUS PE3yJIHbTaTOB 00yUYEHUS 1O
ATUCUUILINHE perinaMeHTupytorcsi  I[lomoxkeHneM 0  TEKyIIEM  KOHTpOJIE
YCIIEBAEMOCTH M TPOMEXKYTOUYHOM aTTecTanuu oOydYaromuxcs IO IMporpaMmmam
BhICIIEro oOpa3zoBaHus U [lonoxxeHrneM o 6aITbHO-PEHTHHIOBOM CHCTEME.

Jns  omneHku cPOPMHPOBAHHOCTH PE3YJIbTATOB OOYYEHHUS MO JUCIUILINHE
HCIIOJIb3YETCS 0AJIbHO-PEHTHHIOBASI CHCTEMA YCIIEBAEMOCTH 00yYaIOIIUXCS

DOopMOM UTOrOBOTO KOHTPOJS IO JUCHUIUIMHE SIBIISIETCS 3a4€T, UTOTOBBIN
pe3yabTar (GOpMHUPYETCS B COOTBETCTBHH CO INKAJIOW, INMPUBEACHHON HIKE B
TadInIe:

bamner Onenka
<55 Hezauer
>=55 3auer

IlIkaJia oueHUBaHMS pe3yJbTaTa

2 (6amt go 54) JeMoHCTpHpyeT HeMOHNMaHHUE MPooOIeMbl. MHOTHE TpeOOBaHMUS, IPEABIBIISIEMBIC K
3aJaHUI0 HE BBITIOJIHCHHEI.

JleMOoHCTpUpyeTCs IEPBUYHOE BOCIpUsATUE MaTepuaia. PaboTa He3akoHYeHA U /WK
3TO MJIArHar.

3 (bamn 55-69) | JleMOHCTpHpPYET YaCTHYHOE TIOHUMaHHUe MPOOJIeMbl. BOJIBITHHCTBO TpeOOBAHMIA,
MPpEABbABIACMBIX, K 3aJaHUTO BBLIITOJIHCHBI.

Brnasenvie aieMeHTaMu 331aHHOTO MaTepraia. B OCHOBHOM BBIMOJTHEHHBIH
MaTcpual MMOHATCH U HOCUT HCHOCTHLIﬁ XapaKkTep.

4 (6amm 70-84) | JleMOHCTpHpYET 3HAYMTEIBHOE TIOHUMAaHHUE TTPOOIEMbI 0003HAYEHHOM
JUCIUIUTHHON. Bee TpeboBaHust, MpeabABIseMbIe K 3a1aHHIO BBITOJHEHBI.
ConeprxaHue BBITIOTHEHHBIX 33J1aHUI PACKPBITO U PACCMOTPEHO € Pa3HbIX TOYCK
3pEHHSI.

5 (6amn 85-100) | JleMoHCTpHpPYET MOJTHOE MIOHUMaHKE TpobiieMsl. Bee TpeOboBaHus, MPeIbsIBIseMbIC
K 33[aHUIO BBITIOITHCHBI.

[TpoIeMOHCTPHUPOBAHO YBEPEHHOE BIIAJICHUE MATEPUATIOM JIUCIUILIHHBIL.
BrimosnnenHb1e 3aJaHus HOCAT HUEJIOCTHBIX XapaKTEP, BBIITIOJIHCHBI B IIOJTHOM
o0beMe, CTPYKTYPUPOBAHBI, MPEACTABICHBI PA3TMYHBIC TOYKH 3PCHHUS,
MPOJICMOHCTPHUPOBAH TBOPYESCKHUIN MOAXO/.
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