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1. HEJIX OCBOEHUSA U CIHHUIIJINHBI

Hean: Jlatb cTyaeHTaM He0OXO0JMMbIe 3HAHUS B 00JIACTH MTPOTPAaMMHO-AIapaTHON

arnmnapaTHbeIX CPECACTB 3alIUThHI.

3alllNThI I/IHq)OpMaI_[I/II/I, YMCHUSA 1 HAaBBIKU HUCITIOJIb30BAHUA IIPOTPAMMHBIX U

2. MECTO JUCHUILJIMHBI B CTPYKTYPE OBPA3OBATEJILHOM
IHPOI'PAMMBI

HMucuummaa b1.0 [IporpaMMmHo-anmapaTHbIE CpeICTBa 3aIIUThl HHPOpMAIIu
OTHOCHUTCS K 00s3areibHoM yactu biioka 1.

3. INTAHUPYEMBIE PE3YJIBTATBHI OBYUYEHUA 110 JUCHUITVIMHE

IInanupyemble pe3yJbTaThl 00y4eHUS MO AUCHHUIIJIHHE

3namv: memodsvl u cpedcmea sawumel UHDOpMAYUU,
B03MOJICHOCIU COBPEMEHHBIX NPOSPAMMHO-ANNAPAMHBIX
cpedcms 3auumul uHopmayuu

Ymems: na ocnoge nonyuennvix 3Hanull camocmosimenrbHo
ocyuecmensims — 6blOOp,  YCMAHOGKY U HACMPOUKY
NPOSPAMMHO-ANNAPAMHBIX cpeocma 3auumul
uHhopmayuu, ucxo0s u3 yCiosull NOCMAasIeHHOU 3a0a4u.

Braoemwv: memooamu evibopa, ycmaHosKU U HACMPOUKU
NPOSPAMMHO-ANNAPAMHBIX cpeocma 3auumul
uHghopmayuu, ucxo0s u3 yCiosull NOCMAasieHHOU 3a0a4u.

Kon m HaumeHoBaHue Kon n
KOMIIETEHIIMH BBINYCKHUKA | HaHMeHOBaHHe
HHIUKATOpA
JAOCTHKEHHSI
KOMIIeTeHI Uil
OIIK-12 - Cnocoben OI1K-12.03 -
npoeooUmMs HOO20MOBKY Cnocoben
UCXOOHBIX OAHHBIX 0151 AHATUZUPOBAMD
NPOEeKMUpo8anHus UCXo0Hble OaHHbvLe
noocucmem, cpeocma o
obecneyenus 3auumsl npoeKmuposanus
uHgopmayuy u 01 MEXHUKO- | Cpeocma
9IKOHOMUUECKO20 obecneyenus
060CcHO8aHUsL 3auumul
COOMBEMCMBYIOUUX unpopmayuu
NPOEKMHYIX peuteHull
OIIK-9 - Cnocoben OI1K-9.02 -
NPUMEHANb CPeOCcmaa Jlemoncmpupyem
Kpunmozpaguueckou u Heobxooumbie
MEXHUUeCKOU 3auumbl 3HAHUs 8 0OAaCmU
uHpopmayuu 0ns peutenus npoSPaAMMHO-
3a0ay npogheccuoHanbHOU annapamuotl
OesimenvbHOCMU 3auumul
ungopmayuu,
VMEHUsL U HABbIKU
UCHONb308AHUSA
NPOSPAMMHBIX U
annapammvix
cpedcme 3auumal

3uams: npoepammno-annapamusie cpeocmed u memoosl
3awumsl  UHGOpMAYUU 6 ONePAYUOHHBIX CUCIEMAX,
npUHYunel  pabomel U NPasula  IKCHIYAMayuu
NPOCPAMMHO-ANNAPAMHBIX cpeocms 3awumol
ungopmayuu

Yumemv:  npouszsooume  npoeepry  coomeemcmeus
PeabHblX  XAPAKMEPUCMUK — NPOSPAMMHO-ANAAPANHBIX
cpedcmé  3awumuvl  UHGOPpMAYUU  3AAGACHHLIM 6 UX
MexXHu4ecKou OOKyMeHmayuu, ocyuecmensime
Meponpusamus no npoOMUBOOelcmseulo  yepo3am
besonacHocmu  ungopmayuu,  BO3HUKAIOWUM  HpU
IKCNIYaAmMayuy npoepammHoz20 obecnedenus, onpeoeiims
NOPAOOK (PYHKYUOHUPOBAHUS NPOSPAMMHO20 0becnedenus
¢ yenvio obecneuenus 3auumol UHGopmMayuu.

Braoemy: KOHGhueypuposaHnuem npPOPAMMHO-
annapammuplx  CpeoCcmé  3auumvl  UH@oOpMmayuu 8
ONEPAYUOHHBIX CUCMEMAX; DOopMUposanuem wabioHos8
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ungopmayuu 8
dopmynuposanuem
cpedcmeam  3augumol
obecneuenust.

mpebosanuii K
ungopmayuu

YCmMAaHo6KU npocpammHo-annapammvlx cpedcme 3auunivl
onepayuoHHblX

cucmemax,

B8CMPOEHHBIM
npocpammHo20

4. CTPYKTYPA U COAEPKAHUE JUCHUIIJIMHBI*

O0BeM JUCIHHMIIIMHEI

Homep n (akageMuYecKHre 4achl)
HAaUMCEHOBaHHUE
TeM /am Conep:xanue TUCHUTLTHHBI KonTaKTHAas
Pa3/iesIoB/TeM padora
CPO
3JIT 3 JIP
Tema 1. Ilpeamer n | [lpenMeTr © 3a7aydl  MPOrPaMMHO-AINIAPATHON
3a1a49u 3amuThl MHGopMmanuu. KommneioTepHas cuctema
IpPOrpaMMHO- (KC). Crpyxrypa u xomnonentsl KC. Knaccel u 5 4 5
anmapaTHOR tunbl KC. Cetn DBM.
3alllUThI
HH()OPMAITHH.
DNEeKTPOHHBIN JIOKyMEHT BN). Bupr
Tema 2. OcnosHbie | yhopmanun B KC. MHOPMALMOHHBIE IOTOKH B | 2 2 5
TTOHATHL. KC. Tonarue DJI. Tunst DJ. Iloustue
HCTIOTHSIEMOTO MOYJISI.
[Tonstre noctyma, CyOBEKT U OOBEKT IOCTYIIA.
[ToHsiTHE  HECAaHKIIMOHUPOBAHHOTO  JIOCTYyIa
Tema 3. Ionatne (HCI). Kuaccel u BHIbI HC/I.
YASBUMOCTH HecaHKIMOHMPOBAaHHOE KOMMPOBAaHUE MPOrPaMM | 2 5
KOMIIBIOTCPHBIX Kak 0COOBIi BUJL HC/I. IMonsTHe
CHCTEM. 3JI0YMBIILIEHHHKA; 3JI0YMBIIUIEHHUK B
Kpuntorpagun W TOpU  pEUICHUH  MPoOIeM
komnbloTepHoi 6e3onacHoctd (KB).
Tema 4. [Tomutuka | CriocoObI 3aIUTHI KOH(UICHIIMATEHOCTH,
0e30macHOCTH B nesioctHocTd U goctynHocTd B KC. PykoBosiue
KOMIIBIOTEPHBIX nokymeHThl ['octexkomuccuu (OCTOK PD) mo 2 4 5
cucremax. Onenka | orenke 3ammmennoctr or HCJI.
3alUIIEHHOCTH.
3amaua uaeHTUGUKAIIH M0JIb30BaTEIl.
WNnentudukanus cyonekra. [loHsiTue mporokomna
Tema 5. TloHsTHE uaentudukanuu. JlokanpHas W ynajeHHas
uaeHTHUKALAN UACHTU(DUKATIHSL. Nnentudunupyromas | 2 2 5
HOJTB30BATEIISL. unpopMmanus. [lonstue wupeHTHUPUIMPYIOIEH
UH(pOpMaIINH. CrniocoOsl XpaHEHUS
uaeHtuunupyomedr  uHPpopmaruu. CBsi3p C
KIJTFOUYEBBIMH CHCTEMaMHU.
Tema 6. Ocuosusre | LLIndpoBanue. OCHOBHBIE MOAXOABI K 3alllUTE
nomxons! k 3amute | AaHHBIX ot HCJI.  KomTtponms  mocrymna. 2 5
nannbix ot HCJI. Pasrpannuenuss noctyma. ®aiin Kak OOBEKT
JOCTYTIA. OneHka  HaAJSKHOCTH CUCTEM




OI‘paHI/I‘-IeHI/ISI ,Z[OCTYHa - CBCIACHHC K 3a1a4c
OIIEHKHU CTOUKOCTH.

Tema 7.
Opranuzanus
noctyna K (aiimam.

Wepapxuueckuit noctyn k ¢aitnam. Ilonstue
aTpuOyTOB npoctyna. OpraHum3anus a0cTyna K
¢aitnam B paznmumunbix OC. 3ammra ceTeBoro
¢aioBoro pecypca Ha IpUMEpax OpraHU3aLUU

noctyna B OC UNIX u T.1.
Crnioco6b1 pukcanuu akroB gocryna. KypHaisl
Tema 8. ®uxcarus | AOCTyIIa. Kpurepun WHPOPMATUBHOCTH

JocTyna K Qaiinam.

KYpHaJIOB ~ JocTymna.  BblsiBieHHe — cieoB
HECAHKIIMOHUPOBAHHOTO JOCTyma K (haiimam,
meroa unuimuposanHoro HC/I.

Tema 9. [loctyn k
IAHHBIM CO
CTOPOHBI NPOIIEcCa.

[lonaTne pocTtyma K JAaHHBIM CO  CTOPOHBI
rmporecca; OTIMYMA OT JOCTylla CO CTOPOHBI
nonb3oBarensd. [loHATHE W mpHUMEpBl CKPBITOrO
nocryna. HaneXHOCTp cHCTEM  OrpaHU4EeHUS
JOCTyTa.

Tewma 10.
OcoOeHHOCTH
3alIUThlI JAHHBIX OT
N3MCHCHUA.

3ammra MaccUMBOB MH(OpPMAlUU OT W3MEHEHMS
(MMHTO3ALIUTA). Kpunrorpaduueckas
IIOCTAHOBKA 3alllUTBl OT M3MEHEHMS JJaHHBIX.
[Toaxobl K penieHuo 3aaun 3alUThl JAHHBIX OT
n3MeHenus. [loaxon Ha ocHOBe (hopMUpOBaHUS
nmutonpuctaBku (MAC), crnocoObl MOCTpOEHUS
MAC. Iloaxon Ha ocHOBEe (POPMHUPOBAHUS XII-
¢dbyHKIMH, TpeOOBaHUS K IIOCTPOEHUIO U CIIOCOOBI
peannzauud.  POpMHUPOBAaHUE  DIIEKTPOHHOMN
uudposort  moamucu  (DLII). Ocobennoctu
3anuThl D/] u ucnonusemsix daitnos. [Ipobiema
CaMOKOHTPOJISI UCIIOJIHSIEMBIX MOIYJIEH.

Tema 11.
ITocTpoenue
IpOrpaMMHO-
anmapaTHbIX
KOMIIJIEKCOB
muQpoBaHMUSL.

AnmapatHble u MIPOrPAMMHO-AIIAPATHBIE
CpEACTBA KPHUNTO3AIUTHl JaHHBIX. [locTpoeHue
arrnapaTHbIX KOMIIOHEHT KPUNITO3AIINUTHI JaHHBIX,
cnenuanusupoBanuble CBUC kak HocuTenn
anroputMa MmUGPOBaHUA. 3allWTa aIropUTMa
U poBaHUST; TPUHIIUI YyYBCTBUTEIHHON 00JaCTH
Y TPUHIMII TJIABHOTO Kitoua. HeoOxoammble u
JIOCTaTOYHBbIE (YHKIIMHM ammapaTHOTO CpeACTBa
kpunro3amutel.  [IpoekTupoBanne  MoAyJien
KpUINITOIIPeoOpa30BaHUi HA OCHOBE CHUTHAIBHBIX
MIPOLIECCOPOB.

Tema 12.
KommnoHeHTsI
II5BM.

Knaccudpukanus  3amuniaeMblXx  KOMIIOHEHT
[I9BM: oTuyxzaemple M  HEOTUYXKAAEMbIE
komnoHeHThl [I9BM. Ilpomecc HayanbHOU
3arpy3ku [IDBM, B3aumopeiicTBue anmnapaTHoi U
MIPOrpaMMHOM 4acTed. MexaHu3Mbl pacuIupeHUs
BIOS, crpykrypa  pacmmpenHoro  BIOS.
[IpenmymiecTBa M HEAOCTATKU MPOTPAMMHBIX H
anmapatHbIx cpeacTB. [Ipobaembl HCToNb30BaHUS
pacmmupenuii  BIOS:  smynsmus  daitnoBoi
cuctemsl 10 3arpy3ku OC u T. 1.

Tema 13. IIpobnema
3aIIUTHI
OTYY’KTaeMbIX

CnocoObl  3amuThl UHGOPMAIMU HA CHEMHBIX
muckax. OpraHuzanus TPO3PAYHOTO  peKUMa
mudpoBaHUsL.




KOMIIOHCHTOB

[T5BM.
Tema 14. [TonsiTue  BpeMEHHOM W  TapaHTUPOBAHHOU
Hanexuoctn HAJICKHOCTH.
CPEIICTB 3aIUThI
KOMIIOHCHT.

HecaHKIMOHMPOBAaHHOE KOMMPOBAHUE MIPOrPAMM
Tema 15. kak tun  HCJI. IOpuauueckue — acleKThI
Hecankunonnposan HECAHKLHOHUPOBAHHOTO KOIIUPOBAHHS
HOC KOIMPOBAHUE | pyorpamm.  OOliee  MOHATHE — 3AlIUTHL  OT
IIPOrpamMm.

KOIIMPOBAaHUA. Pa3HOBI/IILHOCTI/I 3aga4 3alluThI OT
KOIIMPOBAHHL.

Tema 16. [Toaxoast
K 3aJja4€e 3aIUThI OT
KOITHPOBaHMUS.

[Ipuszka I10 k ammapaTHOMY OKpPYXXEHHIO H
(u3MYEeCKUM HOCUTENISIM Kak €JAWHCTBEHHOE
cpencTBo 3amuThl oT Konuposanus [10. [1pusszka
porpamMm K ruOKuM MarHuTHbIM auckam (I'M/I).
Crpykrypa nanneix Ha ['MJI. VYmnpaBnenue

koHTtpoiuiepom  I'MJI.  CnocoGbl  co3naHus
HEKONMPYEMBIX METOK. ToudHOe H3MEepeHue
XapakTepUCTUK  (OPMATHUPOBAHUS  JTOPOXKKHU.
Texnonorus «cnaObix OuTOB». dU3MUECKUE

METKU U TexHoJorusi paboTsl ¢ HuMu. [IpuBsizka
porpaMM K IKECTKMUM MAarHUTHBIM JIUCKaM
(OCKM[). Ocobennoctu mpusizku k JKMJI. Bunsr
merok Ha KM/, IlpuBszka Kk mnpodyum
KOMITOHEHTaM IITaTHOro obopyaoBanus [1DBM.
[IpuBsizka Kk BHEIIHUM (100aBISIEMBIM ) DJIEMEHTAM
I[I5BM. [IlpuBszka K TIOPTOBBIM  KIIIOUYaM.
Hcnonb3oBanue JIOTIOTHUTEIbHBIX miar
pacmiperus. MeTonbl «BOISHBIX 3HAKOB» U
METOJIbl «OTIIEYATKOB MAJIBLEBY.

CerCTHaH I/IH(I)OpMaI_II/IH, HUCIIOJIB3yCMasa  JIA

Tema 17. Tlaponu u | KOHTPOJIAL — JOCTyMa:  KIKOYA M HapOJIH.

KITIOYH. 3noyMblnieHHUK W kioud.  Kiaccudukamms
CpEJIICTB XpaHEHUs KJIrouen u
UACHTUGUIHPYIOLIEH HH(OpMAIHH.

Tema 18. MaruutHrnie JOUCKU IPAMOTO JOCTyTIa.

Opranusanus MarHuTHble ¥ WHTEJUIEKTyallbHblE  KapThl.

xpanenust kimouern | CpenctBo TouchMemory.

(c mpumepamu

peanu3anun).

Tema 19. Tunossie | OTKpBITOE — pacmpeneneHue kiodeld. Meton

perieHus B
OopraHu3anuu
KITFOUEBBIX CHCTEM.

YIIPaBIACMbBIX BEKTOPOB.

Tema 20. U3yuenue
u oOpartHOe
IIPOEKTUPOBAHHE
I10.

[TonsTre M3ydeHus U 0OpaTHOTO MPOEKTUPOBAHUS
IIO. Hemu um 3amaun usyuyenuss padoter I1O.
Cnoco6st  m3yuenust [1O: cratuueckoe U
TUHaMH4Yeckoe u3ydeHue. Poibp mporpammHON U
anmapatHo cpenapl. BpeMeHHas HaAEKHOCThb




(HEBO3MOKHOCTH 00ECTIeUeHHsI TapaHTUPOBAHHOM

HAJICKHOCTH).

3ammra  OT OTJAAKH, JU3acCeMOJIMPOBAHMSL.
Tema 21. 3anaun Junamuueckoe npeoOpa3oBaHue KoZa.
3AIIUTHI OT WrepatuBHbIi porpaMMHBbIi 3aMoK A. JlonruHa.
M3yYCHUS 1 [IpuHKm nOByIIEK U U30BITOYHOTO KOJIA. 3aluTa 1 1
CIOCOOBI X oT nu3acceMOnupoBaHus. [IpuHIMI BHEUTHEH
PelIICHHL. 3arpy3ku (aitnoB. JluHamuueckas MoIupuUKaIys

IIporpaMMbl.  3amMra OT TPACCUPOBKH IO

IIPEPBIBAHUSM.
Tema 22. Acnektsl | CriocoOBI ACCOITMUPOBAHUS 3aIATHI u
IpOOJIEMbI 3aIUTHL | TIPOTPAMMHOTO o0ecrieueHus. Onenka | 1 3 1
OT HCCIICI0BAHUS. HAJIeKHOCTH 3aIIUTHI OT OTJIAJKH.

3amuTa OT  pa3pylIaloUMX  MPOrpaMMHBIX
Tema 23. BO3eHCTBUI. Bupychl kak o0coOblif  Kiacc
KOMIbIOTEpHbIE pa3pylIalomMX  MPOTPAMMHBIX  BO3JICHCTBHIA. 1 2 2
BHPYCBL. HeoOxonuMple M J0OCTaTOYHBIE  YCIIOBHS

HEJOMYIIEHNs  pa3pylIalolIero  BO3AECUCTBUS.

[ToHsATHE M30JUPOBAHHON POIPAMMHOU CPEBI.
Konrtpoan: 36
Bcero no nucnuninne: 38 14 28 64

*3JIT — 3aHATHS JISKIIMOHHOTO TUTA, I13 — Bce BUABI 3aHATHIA CEMHUHAPCKOTO THITAa, KpoMe JTab0paTOpPHBIX
pabort, JIP — maboparopusie padotsl, CPO — camocrositenbHast paboTa 00y4aromerocs

5. YYEBHO-METOINYECKOE U UTH®OOPMALIMOHHOE

OBECHHEYEHME JNCIIUIIJINHBI

5.1 Pekomenayemasi JiuTepaTypa

Bubumorpapuyeckoe onucanue U3TaHuA (ABTOP, 3ar1aBue, BUJ, MECTO M IO/l M31aHUA,| JJIeKTPOHHLIE
KOJI. CTP.) pecypchl

1. Xopes, I1. b. IIporpammHuo-anmapatHas 3amuTa HHGOpMaIHH : ydeOHOe mocodue

I1.b. XopeB. — 3-€ 3., ucmp. u 101. — IIeKTpoH. 1aH. — Mocksa : UTHOPA-M, 35C ZNANIUM
2020. — 327 c.
2. Buykos, A. A. 3amuta nHpopmanuu : yaeOHOe ocodue s By30B / A. A.
BHyKOB. — 3-€ u3/l., mepepad. u 10m. — DIEKTPOH. JaH.— Mocksa : U31aTenbeTBo (55~ IOpaiit
IOpaiit, 2020. — 161 c.
3. BacunbeBa U. H. Kpunrorpaduyeckne MeTO bl 3aIMTH HHOOPMAITUH : YIeOHUK
M TIPAKTHKYM . — DJIEKTPOH. JaH. — Mocksa : Msnarensctso HO0paiir, 2019 .— 349 e IOpaiiT
C.
4. ®omuuéB B. M. Kpunrorpadgudeckrne MeToabl 3auThl HHGOPMAITUH: B 2 4.
Yacts 1. MaTematnueckue acrekTsl : yueOnuk / B. M. ®omuués, [[. A. MenbHUKOB
; mox pea. B. M. ®omuuéBa. — DiekTpoH. naH. — Mocksa : M3natensctBo FOpaiit, SbC HOpaut
2019 .— 209 c.



ЭБС%20ZNANIUM
ЭБС%20Юрайт
ЭБС%20Юрайт
ЭБС%20Юрайт

5.2 IlepeveHb JTUIEH3MOHHOTO U CBOOOTHO PACTIPOCTPAHSIEMOI0
NMPOrpaMMHOI0 of0ecrneYyeHus, B T.4. 0T€YeCTBEHHOI 0 MPOU3BOACTBA

7-Zip

Microsoft Office Professional

Microsoft Windows Professional

Dallas Lock (Cb mns Dallas Lock 8.0-K)

Dallas Lock (Cb mns Dallas Lock 8.0-C)

Dallas Lock 8.0-K (C31 HCJI, CKH, M3, COB)

Dallas Lock 8.0-C (C31 HCA, CKH, MD, COB)

Dallas Lock Linux (C31 HC)

Debian

Firewall

MaxPatrol Education

Secret Net (Secret MDM Secure Pack)

Secret Net (vGate R2 Enterprise Plus nnst Hyper-V s 3ammuTsl X0CTOB)
1O Bmenon (ITporpammuoe obecneueHrne « KOMRAD Enterprise SIEM»y)
[10 Duenon (ITporpammuoe obecnieuenue «I'enepaTop)

ITO Bmenon (IIporpamMmmuoe obecnieueHue «PyorKoH»)

ITO Bmenon (ITporpammuoe obecnieuenue «Ckanep-BCy)

5.3 Ilepeuenns nHpopManuOHHbIX cipaBo4HbIX cucteM (MCC) u
COBpPEeMEHHBIX NpodeccuoHanbHbIX 0a3 faHHbIX (CIIB/)

Ne HaumenoBanue CIIBI/ UCC
1. JnekTpoHHast oubmmoreka Grebennikon.ru — www.grebennikon.ru
2. Hayunast anektponnas ouonmoreka eLIBRARRY — wwwe.elibrary.ru
3. Hayunast aiekTponHas oubnuoreka KubepJlennka — www.cyberleninka.ru
4. ba3za nanseix [TOJITTPE/] CnpaBounuku — Www.polpred.com
5. basa nanaeix OECD Books, Papers & Statistics na miatdpopme OECD iLibrary
www.oecd-ilibrary.org
CrnpaBouHas npaBoBas cuctema Koncynbrantlntoc (MHCTaIMpOBaHHBIN pecype
6.
CIIOI'DY mmm www.consultant.ru)
7 CnpaBounas npaBoBas cuctema «I’APAHT» (nHcTammpoBarssiid pecype CITOI DY
' I WWW.garant.ru)
8 WudpopmanronHo-cripaBouHas cucteMa «Koaeke» (MHCTaTUTMPOBAHHBIN pecype
' CII6I DY mmm www.kodeks.ru)
9. DsekTponHas oubmmoreunas cuctema BOOK .ru - www.book.ru
10. DnextponHas GuGmmoreunas cuctema 5C FOPAUT — www.urait.ru
1 3H€KTpOHH-O-6I/I6HI/IOTGIIHaSI cuctema SHAHUYM (ZNANIUM) —
WwWWw.znanium.com
12. OnektponHas 6udmuoreka CII6I"DY— opac.unecon.ru



http://www.grebennikon.ru/
http://www.polpred.com/
http://www.oecd-ilibrary.org/
http://www.znanium.com/

6. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYHEHUE

JTACTUTIINHBI

Jlns peanuzanuy JaHHOW JAUCIUILIMHBI UMEIOTCS CTeIMaIbHbIe TTOMEIICHUS
JUIS. TIPOBEICHUS 3aHATHU JIEKIIMOHHOTO THIA, 3aHATUM CEMHHApPCKOro THIIA,
KypCOBOT'O TPOEKTUPOBAHUS (BBIMOJHEHUS KYpPCOBBIX pabOT) TPYNMHOBBIX U

HHAWBUYAJIBbHBIX KOHCYHLT&HI/Iﬁ,

TEKYLIEro KOHTPOJS U MPOMEKYTOYHOU

aTTeCTalllH, a TAK)KE MMOMEIICHUS JJI1 CAMOCTOSITEIIbHONU PabOTHI.
[ToMemiennst ocHamieHbl OOOPYIOBAaHMEM W TEXHUYECKUMH CpEJICTBAMU

00yUYeHMUS.

[Tomemienust UIsi CaMOCTOSITENBHOM pabOThl O0Yy4YaIOUIMXCA OCHAIICHbI
KOMIIBIOTEPHOW TEXHMKOM C BO3MOXXHOCTBIO NOJAKIIOUEHHS K ceTu "HHTepHer" n
o0ecrieueHrueM JIOCTyNa B JJIEKTPOHHYIO HH(POPMAIMOHHO-00pa30BaTEIbHYIO CPEy

YHUBEPCUTETA.
HanmeHoBaHMe y4eOHBIX ayIMTOPHI, IePeYeHb Anpec
(MecTOMOJI0:KEeHHE)
Y4eOHbIX
ayIMTOpuii
Ayn. 2059 Yuebnast aynutopus (A5 npoBeeHus 3aHATui Jiekuuonnoro tuna | 191023, r. Cankr-
U 3aHATUI CEMHHApCKOr0 TUIA, KypCOBOTO MpOEKTHpoBaHUs (BbimosnHeHus | IlerepOypr, YL

KYPCOBBIX paboT), TPYMIIOBLIX U HHIUBUIYAIbHBIX KOHCYJIBTAIUN, TEKYIIETO
KOHTPOJISI U TIPOMEKYTOUHOM aTTeCTaluu), 00OpyI0BaHA MYJIBTUMEIUHHBIM
koMIUiekcoMm.Crienimanu3upoBanHas ~ Me0enb W oOopynoBaHue: YdeOHas
MeOenb Ha 54 mocaIouHBIX MeCTa, pabodee MECTO MpernoaaBaTes, CToJ - 1 mT.,
Jocka MenoBasi (3-X CeKIMOHHas) - 1 MmT., CTyJbeB - 3 MIT., XKaJFO3U - 2 IIT.
[lepenocHoit mynpTHMewitHEI KoMITiekT: HoyTtoyk HP 250 G6 1WY58EA,
Mynetumeauitaeiii npoektop LG PF1500G. HaGopsl 1eMOHCTpalimoHHOTO
MocoOWi:  MYJbTUMEIUNHBIE

o0opynoBaHus W y4eOHO-HAIJISAIHBIX

OPpUIOKCHUA K  JICKHMOHHBIM  KypCaM W IPAKTUYCCKHM  3aHATHAM,

HWHTCPAKTUBHLIC y‘-IC6HO-HaFJ'I5LZ[HBIe ocoous.

Kanan I'puboenona,
30/32, nutep «Ayp,
«b», «P»

JIabopaTopHble pabOThI IO JUCLUIUIMHE IPOBOAATCA B 1a00paTOPHUAX:

«JIabopaTopHbIli KOMILJIEKCY
«HX)EHEePHO-TEXHUYECKOU
anmnapaTHOW 3allUThL»

3alLUTHI,

Jlaboparopus «JlabopaTopHBIi KOMITIIEKC)

nabopatopus

IIporpammuoO-

Buj yueonbix Anpec, Ne
N JlabopaTtopHoe o0opynoBaHue
3aHSATHI ayIMTOPUM
Jlabopamopnoeie | 191023, r. Cankr- Criennayin3upoBanHasi MeOelib U 000py/oBaHue: YueOHas MeOelb
pabompi [erepOypr, yu. Ha 22 mocagoyHbIX MecTa (22 KOMIBIOTEPHBIX CTOJIA, YEPHBIX Kpecel

Kanan ['puGoenosa,
30/32, nutep «Ay,

«b», «P»,

ayoumopus No
2021

22mrt.) YuyeOnas meOenb Ha 42 mocanouHbix MecT (mapt 21 1miT.,)
pabouee MecTO TpernojaBaTelis (KOMIIBIOTEPHBIN ¢TON 11IT.)0CKa,
MenoBasi 3-X CeKIMOHHas 1miT., Jocka MapKepHas Ha Koiecukax |
1., 9acel 1 wr., kadenpa lmr., cron 1mT., TyMO0o4Ka 11T., CTYJ 130
4mrT., Bemanka crodka 2mT., kamosu 3mr. Kommbrorep i5-
8400/8GB/500GB_SSD/Viewsonic  VA2410-mh - 23 mrr.,
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VYcraHOBKAa JIEMOHCTPAIlMOHHBIX y4eOHBIX (wibMOB - 1 1T,
KoMmbroTep B KOMILIEKTAIlMU CHCTeMHBINH Onok Intel pentium x2
03250 knaBuarypa+meimb L (kectkuii quck500gh,monutop philips
21.5") - 1 mr. Habopsl AEMOHCTPAIMOHHOTO O0OPYIOBaHUS H
y4eOHO-HAISAHBIX TOCOOMI: MYJIbTUMEIUHHBIE NPUIOKEHUS K
JICKIMOHHBIM KypcaM M MPaKTHYECKUM 3aHSATHSAM, WHTEPAKTHBHBIC
y4eOHO-HaTJIATHBIC TTOCOOHSI.

Jlabopatopuss NHkeHepHO-TeXHUYECKON 3amuThl, jgaboparopust IIporpammuo-
armnapaTHOM 3alUThI.

Buja yueOHbIX

AN Anpec, Ne ayniuropuu JlaGopaTopHoe o6opynoBaHHe
JlaGopatopHbie 191023, r. Caskr- Crenmanu3upoBanHasi  MeOenb U 000pyAOBaHUE:
paboThI [TerepOypr, yi. Kanan VYuebnas mebenp Ha 30 mocamounsix mect (Ilapta

I'puboenona, 30/32, nByxmecTtHas — 11 mT., ctos — 8 mrT., cTynbs- 30 mrT.);
utep «A», «by», «P», 2 pabouux Mecra mpernogaBatens (2 crona, 2 cTyma);
aynuropust Ne 2057 cton — 1 mT.; TpubyHa 11 BRICTYIUICHUW — 1 mmT.;
mkad s JOKyMEHTOB — | INT.; CTEHbl HACTCHHBIC
npoOKOBble — 2 1IUT.; IIKad HACTEHHBIH CO
CTCKSIHHBIMU CTBOpKaMH — 4 IIT.; JOCKa MJs

MapKepoB JBYXCTOPOHHsIA — | HIT.; MepCOHaNbHBIH
kommbiorep IBM PC-coBmectumsiii (i5-3470/RAM
8Gh/HDD 500Gh/Win7pro) — 7 mrt.; nepcoHaabHbII
kommbpiorep IBM PC-coBmectumsiii (i3-2100/RAM
8Gb/HDD 500Gb/Win7pro) — 8 mr.; koMMyTaTop
Cisco JUIs  OpraHM3aluy  JIOKAIbHOM  CceTu
naboparopuu ¢ MoAKIIOUYeHuEeM K ceTH "HTepHeT"
obecreyeHnemM JocTyna B ANIEKTPOHHYIO
MH(POPMALMOHHO-00pa30BaTENbHY IO cpeny
opranuzanuu — | mwr.; mkag cepBepubiii 42U — 1 mr.;
mKad TeleKoMMyHHUKarmoHHbH 20U — 1 mr;
npoektop NEC ME-401X — 1 mT.; skpan mius
npoekTopa Screen Media Goldview 244*244MW
HAaCTeHHbIM — lIIT.; aKycTHYecKkas CUCTEMa MapKa
Microlab wmomens Pro2— 1 mr.; kommyTtaTop
koHcoimpHbIi  Trend Net TK-803R - 1 mr;
pasBeTBHUTENH BUpeocurrana Aten VS-92A — 1 mr.;
naboparopubiii crern HIII «Yurex-Ilpopu» «O3-
MP» — 1 mrt.; naboparopusiii ctenn HII «Yurex-
[Tpodpu» «OLUT-MP» — 1 wrT.; 1abopaTopHBI CTEH]
HIIIT «Yurex-IIpopu» «DODS-HP» — 1 komruiekT;
koMruiekT rmiakaroB HII «Yurex-IIpodw» — 1 mrT.;
reHeparop akyctuuyeckoro myma JII'I-301 AO
«Jlaboparopus IIIII» — 1 mr.; BUOporeHeparop
JIT'TI-403 B xoMIIIEKTe ¢ BUOpOMpeoOpa3oBaTeIsiMu
JIBII-20, JIBII-2T AO «Jlaboparopust IIITHI» — 1
wrt.; GuiasTp cereBoit onHodazublil JIOC-10-10 AO
«JlabopaTopus IIIII» — 1 mT.; reneparop myma 1mo
LEMAM 3JIEKTPONUT., 3a3emi1. u [IDMU JITI-503 AO
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«Jlabopatopus IIIIII» — 1 1wT.; ycTpOHCTBO 3aLUTHI
teneoHHbx nuHUA ['panut-8 abonentckoe AO
«Jlaboparopust ITITHI» — 1 mr.; cepsep HP-DL — 5
wt.; Kommyrtatop Cisco Small Business SF302-08 —
4 mt.; Kommyrarop Cisco 2950 — 3 mit.; KommyTatop
Cisco 3560 — 1 w.; becipoBogHO# MapiIpyTH3aTOP
TP-Link TL -WR941 ND; DnekTpoHHbIC KJIHOYU
Guardant — 16 mr.; oruerymmureiap OY-5 — 1 mr.;
orerymutens OII-4(3)-BCE — 1 mr. HaGopsl
JEMOHCTPAIIMOHHOTO  00OpYyIOBaHUS W  y4eOHO-
HAaTJISIHBIX HOCOOMIA: MYJIbTUMEIUIHBIC
OPWIOKEHUS K  JIGKIMOHHBIM  KypcaM |
NPAaKTHYECKUM 3aHATHSM, WHTEPAKTUBHBIC y4eOHO-
HarJs,IHbIe TOCOOuSI.

7. METOANYECKHE YKA3AHUA JUIAA OBYYAIOLLET' OCH 11O
OCBOEHUIO JUCHUITIMHbI

[Ipuctynass K W3YyYCHUIO TUCIHUIUIMHBI, OOydYaromeMycsi HEoO0XOIMMO
O3HAKOMUTBHCS CO CJIETYIONUMHU JOKYMEHTaMHU:

- y4eOHO-METOIMUECKOMN TOKYMEHTAIIUECH;

- JOKAIbHBIMA ~ HOPMATHBHBIMH  aKTaMH,  PETIAMEHTHPYIOIUMHU
OCHOBHBIE  BOTNPOCHI ~OpPTaHMW3AIlMd W  OCYIIECTBJICHHS 0Opa30BaTEIHHOU
JEATETHLHOCTH, B TOM YHCIIC PETJIaMEHTUPYIONIHNE MTOPSIIOK MPOBEACHUS TEKYIIIETO
KOHTPOJISL yCTICBAEMOCTH M IIPOMEXYTOYHOM aTTeCTalli 00YyJarouuXcs,

- rpaduxom KOHCYJIbTAITHH COTPYTHHKOB npodeccopcko-
MIPENo/IaBaTeLCKOr0 COCTABA.

YpoBeHb W TIyOWHAa OCBOCHUS AWCIIUIUIMHBI OMPEICISIOTCS aKTUBHOU H
CUCTEMATHYCCKON paboTOi 00ydJaronmuxcs Ha JIEKIIMOHHBIX 3aHATHSX, 3aHATHIX
CEMUHAPCKOTO THIA, BBITOJIHEHHEM CaMOCTOSITEIBHOM paboOThl, B TOM YHCIE B
YaCTH BBIICJICHUS HAaNOO0JIee 3HAYMMBIX M aKTyalbHBIX MTPOOJIEM TSl JATbHEHUIIIETO
n3ydeHusi. OcoObIM yCIIOBHEM KauyeCTBEHHOT'O OCBOCHUS JIUCIHILIAHBI SBIISCTCS
abdeKTUBHAS OpraHu3amusi TPyHAa, TO3BOJISIONIAS PACIPEACIUTh y4eOHYIO
Harpy3Ky paBHOMEPHO B COOTBETCTBUU C TpauKoM yueOHOTO mpoIiecca.

[Ipu moaroroBke K y4eOHBIM 3aHSATHUAM OOYYAIOIIMMCS TMPEJOCTABIISICTCS
BO3MOXHOCTh  TOCEIICHUS  KOHCYJBTAIIMA  COTPYTHUKOB  MPOQECCOPCKO-
npenojaBarenbckoro coctaBa CIIOI'DY cormacHo pacnucaHHio, YCTaHOBICHHOMY
B rpayike KOHCYJIbTAIIH.

AynauTtopHas W BHeaynuTOpHas paboTa 0OydYaromuxcs OJDKHA OBITh
HarpasjieHa Ha popMUpOBaHUE!

— (yHIaMEeHTaIbHBIX OCHOB MHUPOBO33PEHUS 00yJaronxcst "
€CTECTBEHHOHAYYHOTO TTO3HAHNS;
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— 0a3uCHBIX 3HAHUM, COOTBETCTBYIOIIMX HANpaBICHUIO TMOJATOTOBKU H
3agBIIEHHOW TPO(ECCHOHATBHOW 007acTh, (OPMUPYIOUIUX IIENEBYI0 H
npo(ecCHOHANbHYI0 OCHOBY /ISl HOJTOTOBKH KaJpOB;

— npo¢ecCHOHANbHBIX KOMIETEHIIMI OPUEHTHUPOBAHHBIX HA YJOBJIETBOPEHUE
noTpeOHOCTEH phIHKA TPY/A,

— WHIUBUIYaJbHOU TPAEKTOPHUH ITOCPEICTBOM OCBOCHHS YHUKAJIBHOrO Habopa
npo(eCCUOHATIBHBIX ~KOMIIETEHIIMM  JOMOJIHAIOMUX KOMIETEHTHOCTHYIO
MoJeldb  OOydarolerocsi, 3a CYeT OpHUEHTAlUd Ha  KOHKPETHBIE
npogeccuoHaIbHbIE CIIEUATN3UPOBAaHHbIE 00JaCTH 3HAHUMN, OTIpeieliieMble
IpEICTaBUTENIIMU PHIHKA TPYAQ;

— METAaHABBIKOB 00yYaroUIMXcsl, TAKUX KaK: KOMaHJHas pabdoTa U JIMIAEPCTBO,
aHaJu3 JIaHHBIX, LU(POBBIE HABBIKU, pa3pabOTKa U peaau3alusi MPOEKTOB,
MEXKYJIbTYPHOE B3aUMOJEHCTBHE.

8. OCOBEHHOCTH OCBOEHUA INCHUIIJIMHBI U151 THBAJIN10OB
N Jinl C OrPAHUYEHHBIMHU BO3MOXHOCTAMMU 310POBbA

OO0yueHue o0y4aronumxcsi ¢ OrpaHuYeHHBIMH BO3MOKHOCTSIMU 3/10POBbSI PU
HEOOXOJMMOCTH  OCYIIECTBIISIETCS HA OCHOBE aJalTHPOBAHHON  paboueit
OpOrpaMMbl  C  HCIIOJNB30BAHMEM  CICHUATIBHBIX  METOJAOB  OOy4YeHUS U
IUIAKTUYECKAX ~ MaTepualioB, COCTaBJICHHBIX C  y4e€TOM  OCOOEHHOCTE
NCUXO(U3NYECKOTO Pa3BUTHUS, WHAUBUAYATbHBIX BO3MOXKHOCTEM M COCTOSHUS
3JI0POBBS TAKUX OOyYaromuxcs (00y4Jaroierocs).

B memsix ocBoeHus ydeOHOW TpOrpaMMbl JUCHWIUIMHBI WHBAIAIAMU H
JUIIAMHA  C  OTPAHMYCHHBIMH  BO3MOXXHOCTSIMH  37I0POBbS Y HHUBEPCHTET
00€eCIIeYnBacT:

— JUIsl MHBJIWJIOB M JIMI] C OIPAHMYEHHBIMU BO3MOKHOCTSMH 3JI0POBbSI 110
3pEHHIO: pa3MeIlEeHUE B JOCTYIHBIX A OOydYaoIUXCs, SBISIOMUXCA CICTBIMU
WIK  CIIa0OBUMIIMMHU, MeCTaXx M B aJalNTUPOBaHHOM (opme crpaBOUYHON
uHpOpMallMl O pacHUCaHUM Y4YeOHBIX 3aHATUN; NPUCYTCTBHE aCCUCTEHTA,
OKa3bIBAIOIIETO 00YyYaIOIEMYCsl HEOOXOIUMYIO IIOMOIIIb; BBIITYCK aIbTEPHATUBHBIX
(GbopMaToOB METOAMYECKUX MATEPUAJIOB (KPYIHBIN MWPUGT WK ayauodaiiibl);

— JUISl UHBAJIUJIOB W JIWI[ ¢ OTPAHUYEHHBIMU BO3MOKHOCTSAMH 3I0POBBSI 11O
CIIyXY: HaJJIeKAIIMMHU 3ByKOBBIMHU CPEJICTBAMH BOCIIPOU3BEICHNE UHPOPMAIINK;

— JIJI1 VMHBAJIUIOB M JUI[ C OTPAHUYECHHBIMU BO3MOXKHOCTSIMH 3J0POBbA,
MMEIOIIMX  HApPYLICHUS  OMNOPHO-ABUIATEJIbHOTO  almapara:  BO3MOXHOCTb
OecpensiTCTBEHHOTO JOCTYIa 00y4Jaronuxcsi B yueOHbIe TTOMEIIECHUSI, TyaJeTHbIE
KOMHAThl U Apyrue nomenieHus: kadenpsl, a Takxke NnpeObIBaHUE B YyKa3aHHBIX
MTOMEILICHUSX.
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OOGyJaronuecs 13 ynciaa HHBAIUI0B U aull ¢ OB3 obecrieueHbl e9aTHBIMU
u (WaM) OIEeKTPOHHBIMH  OOpa3oBaTeIbHBIMH  pecypcamMu B ¢opmax,
aJanTUPOBAHHBIX K OTPAaHUYEHUSIM MX 370pOBbs. OOpa3oBaHHE O0YUYAIOIIUXCS C
OTpaHUYCHHBIMH BO3MOKHOCTSIMH 37I0POBBbSI MOXET OBITh OpPraHW30BaHO Kak
COBMECTHO C JIPyTMMHU OOY4YaloOlMMHCS, TaK WU B OTACIBHBIX TPYyIINaxX WIA B
OT/ICJIbHBIX OpTraHU3aIUsX.
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®OH/J ONEHOYHBIX CPEACTB

1.1 KoHTpoJIbHBIE BONPOCHI U 32aHUSA K IPOMEKYTOYHOI aTTeCTAIUU

Onextponnbie Kioun Guardant. Diexkrponnsiii oy Guardant Sign. DIeKTpOHHBIN KITIOY
Guardant Code.

Onekrponnble kmoun Guardant. Guardant SP. Cepsep aktuBanmu. ITpuHIUI paOOTHI
TexHnueckne XxapaKTepUCTUKH.

Dnexrponnsie kimoun Guardant. Beioop moaenu kimoda. 3ammra Windows-mpriioskeHuid.
Dnextponnsie Kiroun Guardant. Beibop mogenu ximova. YpanieHHOe OOHOBICHHE MAMSTH
KITI0Ya.

Komrutektsl pazpadoturika Guardant. Beibop Mozaenu kitoda.

Onexrponnbiil uaentudukarop Rutoken. Kommiekr paspadborunka Rutoken.

KommiekT pa3zpadorunka Rutoken. Dnekrponnsie uneHTudukaropsl Pyroken Web.
Haznauenwue [10 VipNet Custom. ®aiin nuctpudytus (VipNet Custom).

Cocras nporpammuoro komiuiekca ViPNet. Kpunrosapo Jomen-K.

Jloruka o6padotku IP-tpaduka VipNet.

Amnmapatsble kioun 3anmTthl cepun HASP. Anmapartasie kiroun 3amutsl HASP 4-ro u 5-ro
MOKOJICHUSI.

ViPNet Custom. ®aitn-guctpudytus VipNet. dst, K/ u KH daiinbr.

Kirou Guardant: Ha3HadeHHe, OCHOBHBIC XapaKTEPHCTHKH, IPUMEP HCIOIb30BAHUSI.

ViPNet Administrator (Axmunuctparop). OcobenHocTH Kir04eBoii cTpykTypsl VipNet.
Anmnapatssle kiatoun 3amutsl RuToken.

VipNet Custom. Ocobennoctu B3aumozeictBusi LIYC u VYKII. CereBbie 3KpaHbI:
Ha3Ha4YeHHE, IPUMEPhI UCTIOIb30BAHMS.

AmnmapartHsie Kitouu 3amuTel eToken.

BuptyanpHble 3a1UIIEHHBIE CETH: BU/bI, XapaKTEPUCTHKHN U BAPUAHTHI peaTu3aliH.

Kirou eToken: Ha3HadyeHUe, OCHOBHBIC XapaKTEPUCTUKH, IPUMEP UCIIOIH30BAHHS.

Pesxxumer pabotst ViPNet Driver. @unbrpanus, Kputepun U rpasuiia. Buabsr GuisTpos.
Kurou ruToken: HazHaueHUE, OCHOBHBIC XapaKTEPUCTUKH, IPUMEP HUCIIOJIb30BAHUSL.
Anmnaparaeie kiaroun 3ammtel cepuii HASP SRM (HL, SL) u HASP 4. CpaBuutenbHbIe
XapaKTepUCTUKH, 007aCTh MPUMEHEHUSI.

Kiroueoit u ynocrosepstronuii entp VipNet Custom. TexHonorus pasrpaHiHdeHus J0CTya
k nadopmanun Ha npumepe ViPNet.

MewxcereBbie dkpanbl. JIM3 (wa mpumepax VipNet Custom). Cosnanue BUpPTyanbHOR
sammuiieHHoi cetu VipNet.

[MTonsitre anpecHoit u npuknanHoi anmuHucTpamuu B ViIPNet. KimenTckoe mporpaMMHoe
obecnieuenue uist opranusanuu 3anumiennoi cetu ViPNet Client (Kiuenr).

Jloruka ucnosbp3oBaHus BUpTyaibHbIX aapecoB B ViPNet Custom. Kommnonents: ViPNet
Custom. ViPNet [Koopaunartop]: Ha3HaueHHE, 0COOCHHOCTH.

VipNet Custom. IIYC u YKII, ocobennoctu B3aumoaeiictBust. Kpunrosapo «{omen-K».
VipNet Custom. MexcereBoe B3ammozeiictBue. Bugst MMK B VipNet. CepepHoe
nporpaMMHOe obecriedeHue sl opranmsanum 3amumenHord cetu ViPNet Coordinator
(Koopaunarop).

VipNet. Kitoun 3ammtsl, Mactep kitoun, kiaroun DI OcoGeHHOCTH KITFOYEBOW CTPYKTYPBI
ViPNet. Dramnsl hopMUpOBaHUs KIHOYEBON HHPOPMAIHH.

Hcnonp3oBanue anmapaTHeIx Kioued 3amutel €Token u HASP mns 3ammter [10 u
MH(POPMALIUH MTOJIb30BATEICH.

MeTtop1, cIOCOOBI U CpelicTBa 3alUThl MHpOopManuu. Y noctoBepsitomne ueHTpsl ViPNet.

14



32

33

34

35

36
37

38
39
40

41
42
43

44

45

Bunet yrpo3 6e3onacuoctu B TKC. Kpunrorpagudeckue cucreMbl U UX UCHOJIb30BaHUE B
VipNet.

ViPNet — cepBep otkpeitoro Mutepuera. TpancnoptHeiii Moxyas MFTP. JlenoBas moura.
VPN kak cpenctBo wH(pOpMammoHHOW 3amuThl. LleHTpsl cepTudumkanum — Ha3HAYCHHE,
TEeXHHYECKasl peai3amusl.

UNndopmanmonnas 6e30nacHOCTh B chepe KOMIBIOTEPHBIX CETEBBIX TeXHONOTHM. [IpoTokon
HTTPS, xpunronporokonsr SSL, TLS.

3amuTa MOYTOBBIX CHCTEM. 3allliTa CEPBEPOB M pabOYMX CTAHIMH. 3aluTa MPOrpaMMHOTO
obecrniedeHuss — OOIIME IMOAXOMbI M TPHHIIMIEL. JJIEKTPOHHBIE MU(POBBIE cepTH(HUKATHI.
[Mpuamun  paGotel. PopmanbHoe ommcanue. Ctpykrypa ceprudukara. Poccuiickue
CTaHIApTHI.

3amumTa nporpaMMHOT0 00ECIICUSHHS ¢ TIOMOIIBIO allapaTHbIX Kirouei cepun Guardant.

CeMeiicTBO 3JCKTPOHHBIX Kiaroued Guardant mist 3amuThl MPOrpaMMHOTO 00ECIIEUYEeHHUs] OT
HECaHKLIMOHUPOBAHHOI'O KOMMPOBAHMS U PACIIPOCTPAHEHUS.

Yactueie cetu (VPN): npuHLIUIIBI TOCTPOEHUS, KOHPUTYPUPOBAHUE, BAPUAHTHI PeaTU3aluu.
3amuTa mporpaMMHOTO OOECTIeUeHHs C MOMOIIBI0 anmapaTHeIX kimroueir HASP HL, Hasp 4.

DNEKTPOHHBIN KITI0Y (ammapatHbelil kirod). [IpuHImnmer paboThl, KiaccuUKaIys, MPUMEpPhI
WCTIOJIb30BaHMUSL.

Xemr. Xeur-pyHkuus. XemupoBanue. AyTeHTHPHUKAIMS, aBTOpU3aLNs, UACHTU(DUKALINA.
Kuroun cepwmii ruToken u eToken — cpaBHUTENIbHASI XaPAKTEPUCTHKA, 00J1aCTh IPHMEHEHHSI.
Texnonorun ayrentudukaumun u mudpoBaHus. Peanusauus Oe3onmacHOl —ceTeBOM
uHppacTpykTypsl 11 Web-cepepa. Pyroken Web.

Kommnbrorepusie Bupycsl. Kitaccudukanus BUpycoB. AHTUBHPYCHAsSI 3a1[UTa KOMITBIOTEPHOM
ceru. Kiaccudukanus antuBupycoB. OCHOBHbIE NMPU3HAKM HNPUCYTCTBHSI HA KOMIIBIOTEpE
BPEJIOHOCHBIX MporpaMM. MeToibl 3alUTHI OT BPEIOHOCHBIX IPOTPaMM.

OGecnieyenne  Oe3omacHoct  Web-cepsepoB.  beszomacHocts  Web-conepixumoro.
DNeKTpOHHbIE HUPPOBbIE CEPTUPUKATHI.

1.2 TeMmbl NMCbMEHHBIX PadOT

HccnenoBanre mnporpaMMHO-alIapaTHBIX CPEACTB UL PACCIEJOBAHHUS KOMIIBIOTEPHBIX
NPECTYIUICHUN.

Co3znaHue MporpaMMHOTO KOMILIEKCA JIJIsl TECTUPOBAHUS HA TIPOHUKHOBEHHE OCCIIPOBOTHBIX
ceTel.

OMynsanus paboThl CTPECC-TECTOB CETH.

AHanu3 ys3BUMOCTEH B BEO-TPUIIOKEHHSIX.

AHanu3 ysi3BUMOCTEH B OTIEPAIIMOHHBIX CUCTEMaX M CEPBEPHOM ITPOrPAMMHOM 00ECTICYCHUH.
Coznanue cTeHaa Ui JEMOHCTPAllK CKaHUpoBaHue cereid. [lepexBar JaHHBIX B CETSX.
AHanm3 ceTeBoro Tpaduka.

Co3maHue nMporpaMMHOTO KOMILIEKCA 110 MOJICTMPOBAHUIO aTaK Ha MapoJiu.

Pa3paboTka apXuTEKTYyphl 3aLIUIIEHHON CUCTEMBI OOHAPYKEHUS BTOPIKEHHIA.

Co3manue mporpaMMHOTO KOMILIEKCA 110 MOJICTTMPOBAHUIO aTak Ha BeO-cepBep.

PazpaboTka apXUTEKTYPbI CUCTEMbI KOMILIEKCHOTO CETEBOI0 CKAHUPOBAHHMS 3AIIUIIICHHOCTH.
Cucrema cOopa TaHHBIX )KYPHAJIOB PETUCTPAIIMUA COOBITHI OTIEPAIMOHHBIX CUCTEM.
OMynsanust paboThl 3alIMIICHHBIX CETEBBIX MMPOTOKOJIOB.

DOMyJsIust KOHKPETHBIX BUJIOB aTaK.

Co3nanue naTepdEiicoB s SMYISIUN PaOOTHI CPEICTB 3AIIUTHI.

W3yuenne 3aBUCUMOCTH MEX/Y TOMOJOTHEH CETH B aTaKaMH.

W3ydenne aTak Ha CeTeBOE ammapaTHoe 00eCIIeYCHHUE.

N3ydenune ceTeBhIX CKaHEPOB YA3BUMOCTEM.

W3yuenne aTak Ha MPUIOKEHHS U 3AIIUTA MTPUIIOKESHUH.
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20 I/ICCJ'IGI[OBaHI/IC 3alIUTHBIX CEPBUCOB - TCCThI HA BO3MOKHOCTb IIPOHUKHOBCHH.

21  Manpataeiii u poneBoit moctyn B Linux. GRSecurity, SELinux, RBAC B HeKOTOpBIX
(halIOBBIX CHCTEMAX.

22  Kpunroananus. [IpocTeiiimii 4acTOTHBIH aHANIN3, aTAKH HA KPUOTOTpaQUIECKHE ITPOTOKOIBI.

23  Ilpumenenue kpunrorpadpuu B cersx. SSL/TLS, DIIII, mpoTokoisl ayTeHTH(HKALNH,
ynpasienue qosepueM. [Ipumepst atak — nepedop 1o cinoBapro, rainbow TaGIHIbL.
24 TlIporokonsl PGP u SIMIME u ux peanusaruu.

1.3 KoHTpOJIbHBIE TOYKHU

Homep KOHTPOJILHOI THIl KOHTPOJILHOM Cnoco0 npoBeaeHus1 Homepa Tem
TOYKH TOUYKH
1 Hnousuoyanvroe YCMHO 1-8
3adaHnue
2 Hnousuoyanvnoe VCMHO 9-20
3a0anue

1.4 JIpyrue o0beKTbI OlleHUBAHMS

Paboueit mporpaMMoi AMCIMIUIMHBI HE TIPETyCMOTPEHO.

1.5 CamocrosiTesqibHasi padoTa 00y4aruierocsi

HaumeHOBaHMSA CAaMOCTOATETbHOI padoThI Homepa Tem

Kypcosoe npoexmuposanue 1-23
Tlooeomosxka K 1eKYUOHHBIM U NPAKIMUYECKUM 1-23
3aHAMUAM

Ilodeomosxka k axK3ameny 1-23
Tloozomoska coobuenuil, 00Kk1a008 1-23
Paspabomka unoueudyanvuwix/ 2pynnoswix 1-23
npPoeKmos

1.6 IlIxay1a oueHMBAHUA pe3yJIbTATa

[IkaJyibl OlIECHUBAHUS W MPOLIETYPHl OLICHUBAHUSI PE3YJIHTATOB O0YUYEHUS MO
AUCHMIUIAHE  persiaMeHTupyrorcs  [lonokeHmeM O  TEKylleM  KOHTpOJIE
YCIEBAEMOCTH U MPOMEKYTOYHOM aTTecTallMy OOy4YaroluXcsl MO Mporpammam
BbICIIETr0 oOpa3oBanus U [lonoxenneM o 0aUIbHO-PEHTHHTOBOM CUCTEME.

Jig  oneHku CcGHOPMUPOBAHHOCTH pE3yJlbTaTOB OOyYEHHUs IO JUCUUIUIMHE
UCIIOJIb3YETCS 0AJIbHO-PEITHHIOBAasi CHCTEMA YCIIeBAeMOCTH 00y4ar0MXCH !

@®opMOIl HUTOrOBOro KOHTPOJS MO AMCLHUIUIMHE SIBIAETCA HK3aMeH (Wiau
g depeHIMPOBaHHBIN 3a4€T), UTOTOBas OLIEHKa (POPMHUPYETCSI B COOTBETCTBUU CO
IKaJI0W, TPUBEAECHHOMN HIKE B TaOIMIIE:

\ bamnbl \ Onenka \
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<=H4 HEYJIOBJICTBOPUTEIHHO
55-69 YAOBJIETBOPUTEIBHO
70-84 XOpOIIO

>=85 OTIIUIHO

IIIkana oueHUBAHUA pPe3yJbTAaTa

2 (6amr go 54)

JeMoHcTpupyeT HenmoHuMaHue npodieMbl. MHorue TpeboBaHus, IPeabsBIsEMbIE K
3aJJaHUIO HE BBIMOJIHEHBI.

JeMoHCcTpUpYyeTCs IepBUUHOE BOCHpUsTHE MaTepuana. PaboTa He3akoHYEeHA U /WIH
3TO MJIaruar.

3 (6amn 55-69)

JeMoHCTpUpyeT YaCTHIHOE TIOHUMAaHUE MPOo0IeMbl. BOIBIIMHCTBO TpeOOBAHUH,
MPEABABIAEMBIX, K 3aJJaHUIO BBIMIOJHEHBI.

Bnanenue anemMeHTaMu 3a1aHHOTO MaTepHaia. B OCHOBHOM BBHINIOJIHEHHBIHN
MaTepHall NOHITEH U HOCUT LICJIOCTHBIN XapaKTep.

4 (6amm 70-84)

JleMOHCTpHpyeT 3HAaUNTENbHOE TOHUMaHNe MPo0IeMbl 0003HaYeHHOMN
JUCIUIITUHON. Bee TpeGoBaHus, IpeabsBiIsieMble K 3a1aHHIO BBITIOJIHEHEI.
ConepxaHye BBIIIOTHEHHBIX 33JaHUH PACKPBITO U PACCMOTPEHO C Pa3HbIX TOYEK
3peHust.

5 (6amn 85-100)

JeMoHCTpUpYyeT NMOJTHOE MOHMMaHue poobeMel. Bee TpeboBanus, peabsBiIsieMbIe
K 33/IaHUIO BBIOJIHEHBI.

IIpoieMOHCTPpHUPOBAHO YBEPEHHOE BIAJACHUE MATEPUATIOM JUCIUILIAHBIL.
BrinonHeHHbIE 3aJaHUS HOCST LIEJTOCTHBIX XapaKTeP, BHIIOJHEHBI B [IOJTHOM
o0beMe, CTPYKTYPUPOBAHbI, MPEACTABICHBI PAa3IMYHbIC TOUKH 3PEHHS,
MIPOJIEMOHCTPUPOBAH TBOPUYECKUI NOIXO.
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