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1. HEJIX OCBOEHUSA U CIHHUIIJINHBI

Hean:

Jlatb cTyaeHTaM HeoOXOMMbIe 3HAHUS, YMEHHS U HABBIKH 3aIIUTHI CETEBBIX
uHpopMannoHHbIX TexHoioruit (MT) ¢ npuMeHeHneM COBpEMEHHBIX TPOrpaMMHO-
anmapaTHbIX CPEICTB, HEOOXOIMMEBIE ISl MCTIOJIb30BaHMS UX B paboTe B
KOMITaHUSX, HYKAAIOLIUXCS B 3allUTe KOHPHUAESHIIMATbHON HH(POPMaIUK: -3HaTh
MPUHIUITE paOOTHI IPOTPAMMHBIX, TPOTPAMMHO-AIIAPATHRIX (B TOM YHCIIE
KpUNTOrpaguuecKux) U TEXHUUYECKUX CPeJICTB 3auThl nHpopmaruu (C3U); -
YMETb BBINOJHATH paOOTHI 110 0OCITYKUBAHHIO ITPOrPAMMHBIX, IIPOTPaMMHO-
annapatHsIX (B TOM 4Mcie Kpunrorpaguueckux) u rexunueckux C3U; -snaaers
METOJIaMU THOKOIM HACTPOUKH MOJUTHUK 0€30I1aCHOCTH Pa3InYHbIX CEMENUCTB
OIEPALIMOHHBIX CHCTEM; -BJIa/IETh CIIOCOOHOCTbHIO BHIMOIHATH PA0OThI IO YCTAaHOBKE
¥ HACTPOIKE MPOrpaMMHBIX, IPOTPAMMHO-AINapaTHBIX (B TOM YHCIIE
kpunrorpadpuueckux) u rexuuueckux C3U; -3HaTh NPUHIMIIBI 3aIUTHI TIOACUCTEM
uHpopmannoHHoi 6e3onacHoctu (Mb) o6bekTa 3aUThI ¢ TOMOLIBI0 IPOrPAMMHO-

CCTiX.

annapaTHbIX CPE/ICTB; -yMeTb aAMUHUCTPUPOBATh nojicucreMsl b o0bekTa
3aIUTHI C UCIIOIb30BAaHUEM NIPOTrPAMMHO-ANNAapaTHBIX CPEACTB; -BIAJETh
CIIOCOOHOCTBIO CO3/1aBaTh aJIMUHUCTPATUBHBIC I1a0JIOHBI 0€30IaCHOCTHU IS
(GYHKIMOHUPOBAHMSI ONIEPALIMOHHBIX CUCTEM; -BJIaJIETh CIIOCOOHOCTHIO
IUTAHUPOBATh U MPOBOJUTH PEMOHTHO-BOCCTAHOBUTENIbHbIE PA0OTHI U
MozaepHm3aiuto noacucteM b oObekTa 3amuThl; -3HaTh JOCTOMHCTBA U
HE/I0CTAaTKU CepTHU(PHUIMPOBAHHBIX OMEPALIMOHHBIX CUCTEM C TOUKU 3PEHHUS
MH(pOPMaLIMOHHON O€30M1aCHOCTH; -yMETh HaCTPauBaTh paboTy CETEBBIX
OIEPALIMOHHBIX CHCTEM B 0€30IIaCHOM PEKUME; -BIaJIETh CIOCOOHOCTHIO
aJIMMHUCTPUPOBATh CPEACTBA 3aILUTHl HH(POPMALIMU B KOMIIBIOTEPHBIX CUCTEMAX U

2. MECTO JUCHUILJIMHBI B CTPYKTYPE OBPA3OBATEJIBHOM
ITPOT'PAMMBbI

Hucuunnuna b1.B 3amura ceTeBbIX HHPOPMALMOHHBIX TEXHOJIOTUA OTHOCUTCS K
4acTH, popMUpYyEMON y4acTHUKaMU 00pa3oBaTeNbHbIX OTHOIEeHU! biioka 1.

3. INTAHUPYEMBIE PE3YJIbTATBI OBYUYEHUS 110 AMCHUIIJIMHE

Kon n nHammeHoBaHue Ko n
Ilnanupyembie pe3yJbTaTbl 00y4eHHS 110
KOMIIeTeHIIHH HalMEeHOBaHUe
AMCIHIINHE
BBIIIYCKHUKA HHAUKATOpA
HOCTHKEHHS
KOMIIeTCHIH i
IIK-1 - Cnocoben IIK-1.1 - 3name: npUHYUNbL pabomoi NPOCPAMMHDBIX,
ynpagaisamo Hemoncmpupyem NPO2PAMMHO-ANNAPAMHBIX (8 mom yucne
@yHKYyuoHUpOBaAHUEM 3HaHue KpUnmozpaguuecKkux) u mexHuyeckux cpeocme 3auumsl
NPOCPAMMHO-ANNAPAMHBIX | XAPAKIMEPUCMUK ungopmayuu (C3H1)

cpeocmes 3auumol
ungopmayuu 8
KOMRbIOMEPHBIX CUCTEMAX
u cemsix

cepmupuyUpPoOBanHbIX
cpedcms 3auumal
ungopmayuu u
YMeHue 8b10upamy
ONMUMAIbHYIE

Yumemo: evinoasnams  pabomvr no  ob6CAyICUBAHUIO
NPOZPAMMHUBIX, NPOSPAMMHO-ANNAPAMHBIX (8 MOM YUCTIe

kpunmoepaguuecxux) u mexuuveckux C3HU.




cpeocmea 3auumsl Braoemv: cnocodbnocmoeio evinoaname pabomei no
ungopmayuu o1 VCMAHOBKE U HACMPOUKE NPOSPAMMHBIX, NPOSPDAMMHO-
KOHKPEMHbIX YCAOGUU | Annapamublx (6 MoM Hucile Kpunmozpaguueckux) u
mexnuyeckux C3HU.

4. CTPYKTYPA U COAEP KAHUE JUCIIUITJIMHbI*

O0BeM JUCIHHMIIIMHEI
Homep n (akageMu4ecKue 4achbl)
HAaUMCEHOBaHUE
Tem 1/ Copep:xanue TMCHUTIHHBI KoHTaKkTHas
pa3nesoB/TeM padota
P
3JIT 3 JIP CPO
Tema 1. TexHooruss  MEXCETEeBOr0  AKpPaHUPOBAHUS.
MesxcereBoe Qunbrpanus nakertoB. [lmro3el npukiagHoro | 6 6 6
9KpaHUPOBAHHE. YPOBHS.
Tema 2. Cucremsr Knaccudukanmss COB. Apxutextypa COB.
OOHapy KEeHUs Bapuantel pazmemienuss COB. PearupoBanue Ha 8 8 6
BTOPXKEHUU. HHLAJCHTHI.
Tema 3. SIEM- Haznauenne u  ¢ynxnuu  SIEM-cucrem.
CHCTEMBI. Apxurektypa SIEM-cuctem. O030p MOmyIsspHbIX 6 8 6
SIEM-cucrem. Cuctema OSSIM.
Hasnayenue u byHKLIIH DLP-cucrem.
Tema 4. Cucrembt | Apyyrexrypa DLP-crcteM. O630p HOMYISPHBIX | 6 8 6
SQIWTRL OT YTCICK. | DI P-cucteM. Cucrema Falcongaze. Cuctema
Infowach.
Tema 5. BecnipoBognas 6e3omacHocTh (ctanaaptel 802.11,
Texnomnorun 802.15, 802.16). OcHOBHBIE POTOKOJIBI CETEBOU
3alUTHI B 6e30macHOCTH. BupTyanbHble YaCTHBIE CETH. 4 8 6
Pa3JINMYHBIX CETCBLIX
cpenax.
Tema 6. 3amura PesepBupoBanue SJICKTPOIMTAHHS
CETEBOTrO OTka30yCTONYMBEIE JUCKH. TexHonorus 5 2 6
o0opynoBaHUs OT KJIACTEPOB.
Kpaxa.
Konrtpoan: 36
Bcero mo aucuumiinHe: 32 0 40 36

*3JIT — 3aHATHSA NEKIIMOHHOTO ThNa, [13 — Bce BUIBI 3aHATUH CEMHUHAPCKOTO THIIA, KPOME JIA0OPATOPHBIX
pa6or, JIP — maboparopusie padotsl, CPO — camocTosTenpHas paboTa 00ydaronerocs

5. YYHEBHO-METOJNYECKOE U UH®OOPMAILIMOHHOE
OBECIIEYEHHUE JUCIIUITJINHBI



5.1 Pekomenayemasi uteparypa

Bbubimorpajpuyeckoe onucanue u3aHusa (aBTOp, 3arjaBue, BUI, MeCTO M T'OJ
U3IaHUS, KOJ. CTP.)

DJIeKTPOHHbIE
pecypchl

1. Yepnokumxkubii .M. 3ammra ceTeBbIXx HHOOPMAITMOHHBIX TEXHOJIOTHH.
CII6I'DY, 2019, 160c.

http://opac.unecon.ru/|

2. YepnokHmwxkHbll I.M. Beruncnurensusie cetu. KoHTposib 6€30macHOCTH B
KoMIbroTepHBIX ceTsax. CII6IDY, 2018, 98c.

http://opac.unecon.ru/

3. Uepnoknmwxknbiii .M., BacunbeBa M.H. Onepannonnsie cuctemsr. CII6IDY,
2018, 220c.

http://opac.unecon.ru/|

5.2 IlepeyeHb JIULEH3HOHHOTO M CBOOOIHO PACIIPOCTPAHSEMOI0
NMPOrpaMMHOro odecnevyeHusi, B T.4. 0T€4eCTBEHHOI 0 POM3BOACTBA

- 7-Zip

- Microsoft Office Professional

- Microsoft Windows Professional

- Dallas Lock 8.0-K (C31 HCJI, CKH, M3, COB)
- Dallas Lock 8.0-C (C31 HCI, CKH, MD, COB)
- Dallas Lock (Cb mns Dallas Lock 8.0-C)

- Debian

- Dallas Lock Linux (C31 HCM)

- Falcongaze SecureTower (mepexBat arentamu (koHTpoias: MAIL; WEB; IM; FTP;

USB-+npunTtepsl; Desktop activity, uHaekcupoBaHue))
- IBM Software Architect
- Oracle VM VirtualBox

- Secret Net (vGate R2 Enterprise Plus qyst Hyper-V juist 3ammthb1 XocToB)
- Secret Net (momyns 3amutsel o1 HC/I 1 KOHTpOIIsSt yCTPOMCTB CPEACTBA 3aIUThI

unopmarun Secret Net Studio 8)

ViPNet

XSpider

I1O Bmenon (I[Iporpammuoe obecnieuenue «Ckanep-BCy)
[1O Duenon (ITporpammuoe obecrieuenune «PyOoukon»)
o3 6e3omacuoct Ideco UTM Enterprise Edition

5.3 llepeyens nnpopmanuoHHbIiX cnpaBouHbIX cucteM (MCC) u
coBpeMeHHbIX nmpodeccuoHaIbHbIX 0a3 1anHbIX (CITB/I)

Ne HaumenoBanue CIIBl/ UCC

1. DekTpoHHas oubnmuoteka Grebennikon.ru — www.grebennikon.ru

2. Hayunast anektponnas ouoimoreka eLIBRARRY — wwwe.elibrary.ru

3. Hayunas snekTponnas oubnmuoreka KubepJlennka — www.cyberleninka.ru
4. baza nanneix [TOJIITPE]] CripaBounmku — Www.polpred.com
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http://opac.unecon.ru/
http://opac.unecon.ru/
http://opac.unecon.ru/
http://www.grebennikon.ru/
http://www.polpred.com/

5 basa nanaeix OECD Books, Papers & Statistics xa mrardgopme OECD iLibrary
' www.oecd-ilibrary.org

5 CrnpaBouHas npaBoBasi cucreMa Koncynprantlntoc (MHCTaIMpOBaHHbIN pecype
' CII6I' DY mmm www.consultant.ru)

7 CrnpaBounas npasoBas cucrema «I’APAHT» (uncrammmpoBanusiii pecypc CII6I DY
' WK WWW.garant.fu)

8 NudopmanmonHo-crnpaBouHas cuctema «Koaeke» (MHCTaNIMPOBaHHBIN pecype
' CII6I DY mmm www.kodeks.ru)

9. DsekTponHas oubnmmoreunas cuctema BOOK.ru - www.book.ru

10. PnexrponHas GuGmuoreunas cucrema 5C FOPAUT — www.urait.ru

1. 9ﬂ6KTp0HgO-6H6HI/IOTeqHaﬂ cucrema SHAHUYM (ZNANIUM) —

WWW.Znanium.com
12. OnektponHas 6udnuoreka CII6I"2Y— opac.unecon.ru

6. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYHEHHUE
JAUCHUIIJIMHBI

JUts peasin3anuy TaHHOM JTHCLHMIUIMHBI UMEIOTCS CIEUAIbHBIE TIOMEIECHHUS
JUISL TIPOBENCHMS 3aHATHM JIEKIMOHHOTO THIIA, 3aHATUH CEMHHApCKOro THIIA,
KypCOBOTO TPOEKTHUPOBAHUS (BBIIIOJIHEHUS KypCOBBIX pabOT) TpYyNIOBBIX U
WHIUBUIYAIBHBIX KOHCYJbTallMi, TEKYIIEro KOHTPOJISI W IPOMEKYTOUYHON
aTTeCTalluH, a TAKXKE MOMEIICHUS ISl CAMOCTOATEIBHON PadOTHI.

ITomenienuss ocHalleHbl OOOPYJOBAaHMEM M TEXHHUYECKHUMH CpPEICTBAMHU
oOy4eHusl.

[Tomenienuss nns camMOCTOSATENBHOM padOThl OO0YYaIOIIMXCS OCHAIIEHBI
KOMIIBIOTEPHOW TEXHMKOM C BO3MOXXHOCTBIO MOJAKIIOUEHHMS K ceTu "HHTepHer" n
o0ecrieueHneM JOCTya B JIEKTPOHHYIO HH(POPMAIIMOHHO-00pa30BaTENbHYIO CpERY

YHUBEPCUTETA.
HaumeHoBaHnmne yueOHbIX ayJUTOPHH, IepeYeHb Anapec
(MecTOMmOJI0:KEeHHE)
y4eOHBIX
ayAuTOPHUil
Ayn. 2008 YueOHast aynutopust (s IpoBeCHMs 3aHATHI TekimoHHoro tumna | 191023, r. Cankr-
Y 3aHATHH CEMUHApPCKOTO THIIA, KYpCOBOTO TMPOEKTUpOBaHUs (BbImonHeHUs | [letepOypr, V1.

KYPCOBBIX paloT), TPYNIIOBBIX W MHIUBUAYAIBHBIX KOHCYJIBTAIMH, TEKYIIETO
KOHTPOJISI ¥ TIPOMEXYTOYHON aTTeCTalluu), 000pyJA0BaHa MYJIbTUMEIUIHBIM
komruiekcoMm.Crienanu3upoBalHas ~ MeOenb U obopyaoBaHue: YdeOHas
Mebenp Ha 60 mocamouyHbiXx MecT (cton ydeOHbrit 30mT., cTynbeB 60mIT.,
paboyee MecTo TmpemojaBaTens, CTOI M/M, JIocka MeloBas 2
rt.(ogHOCEeKIMOHHas ), Kadeapa 1 ., cryn 2mt.Kommerorep Intel 13-2100 2.4
Ghz/4/500Gb/Acer V193 19" - 1 wrT.,, Mynbrumeauiinbiii npoekrop Tum 1
Optoma x 400 - 1 mr. HaGops! 1eMOHCTPAIMOHHOTO 000PYAOBaHUS U y4eOHO-
HATJISITHBIX TTOCOOMI: MyJTbTUMEANIHBIC TIPUIIOKEHUS K JICKIIHOHHBIM KypcaM

W NPAKTUYCCKHUM 3aHATUAM, MHTCPAKTUBHBLIC y‘-I€6HO-HaFJ'DII[HBIe rmocoOous.

Kanan I'puboenona,
30/32, nutep «Ay,
«b», «P»



http://www.oecd-ilibrary.org/
http://www.znanium.com/

Ayn. 2023 KoMmmbroTepHBIH Kiacc (71 MPOBEACHUS MpakTudeckux 3ansaTui, | 191023, r. CaHkr-
KypCOBOT'O NPOEKTUPOBAHMs (BBIIOJHEHUSI KYPCOBBIX paboT) ¢ nmpumenenueM | IlerepOypr, yIL
BBIYMCITUTEIHHON TEXHUKN). O6opynoBaH myabTUMeuiHbIM | Kanan I'puboenosa,
komIuiekcoM.Crienuanu3upoBaHHas ~ Mebenb U oOopynoBaHue: YueOHas | 30/32, nutep «Awx,
Mebenbr Ha 48 TmOCaZoOYHBIX MecCT, pabodyee Mecto mnpenopasarens | «by, «P»

(KOMIBIOTEPHBIH €TOJ - 1 1IT.), JOCKa MapKepHasi Ha KOJIeCHKax - 1 IIT., TocKa
MapkepHast 3-X ceKiuoHHas - 1 mrT., kadenpa - 1 wr., cton - 1 wT., CTYI U30 -
7 wmr., cryn -1 wr., okamo3d -3 mT., Kowmmberootep  i5-
8400/8GB/500GB_SSD/Viewsonic VA2410-mh -34 mir., KommyTtatop Cisco
Catalyst 2960-48PST-L (8 T.u. CepBucubiii kouTpakt SmartNet CON-SNT-
2964STL) - 1 mr., Touka 6ecnpoBognoro gocrtyma Wi-Fi Turnl UBIQUITI
UAP-AC-PRO - 1 mr., IIpoektrop NEC M350 X - 1 mrT., KommyraTop
JIOKaJIbHOM BhIUUCInTENbHOM ceTH (48 moptoB) Cisco WS-C2960+48PST-L - 1
., Kommyrarop ProCurve Switch 2626 - 1 m., Komnstorep Intel pentium x2
93250 /500gb/monurop philips 21.5' - 1 mrt., IP Buneokamepa Ubiquiti - 1 .,
becnipoBonnas touka mocryna/UNI FI AP PRO/UDbiquiti - 1 mT. HaGopsr
J€MOHCTPAIIMOHHOTO  00OpYyJIOBaHMS H  y4eOHO-HAIJSIIHBIX — TOCOOMIt:
MYJbTUMEIUIHbIE TPUIOKEHUS K JIEKIMOHHBIM KypcaM M IPaKTHYECKUM

3aHATUAM, HHTCPAKTUBHBIC y‘-I€6HO-HaI‘H$II[HBIe rmocoOus.

JlabopaTopHble pabOThl MO JUCHUIUIMHE TMPOBOJISATCA B JIabopaTopuu
«HXeHepHO-TEXHUYECKON  3amuThl, Jabopatopusi [IporpammHo-anmapatHoi
3aIUTHLY.

JlaGoparopuss MHXeHEepHO-TEXHUUECKON 3amuThl, Jabopatopus IIporpammuo-
armnapaTHOM 3alUThI.

Buj yueOnbix

AN Anpec, Ne aynuropuu JlabopaTtopHoe o0opyaoBanue
JlabopatopHbie 191023, r. CaHkT- Crnenmanu3upoBaHHasi  MeOelnb W 000pyJAOBaHHE:
paboThI [TerepOypr, yi. Kanan VYyebnas mebenp Ha 30 mocamounsix mect ([lapta

I'puboenona, 30/32, nByxmecTHas — 11 mrT., ctos — 8 mrT., cTyabs- 30 mrT.);
autep «A», «by, «Py, 2 pabouux Mecra mpernogaBatens (2 crona, 2 cTyma);
aymuropust Ne 2057 cton — 1 mT.; TpubyHa 11 BRICTYIUICHUW — 1 mmT.;
mKad Uig JOKYMEHTOB — | IIT.; CTEH]Ibl HACTEHHBIE
npoOKOBblE — 2 1IIT.; MmKad HACTEHHBIH CO
CTeKSIHHBIMU CTBOpKaMH — 4 IIT.; J0cCKa s

MapKepoB JBYXCTOPOHHSS — | IIT.; MepCOHANBHBIN
kommbeiorep IBM PC-coBmectumsiii (i5-3470/RAM
8Gh/HDD 500Gh/Win7pro) — 7 mrt.; mepcoHaabHbII
kommeiotep IBM PC-coBmectumsrii (i3-2100/RAM
8Gb/HDD 500Gb/Win7pro) — 8 mr.; koMmmyTaTop
Cisco IUIi  OpPraHM3aluM  JIOKAJbHOW  CETH
naboparopuu ¢ MOAKIIOYeHEM K ceTH "MHTepHeT" n
obecrieueHrEM J0CTyTa B AIIEKTPOHHYIO
UH()OPMAIIMOHHO-00Pa30BATEIILHY IO cpeny
opranuzanuu — 1 mr.; mkad cepsepusiit 42U — 1 mir.;
mKad TeleKOMMyHHUKaruoHHbH 20U — 1 mr;
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npoektop NEC ME-401X — 1 mT.; skpan mius
npoekTopa Screen Media Goldview 244*244MW
HAaCTeHHbIH — lIIT.; aKycTUYeckas CUCTEMa MapKa
Microlab wmomens Pro2— 1 1mr.; kommyTtaTop
koHcoubHBIi  Trend Net TK-803R — 1 mr;
pasBeTBHUTENh BUaeocurrana Aten VS-92A — 1 mr.;
naboparopubrii crena HII «Yuarex-ITpodpm» «O3-
MP» — 1 mrt.; naboparopusiii ctenn HII «Yurex-
[Ipodpu» «OLT-MP» — 1 mr.; m1abopaTopHbIA CTEHI
HIIIT «Yurex-IIpopu» «POD3-HP» — 1 KomruiekT;
koMruiekT rakaroB HII «Yurex-IIpodw» — 1 mrT.;
reHeparop akyctuyeckoro myma JII'HI-301 AO
«Jla6oparopus IIII» — 1 mr.; BUOporeHeparop
JII'I-403 B kOMIUIEKTE ¢ BUOpOINIpeoOpa3zoBaTeIsIMU
JIBII-20, JIBII-2T AO «Jlaboparopus IIIIHI» — 1
wt.; GuiabTp cereBoit onHopasublil JIDC-10-10 AO
«JlabopaTopus IIIII» — 1 wT.; reneparop myma mo
LEMAM 3JIEKTPONHUT., 3a3emi1. u [IDMU JIT'HI-503 AO
«Jlabopatopus IIIII» — 1 1wT.; yCTPOHCTBO 3aIUTHI
teneonnbix JuHUA ['panut-8 abonentckoe AO
«Jlabopatopus IIIII» — 1 mrT.; cepep HP-DL — 5
wt.; Kommyratop Cisco Small Business SF302-08 —
4 mr.; Kommyrarop Cisco 2950 — 3 mit.; KommyTarop
Cisco 3560 — 1 wT.; becipoBoIHO# MapIIpyTH3aTOP
TP-Link TL -WR941 ND; DnekTpoHHbIC KJIHOUYU
Guardant — 16 mr.; oruerymmureiap OY-5 — 1 mwmr.;
oraerymmrens OI1-4(3)-BCE — 1 mr. HaGopst
J€MOHCTPAIIMOHHOTO  000pyJIoBaHMsI M y4eOHo-
HaTTSITHBIX IIOCOOMA: MYJIbTUMEIUNHBIE
OpUIOKEHUs K JIeKIMOHHBIM  KypcaM U
MPAaKTUYECKUM 3aHATUSIM, WHTEPaKTHUBHbIE Y4eOHO-
HarJsiIHbIe TocoOusl.

7. METOJUYECKHUE YKA3AHMS 1151 OBYUYAIOILETOCS IO
OCBOEHMIO JUCLHUMJIUHBI

[Ipuctymass K W3Y4YEHUIO JUCHHIUIMHBI, OOydYaroImeMycs HEOO0X0IUMO
O3HAKOMUTHCS CO CIIETYIONUMU JOKYMEHTaMHU:

- y4eOHO-METOIUUECKON TOKYMEHTAIIUEH;

- JOKAJIbHBIMM ~ HOPMATHUBHBIMU  aKTaMH,  PETrJIAMEHTUPYIOUIUMU
OCHOBHBIE  BOTNPOCHI ~OpPTaHHW3AllMd W  OCYIIECTBJICHHUS  0Opa30BaTEIHHOU
NESATETHLHOCTH, B TOM YHCJIC PETIAMEHTUPYIOIIHNE MOPSIIOK MPOBEACHUS TEKYIIETO
KOHTPOJIS yCTICBAEMOCTH M IIPOMEKYTOYHOM aTTeCTAIlMN 00Yy4aronuXcs,

- rpadukom KOHCYJIbTAIUN COTPYJTHUKOB npodeccopcKo-
MPETO/IaBaTEeILCKOTO COCTaBA.




VYpoBeHb U TiIyOMHA OCBOCHHS IUCUUIUIMHBI OINpPENESIOTCS aKTUBHOM U
CHCTEMAaTU4YeCKOM paboToil 00ydaromuxcsl Ha JIEKIMOHHBIX 3aHITHSIX, 3aHITHIX
CEMHHAPCKOI'0 THIIA, BBIIOJHEHUEM CAMOCTOSITEIBbHOW PadOThI, B TOM 4YHCIE B
YaCTH BbIACNICHUS] HauboJjee 3HaUUMbIX U aKTyaJIbHBIX MPOOJIeM Ui TajdbHeHIero
nuzydeHusi. OcoObIM yCIOBHEM Kay€CTBEHHOI'O OCBOEHHUS JIMCLUIUIMHBI SIBISETCS
abdeKTUBHAS oOpraHu3anus TPyJAa, T[O3BOJIIONIAS PpACIPEACIUTh y4eOHYIO
Harpy3Ky paBHOMEPHO B COOTBETCTBUU C TpahuKoM y4yeOHOTro mpouecca.

[Ipy moaroroBke K y4eOHBIM 3aHATUSIM OOyYaroIIMMCS IPEIOCTaBIISETCA
BO3MOXKHOCTb ~ IOCELIEHUS  KOHCYJNbTALUA  COTPYIHUKOB  IMPO(eccopcKo-
npenojasarenbckoro coctaBa CIIOI'DY cornmacHo pacnucanuio, yCTaHOBICHHOMY
B rpauKe KOHCYJIbTaIUi.

AyauTtopHas u BHeayIuTOpHass paboTa oOydaromuxcs JOJKHA OBITh
HarpasjeHa Ha (OpMUPOBaHUE:!

— (ynaameHTaIBHBIX OCHOB MHUPOBO33pEHUS oOyuaroumxcs "
€CTECTBEHHOHAYYHOTO TO3HAHUS;

— Oa3uCHBIX 3HAHWUH, COOTBETCTBYIOIIMX HAIPABICHUIO TMOATOTOBKU U
3asBJIEHHON mpodeccuoHanbHOM o00JacTH, (OPMUPYIOLIUX IEJIEBYI0 U
po(heCCHOHATIBHYIO OCHOBY IS TOATOTOBKH KaJIpOB;

— mnpodeccrnoHabHBIX KOMIIETEHLIUH OPHUEHTHPOBAHHBIX Ha YJOBJIETBOPEHHE
MOTPEOHOCTEN phIHKA TPY/A;

—  WHAMBUAYAJbHOMN TPAEKTOPUHU MOCPEICTBOM OCBOCHHS YHHKAIBLHOrO Habopa
npo(eCcCHOHANBHBIX KOMIIETEHUUHA JOMOJHSIOIUX KOMIIETEHTHOCTHYIO
MOjeNb  OOydarolierocsi, 3a CYeT OpUEHTAallMd Ha  KOHKPETHbIE
npodeccroHanbHble CHeMaIn3uPOBaHHbIE 00JIACTH 3HAHUM, ONIpeiesieMble
NPEAICTaBUTENISIMHU PhIHKA TPY/IA;

— METAaHABBIKOB O0yYarOIIMXCsl, TAKUX KaK: KOMaHJHas padoTa U JIMIAEPCTBO,
aHaJIMU3 JAHHBIX, U(PPOBbIE HABBIKM, pa3padOTKa U peanu3alus MpPOEKTOB,
MEXKYJIbTYPHOE B3aUMO/ICHCTBHUE.

8. OCOBEHHOCTH OCBOEHUA IUCHUIIJIMHBI U1s1 UHBAJIN10OB
N Jini C OrPAHUYEHHBIMUA BO3MOKHOCTAMUA 310POBbBSA

OOyuenune o0yJaronuxcsi ¢ OrpaHUICHHBIMHI BO3MOKHOCTSIMU 3/I0POBbBS TIPH
HEOOXOJMMOCTH  OCYIIECTBIISIETCSI HA OCHOBE QJalTHPOBAHHON  paboueit
IporpaMMbl  C  HUCIOJIb30BAHUEM  CICIHAIBHBIX ~ METOJOB  OOyYeHUS U
TUIAKTHYECKAX  MaTepHalioB, COCTaBJICHHBIX C YYETOM  OCOOCHHOCTEH
NICUXO(PU3NYECKOTO PA3BUTHSA, WHIAMBUAYATbHBIX BO3MOXHOCTCH M COCTOSIHHS
3I0pOBbS TAKUX OOyyYaromuxcs (00y4daronierocs).

B 1mensx ocBoeHMs y4eOHON MpOrpaMMbl TUCHHUIUIMHBI WHBAIWJIAMH U
JUIIAMHA  C  OTPAHMYCHHBIMH  BO3MOXHOCTSIMH  37I0POBbS Y HHUBEPCUTET
00€ecCIIeunBacT;



— JUISl UHBAJIUJIOB M JIMI] C OTPAHMYEHHBIMU BO3MOXKHOCTSIMU 37I0OPOBbSI TIO
3pEHUI0: Pa3MENICHUE B OCTYMMHBIX JJIs OOYYaroNIuXCsl, SBISIFOITUXCS CICITBIMU
Wik CIa0OBUASMIIMMU, MECTaX W B aJalTHPOBAHHON (QopMe CHpaBOYHON
uHOpMAIIMM O pACIHCAHUHM YYEOHBIX 3aHSATHUH; NPHUCYTCTBHE ACCHUCTEHTA,
OKa3bIBAIOIIETO 00YYaIOMEMyCsl HEOOXO0IUMYO ITOMOIIh; BBIITYCK aTbTCPHATUBHBIX
dbopMaToOB METOAMYECKUX MATEPUAJIOB (KPYIHBIN MPUGT Win ayauodaiibl);

— JUIS UHBAJIUJIOB W JIMI[ C OTPAHUYEHHBIMU BO3MOKHOCTSAMH 3I0POBBSI 11O
CIIyXY: HaJ[JISKAIMMH 3BYKOBBIMHU CPEJICTBAMH BOCTIPOM3BEICHNE NH(POpMAInu;

— JUId WUHBAJIUAOB U JUIL C OIPAaHUYCHHBIMU BO3MOKHOCTSMH 370pPOBBS,
MMEIOIINX  HAPYLICHUS  ONOPHO-ABUTATEJIbHOTO  almapara:  BO3MOXHOCTb
OecnpensTCTBEHHOTO JOCTYIa 00y4Jaronuxcsi B yueOHbIe TTOMEIIECHUSI, TyaJeTHbIE
KOMHATBl U Jpyrue MoMernieHus kadenpsl, a Takke MpeObIBaHHE B yKa3aHHBIX
MTOMEIICHUSX.

OO6yJaronuecs U3 ynciaa HHBATUI0B U aull ¢ OB3 obecrieueHbl eYaTHBIMHU
u  (uaM) DIEKTPOHHBIMM  OOpa3oBaTeIbHBIMM  pecypcamMu B (dopmax,
aJanTUPOBAHHBIX K OTPaHUYCHUSIM MX 370poBbs. OOpa3oBaHHE OOYUYAIOIIUXCS C
OTPAHUYECHHBIMU BO3MOXHOCTSIMH 37I0POBbSI MOXKET OBITh OPraHU30BaHO Kak
COBMECTHO C JIPyTMMHU OOY4YarolMMHCS, TaK M B OTACIBHBIX TPYyIIaxX WIA B
OTZIEJIbHBIX OPTaHU3AIUSIX.
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®OH/J ONEHOYHBIX CPEACTB

1.1 KoHTpoJIbHBIE BONPOCHI U 32aHUSA K IPOMEKYTOYHOI aTTeCTAIUU

Cuctemnl obOHapykenus Bropxkenmit (COB). Knaccudukarus, cranmapTusamnusi, TUTIOBas
apxurektypa COA.

Crtpaternu W cpencTBa MEXKCETEBOrO SKpaHMpOBaHUs. TpeOoBaHMS PyKOBOASIIMX
nokymeHToB @CTIK Poccun k MeKCETEBBIM SKpaHaM.

Tunbl MexceTeBbIX IKpaHOB. CXEMbI MEKCETEBOT0 SKPaHUPOBAHUSI.

OunbTpanus naketoB. Kpurepun u npasuia GuiasTpanuu. Peanmsanms makeTHbIX QHIBTPOB.
[TonsiTHEe NEMUITMTAPU30BAHHOM 30HBI.

[IInro3pl: MPUHIKIBI PAOOTHI, BAPHAHTHI KOH(PHUTYPALIUH.

OO6miass 6e30MacHOCT MHUKPOBOJIHOBOM, Jla3epHOM M HMH(paKpacHOW mepenauyu JIaHHBIX.
beszomacHocTh Ha MIEPBOM CETEBOM YPOBHE, ITMPATCKUE YCTPOHUCTBA, TNIYIICHNE W TITYIIHIKH.
bezonacuocts cranmapta 802.11.

besonacuocts cranaapra 802.15.1. Tuns Bluetooth u apxurexrypa cereii 802.15.1. YpoBuu
6e3onacHoctu 802.15.1.

bezonacHocts cranmapra 802.16 1 4acTHBIX KaHAJIOB OECIPOBOAHON Iepeaaydl JaHHBIX Ha
BBICOKHX 4aCTOTaX.

Onepamu u ©Oe3onmacHocth SSH. VssBumocts SSHv1 k  arake &Quot;uenoBex B
cepenuHe&quot;. Oneparuu u 6e3omnacHocts SSL/TLS.

[Tporokonbr ayrentudukammun: RADIUS u Kerberos. Ysassumoctu Kerberos. Ataku Ha
RADIUS.

3anaun, pemwaemble VPN. Tynnenuposanue B VPN. YpoBHU 3allMIIIEHHBIX KaHAIOB. 3aluTa
JTAaHHBIX Ha KaHAJIbHOM YPOBHE.

VPN. 3ammra nanasix Ha ceteBoM ypoBHe. [Iporokxon SKIP. ITporoxosn IPSec.

3amuTta Ha TpaHcnopTHOM ypoBHe. Opramm3armst VPN cpenctBamm mpotokona SSL B
Windows Server 2016.

Henu u 3agaun ayuta 6€30MaCHOCTH . DTaIbl U METObI IPOBEACHHMSI, PE3YIbTaThl padoT.
HopMaTtuBHO-TIpaBOBBIE W OpraHU3aIMOHHBIE OCHOBBI TPOBEACHHUS ayauTa O€30MacHOCTH
KOMITBIOTEPHBIX CUCTEM

[IpumeneHue cpeacTB  aBTOMATH3alMM  KOMIUIEKCHOTO  ayauTa  HMH(OPMalMOHHON
0e30macHOCTH.

Crtpykrypa u GyHKIIMH KOMIUIEKCHBIX SKCIIEPTHBIX CUCTEM ayAuTa O€30MacHOCTH.

3amura cereBoro 000pyI0BaHUS OT Kpaxa. PesepBupoBanue >1eKTpONUTaHUS

OObecnieueHre OTKA30yCTOWYMBOCTH JUCKOB. M30BITOYHBIN MAacCHUB HE3aBUCHUMBIX KECTKUX
muckoB RAID.

ObecneueHne 0TKa30yCTOWYMBOCTH cepBepoB. OTKA30yCTONYNBBIE KJIACTEPHI.
Pabora c ananm3aTopom ceTeBbix makeToB IRIS.

ITpocmoTtp cereBbix OpTOB yTHHTOM TCPView.

Hactpoiika coeannenns AByx pabounx cTaHIuii mo nporokomy IPSec.
Hacrpoiika 3amunientoro coequnenus 1elnet mo npotokomy IPSec.
VYcranoska COB Snort u Hactpoiika B pexxime Shiffer.

Ycranoska COA Snort u Hactpoiika B pesxume packet logger.

Coznanne WEB-caiita Bo BHyTpeHHEH ceTu, 3alllMIIeHHON OpaHIMay3poM, U JOCTYH K HEMY
yepes yruuty fpipe.

Hactpoiika gocTyna k jokansHOU ceTr ¢ moMoribio NAT.

YcraHoBKa, HacTpoiika u Tectupoanune MCD Comodo.

Pabota yrunutsr iptables kak MC3 8 OC Linux.
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32 Cozpmanwe aHOHHMMHOTO moxakimoueHuss kK Web-cepsepy. Brximouenune 6e30macHOro
noakaroueHust k Web-cepsepy.
33  Hactpoiika wuH}pacTpykTypsl OTKpbITOro Kitoya s Web-cepBepa. 3amuiieHHOE
nojKitoueHne kiuenta k Web-cepsepy.
34 Cosznanme maccuBoB RAID 0 u RAID 1
35  Coznanmne maccuBa RAID 5. Co3ganne CUCTEMHOTO 3epKaa.
36  ApxuupoBanue B Widows Server 2016.
37  YnmaneHHoe ynpaBieHHE B OJTHOPAHTOBOU CETH.
38  VYmpaneHue cepBepoM uepe3 yaalleHHbIA pabounii CTOM.
39  BriroueHue ri1o0aNIbHOM MOJUTHKH ayAUTa Ha BUPTYaIbHOM KOHTpoJutiepe jomena Windows.
Hactpoiika xypHana 6e30macHOCTH.
40 C3U VIPNet. Coznanue uadpacTpyKTypbl BUPTYaIbHOM CETH.
41  C3U VIPNet. Co3nanue TyHHEIS.
42  C3U VIPNet. Coznanue noxyTyHHEIs.
43  CnocoOsl 06x011a ccTeM 00HapyKEHHs BTOP>KEHUI
44  arpeccMBHOE CKaHWPOBAaHHE HECKOJBKHUX XOCTOB JIA0OpATOPHH C TIOMOIIBIO CKaHepa NMap.
Crnenatb aHanu3 pe3yJbTaTOB.
45  TIpockaHupoBaTbpaboOuyo cTaHIuIo ¢ momMoikio Ckanep-BC
46 Cosmate B llentpe  oOecneuenuss  Oe3omacHoctH  KimeHTCkoOWl ~ KOHCOJH
FalcongazeSecureTower mpaBuino «IIpeBbilieHHe OrpaHWYCHUS HA HCIOJIH30BAHHE
HaTepHeT» 1 NPOBEPUTH ETO JCHCTBUE.
1.2 TeMbl NMCbMEHHBIX PadOT
Paboueii mporpaMMoii IUCIMILIMHBI HE TIPEyCMOTPEHO.
1.3 KoHTpoJibHbIE TOYKH
Homep koHTpOJILHOI THun KOHTPOJILHOI Cnocod nposeneHust Homepa Tem
TOYKH TOYKH
1 HUnousuoyanvroe C NOMOWUYDBIO 1,5
3a0anue MexHu4ecKux cpeocma
U UHPOPMAYUOHHBIX
cucmem
2 Hunousuoyanvroe ¢ HOMOWbIO 1-2,5
3a0anue MexHu4ecKux cpeocma
U UHPOPMAYUOHHBIX
cucmem
1.4 JIpyrue 00beKThI OLICHUBAHUSA
PaGoueit mporpaMmoi AUCHUTUTMHBI HE TTPEyCMOTPEHO.
1.5 CamocTrosiTesibHas padoTa 00y4yarouerocs
HaumeHOBaHMSA CAMOCTOATETbHOI padoThI Homepa Tem
Tloozomoska K 1eKYUOHHBIM U NPAKMUYECKUM 1-6
3AHAMUAM
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Tloozomoska coobuenutl, O0Ka008 1-6
Tlooecomoska K dK3ameny 1-6

1.6 lllkana oueHNBAHUSA Pe3y.JIbTATA

[Ikanbl OIleHUBAHMS U MPOLEAYPHI OIICHUBAHUS PE3YJIHTATOB OOyUYEHUS MO
AUCHHUIUIMHE  pernameHTHpyioTcss  [lomokeHwWeM O  TEKylmeM  KOHTpOJIC
yCIIEBAEMOCTH W TMPOMEKYTOYHON aTTeCTallMd OOYYArOMIMXCS IO IMpOorpaMMaM
BhIcIIero oopasoBanus u [looxkeHreM o 0aTbHO-PEHTHHTOBOM CHCTEME.

Jis  omneHkd CcHOPMUPOBAHHOCTH PE3YJIBTaTOB OOYYEHHUS IO JUCIUIUIMHE
UCIOJIb3yeTCs 0a1IbHO-PETHHIOBAsI CHCTEMA YCIIeBAeMOCTH 00y4ar0LIUXCS !

®opmoli UTOrOBOrO KOHTPOJS MO JUCHUIUIMHE SIBISETCA 3K3aMeH (WiH
i pepeHIUpOBaHHBIN 3a4€T), UTOTOBas OIleHKa (hOPMHUPYETCSI B COOTBETCTBUU CO
IIKAJIOW, TPUBEAECHHOMN HIKE B TaOIMIIE:

bauibt Ouenka
<=54 HEYJIOBJIETBOPUTEIBHO
55-69 YIOBJIETBOPUTEIHHO
70-84 XOPOIIIO
>=85 OTJINYHO

HIkana oueHuBaHus pe3yjabrara

2 (6ann o 54) | HemoHCTpUpyeT HeTOHUMaHue podiemMbl. MHOTHE TpeOoBaHUs, MPEABABISIEMBIC K
3aaHHIO HE BBHITIOHEHBL.

JleMoHCTpUpYETCS TIEpBUYHOE BOCTIpUsITHE MaTtepuana. PaboTa He3akoHUYCHA U /WITH
3TO IJIaruar.

3 (6amn 55-69) | JleMOHCTpUPYET YaCTHYHOE TIOHUMAHUE MPOOIIeMbl. BOBIIMHCTBO TPpeOOBaAHMHA,
NPEABSBISIEMBIX, K 33J]aHUIO BBITIOITHEHBI.

BuiageHue aiieMeHTaMHy 3a1aHHOTO MaTeEpUaia. B OCHOBHOM BBIIIOJHEHHBIN
MaTepHa MOHATEH U HOCUT LIEIOCTHBINA XapaKTep.

4 (6ayut 70-84) | leMOHCTpUpPYET 3HAYUTEIBHOE IIOHUMAHUE POOIEMbI 0003HAYCHHOM
JUCIUTUTNHON. Bee TpeGoBanust, peabsBiIsieMble K 3a/IaHHEO BBITIOJIHEHBI.
ConeprxaHure BBITIOTHEHHBIX 331aHUI PACKPBITO U PACCMOTPEHO C pa3HbIX TOYEK
3peHusl.

5 (6amn 85-100) | JleMOHCTpUpYET MOJIHOE TIOHUMaHUE poOieMbl. Bee TpeGoBanus, peIbsiBIsIEMbIE
K 33JIaHUIO0 BBITIOJTHEHBI.

[IpopeMOHCTPUPOBAHO YBEPEHHOE BJIaJCHUE MaTEPUAIOM AUCLHUILIHHBL.
BrinoHeHHBIE 3aJaHUsI HOCST IEJOCTHBIX XapaKTep, BHIIOIHEHBI B IIOJTHOM
o0beMe, CTPYKTYPUPOBAHEI, PEACTABICHBI PA3THYHBIC TOUKHU 3PEHMUS,
MPOJIEMOHCTPHPOBAH TBOPYECKHUH MOAXO].
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