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1. HEJIX OCBOEHUSA U CIHHUIIJINHBI

Hean:

IMMOJIYyYCHHC HCO6XOI[I/IMBIX TCOPCTUUICCKUX 3HAHUH ¥ HaBLIKOB 10 OCHOBHEIM
MPUHIIMIIAM U METOJaM, IPUMEHIEMbIM IIPU pacclieIOBaHNS WHIIUACHTOB
HapyIIeHU HHHOPMAIMOHHON OE30IMACHOCTH B O0IIEH CTPYKTYpe MPOIECCOB
yIpaBlieHus: 0€30MacCHOCThIO, a TAKKE OCHOBHBIX aCIEKTOB MPAKTUYECKON
JACATCIBbHOCTH KOMaHbI IO paCCICA0BAaHNIO HHIIUJACHTOB

2. MECTO JUCHUIIJIMHBI B CTPYKTYPE OBPA3OBATEJILHOM
IHPOI'PAMMBI

Huctuumunaa b1.B PaccinenoBanne nHIMACHTOB MH(OOPMAIIMOHHOM 0€30MacHOCTH
OTHOCHTCS K 4acTH, (popMHUpyeMOii ydacTHUKaMHU 00pa30BaTEIbHBIX OTHOIIICHHMA

bnoxka 1.

3. INTAHUPYEMBIE PE3YJIBTATBHI OBYUYEHMUA 110 JTUCHUIIJIMHE

Koa n HaumeHoBaHune
KOMITeTeHIIUH
BBINMYCKHUKA

Koa u
HAaMMEHOBaHUE
MHAMKATOpA
JOCTHKEHHUS
KOMIIeTEeHIIU

Ilnanupyemble pe3yJbTaThl 00y4eHHS MO
AUCIHUTIHHE

1IK-5 - Cnocoben gvisignamo
Yepo3svl bezonacHocmu
ungopmayuu u
aAHATUZUPOBAMD
Hedocmamku
DYHKYUOHUPOBAHUSL
cucmembl 3auumal
ungopmayuu Ha 00veKxmax
ungopmamusayuu

IIK-5.1 - Cnocoben
npo8oOUMb AHANU3
yepo3
beszonacrocmu u
Heo0oCmamKkos
PYHKYUOHUPOBAHUSL
cucmemul 3aUUMblL
uHgopmayuu,
npugeouux K
B03HUKHOBEHUIO
UHYUOEHM OB
UHDOPMAYUOHHOTL
be3zonacrocmu

3namov:  MmedcOyHapoOHble CcMAaHOapmvl  YNPAGIeHUs.
UHYUOCHMAMU UHDOPMAYUOHHOU DE30NACHOCTU, OCHOBbL
opeanuzayuu pabomvl KOMAHObL HO Peasupo8aHuio Ha
UHYUOEHMbI UHPOPMAYUOHHOU O6E30NACHOCTU, NPUHYUNBI

onpedeﬂenuﬂ Komnpomemayuu KOMNobIOMmMepHblX cucmem

Ymemy: Boisignsamo 3amporymabwle MHI/[Z/laeHmOM
KOMNnblOmepHovle CUucmembl, npoeoaumb cHamue OAHHbIX

ons nOCﬂedleW@ZO KPUMUHAIUCMUYECKO20 aHAlU3A.

Braoems: mexunonocuamu pabomer ¢ umouxamopamu
KOMNPOMEMAayuy KOMAbIOMEPHbIX CUCTIEM.

IIK-6 - Cnocoben svisgnameo
U uoeHmupuyuposam
UHYUOEHMbL 8 Npoyecce
IKCHIyamayuu
ABMOMAMUUPOBAHHBIX
cucmem

IIK-6.1 - Cnocoben
npoeooums
PEemMpPOCNeKmuUGHblIl
aHanu3 ons
BbIABNCHUSA
UHYUOEHM OB
UHDOPMAYUOHHOT
beszonacnocmu 6
KOMNbIOMEPHbIX
cucmemax

3Hams: ocHOBHbIe NPUHYUNBL U NPOYEOYPLI YNPABIEHUS
KOMRbIOMEPHbIMU UHYUOEeHmamu, npoyeoypbl
peazuposanuss Ha  UHYUOEHmMbl 8  KOMHbIOMEPHbIX
cucmemax, OCHO8bl KPUMUHATUCTHIUKU KOMNbIOMEPHBIX
cucmem

Ymems: nposodums  kKpumuHanuCmuueckuii  aHaIU3
Hocumeneti KOMIbIOMEPHOU UHDOPMAYUU U ONEPAMUBHOLL
namsamu, 6 mom uucie, 00pazoé OUCKO8 U OaMNO8
onepamusHol — namsamu, — Hd NPU3HAKO8

Komnpomemayuu.

Haluvue




Bnaoemv: 6azosvivu
KPUMUHATUCIUYECKO20
cucmem.

mexHukamu u
ananuza

cpedcmeamu
KOMNbIOMEPHBIX

4. CTPYKTYPA U COAEP KAHUE JUCIIUITJIMHBI*

O0BbeM JUCHUILINHBI

Homep u (akajeMu4YecKHe 4achl)
HAaUMCHOBaAHHEC
TeM W/an Conepma}me JAUCIHHUIIJIMHBI KoHTakTHAas
pa3/iesioB/TeM padora
30T | 13 ar | PO
[loHsATHST KOMIBIOTEPHOrO  IPaBOHAPYILIEHUS,
npecTymjieHuss B cdepe  KOMIBIOTEPHOM
nH(popMaluy, MPECTYIJICHUS B cdepe BBICOKUX
TEXHOJIOTMM,  KOMIBIOTEPHOIO  HMHIIMJEHTA.
Tema 1. TlpaBoBas | OcpopHple HOPMATHBHO-IIPABOBBIE HMCTOYHUKHY,
baza perJIaMeHTUPY FOLIUE JIESTELHOCTD 1o
paccIe0BaHIA pacCcleIOBaHNUI0 KOMIIBIOTEPHBIX HHIMIEHTOB.
KOMIBIOTEPHEIX | Knaccupukanus KOMIBIOTEPHBIX | 10 4 18
TpaBOHAPYIICHHA M | fjyapoHapyIeHHIA. KpuMuHanucTuueckas
HHITAASHTOB _ | xapakTepucTuka KOMIIbIOTEPHBIX
MH(pOPMALMOHHOH IIpaBOHAPYILLIEHUI. CnocoOsr COBEpUICHMUSI
Oesonacnoctu KOMIIBIOTEPHBIX IpaBoHapylieHuil. OCHOBHbIE
CPEJICTBA COBEPUICHMSI aTaKk Ha KOMIIbIOTEPHBIE
cucteMbl. JKM3HEHHBIH IMKJI KOMIbIOTEPHBIX
aTak. TexHMKH, TakTUKM U  IPOLEIYpHI
HapyLIUTENeH.
B3anmopeiictBue ¢ NMpaBOOXPAaHUTEIBHBIMU
opranamu. Ilopsiok BO30YXAEHUS YTOJOBHBIX
JIeJT 110 MPECTYIUIEHUSM B cdepe KOMIBbIOTEPHOMN
uHpOpMAllMd M BBICOKMX TEXHOJOTHH. Ompockl
cBujeTeNnell. Ydactue CreuuaiucToB U (OpMBI
WCIIOJIb30BAHUS CIIEIHMATBbHBIX TTO3HAHUH B cepe
Tema 2. Ocuoprsie | AHOOPMALIMOHHBIX TexHONOrui. OcMoTp MecTa
MepOIpHUSTHS npoucmectBud. KonupoBanue MHQOpMaLUU U
pacciie10BaH s u3psATHE HocuTened wuHpopmauuu. IIpaBoBbie
KOMITBIOTEPHBIX OCHOBAHMS BBIEMKH CpEACTB KOMIIBIOTEPHOI o 16
npaBoHapyeHuii n | TEXHUKH, IPEJMETOB, MaTCPUAIIOB H JOKYMEHTOB.
MHIIMIEHTOB OcHOBHBIE OTIEPATUBHO-PO3BICKHBIE
MH(GOPMALOHHOH | MEPOTIPHATHS, HALECJIECHHBIE HA YCTAHOBJICHHE
6€30MaCHOCTH NpUYHMH HapyIEHUs MHPOPMaIIMOHHON
0€30MacCHOCTH, BBIBIEHUE BHUHOBHBIX JIMII,
oOHapy’K€HHE CBMJETEIbCTB KOMIIBIOTEPHOTO
[IpaBOHAPYIIECHUS 15M0%1 MHIUCHTA Ub.
Haznauenue KOMITbIOTEPHO (TeXHHKO-
KOMITBIOTEPHOM) 9KCIIEPTU3BL, TEXHHUKO-
KPUMHMHATUCTUYECKOMN IKCIEPTU3BI JOKYMEHTOB U
WHBIX IKCIEPTHU3.
Tema 3. MexnyHapoaHsie CTaHapThI YIpaBICHUA 8 6 18
Opranuzanus nunuaearamu Mb. B3zaumocBsass coositnii Ub u
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pearnupoBaHus Ha
UHIIUICHTBI
MHPOPMAITHOHHON
Oe3onmacHOCTH

uHiuaeHtoB Ub. Wnentuduxanus coObITHH U
nanuneHtoB b, CpenctBa oOHapyXkeHUsT u
OJIOKUPOBAaHUS  KOMITBIOTEPHBIX  HMHIIMJECHTOB
(anTHBUpYCHI, MexceTeBble dkpanbl, IDS/IPS,
DLP, SIEM-cucremsi). IIpaBoBoe oOocHOBaHUE
WCTOJIb30BaHUS JaHHBIX MOHHMTOpUHra u DLP-
cucteM. [Ipouenypa mepBUYHOrO pearupoOBAHUS
Ha uHmneHtsl Ub. Jlokamusanuss HWHIMIEHTA.
M3onupoBanue u OTKIIOYEHUE MMOPAKEHHBIX
cucreM. Hpentudukauus, cOop, MoiydeHue Hu
XpaHEHUE CBUJICTENIBCTB, TMPEJICTABICHHBIX B
nudposoit popme. OOIIME MPUHIIUIIBI M ATaITbI
npouecca ynpasieHus uHuuaeHramu Kb, Pons
nporecca ympaBineHus uHuuaentramu Wb B
pamkax o61elt cucteMsl yupasienus b. Ponu u
OTBETCTBEHHOCTb B  TpOIlECC€  YINpaBICHUS
unnunenramu Wb, Co3ganue u JeATeIbHOCTh
rpymmbl pearupoBanus Ha uHIUIEHTH (CSIRT).
JesiTenbHOCTD LIEHTPOB ONIEPATUBHOTO
ynpaBiieHus: UH(DOpPMAIMOHHONW ©6€30MacHOCThIO
(SOC) wu UueHTpOB 1O pearupoBaHHUIO Ha
unnuaeHTsel (CERT).

Tema 4. Metons! u

Buasl v npuHmunel paboThl C WHIUKATOpPaAMHU
KOMITPOMETAITHH. Omnucanue WHIUKATOPOB
KoMIlpoMeTaiuu ¢ nomouibio YARA mnpasui.
TexHoornu BBISIBJICHUS 3aTPOHYTHIX
HHIUACHTOM cucteM. (OCHOBHBIE HCTOYHHKH
ceunerenbcts uHimnenrta Wb,  Texnuueckue
CpEeJICTBA ¥ MPUEMBI KOTUPOBAHUS HHPOPMAITUH C

cpeacrsa HocHuTesell, CHATUS 00pa3oB  ONEpPaTUBHOM
KPUMHHATCTIECCK | payvgry, 3axBaTta ceTeBoro Tpaduka. 3ajaud | 12 20 24
OO MCCICAOBARMA | poMMIBIOTEPHON — KPUMHMHATMCTHKH M BHIBI
KOMIIbIOTCPHBIX HCCIIEI0BAHUIA. OcHOBHBIE Tanbl
cuerem KPMMUHAIUCTHIECKOTO HCCIIEI0BAHUS
KOMIIBIOTEPHBIX ~ CHCTeM. MHCTpyMeHTalIbHBIE
CPeJICTBA UCCIIE0BAHUS KOMITBIOTEPHBIX CHCTEM.
TexHonoruu HCCIeI0BAHUS HoCcHTeNel
MHQOPMAlMM U BOCCTAHOBJEHUS  JAaHHBIX.
TeXHONOTHHU UCCIeI0BaHUs OTIEPATUBHOM MaMSTH
¥ e€ JaMIIOB.
KonTpoas: 0
Bcero mo aucuuniinHe: 38 30 76

*3JIT — 3aHATHS NEKIMOHHOTO ThNa, [13 — Bce BUIBI 3aHATHI CEMHHAPCKOTO THTIA, KPOME JIa00paTOPHBIX
pabor, JIP — nabopatopusie pabotsl, CPO — camocTosiTenbHas pabota o0y4aromerocs



5. YYHEBHO-METOJNYECKOE U UH®OOPMAILIMOHHOE
OBECIIEYEHHUE JUCIIUITJINHBI

5.1 Pekomenayemas JuTeparypa

bubanorpaduyeckoe onucanue U3IaHuA (aBTOP,
3arjiaBue, BU/J1, MecTO U roJ U3JaHusl, KoJ. CTP.)

JJIeKTPOHHbBIE PecypChl

Bacunresa 1. H. PaccnenoBanyue HHIIMICHTOB
MH(POPMALIMOHHOM 6€30MacHOCTH : yueOHoe rmocodue -
Cankt-IlerepOypr : U3a-so CIIGIDY, 2019 - 113 c.

http://opac.unecon.ru/elibrary ...

B5%D0%BD%D1%82%D0%BE%D0%B2.pdf

"Kykosa M. H. Ynpasnenue nndpopmaninoHHON
Oe3onacHoCThIO. Y. 2. YIipaBiaeHue HHITUICHTAMU
nH(OopMaIMoHHOM Oe30MmacHoCTH : Y4yeOHoe mocodue /
Cubupckuii penepanbHblii yHUBEpCcHUTET ; CHOMPCKUiT
benepanbHbI yHUBEpCUTET - KpacHOsPCK :
DenepalibHOE rOCYJapCTBEHHOE OI0IKETHOE
0Opa3oBaTeNbHOE YUPEkKACHHUE BHICIIET0 00pa30BaHUs
"Cubupckuil rocy1apCTBEHHBIN YHUBEPCUTET HAYKHU U
TEXHOJOTHI nMeHU akaaemMuka M.®@. Pemernena", 2012
- 100 c.

http://znanium.com/catalog/document?id=230373

5.2 [lepevyeHb JTUIEH3MOHHOTO U

CBOOOTHO PACTIPOCTPAHSIEMOTO

NnporpaMmMHOro oﬁecneqemm, B T.4. OTCYCCTBCHHOI'0 IMIPOU3BO/ICTBA

7-Zip

Microsoft Office Professional
Microsoft Windows Professional
Oracle VM VirtualBox

5.3 llepeyenb nHpopManuoHHbIX cipaBouHbIX cucteM (MCC) n
coBpeMeHHbIX npodeccuoHaIbHbIX 0a3 1anHbIX (CITB/I)

Ne HaumenoBanue CIIB/ UCC

1 DsekTponHas oubnmroreka Grebennikon.ru — www.grebennikon.ru

2. Hayunas snektponHas 6ubnmorexka eLIBRARRY — www.elibrary.ru

3 Hayunas snektponHas 6ubinorexa KubepJlenuka — www.cyberleninka.ru
4 baza nannbix [TOJITTPE]] CripaBounuku — Www.polpred.com

www.oecd-ilibrary.org

baza nanneix OECD Books, Papers & Statistics na miardpopme OECD iLibrary

CII6I' DY unmm www.consultant.ru)

CnpaBouHas rpaBoBasi cuctema KoncynpranTlnroc (MHCTaINTMPOBAHHBIN pecypc



http://opac.unecon.ru/elibrary/2015/ucheb/%D0%A0%D0%B0%D1%81%D1%81%D0%BB%D0%B5%D0%B4%D0%BE%D0%B2%D0%B0%D0%BD%D0%B8%D0%B5%20%D0%B8%D0%BD%D1%86%D0%B8%D0%B4%D0%B5%D0%BD%D1%82%D0%BE%D0%B2.pdf
http://opac.unecon.ru/elibrary/2015/ucheb/%D0%A0%D0%B0%D1%81%D1%81%D0%BB%D0%B5%D0%B4%D0%BE%D0%B2%D0%B0%D0%BD%D0%B8%D0%B5%20%D0%B8%D0%BD%D1%86%D0%B8%D0%B4%D0%B5%D0%BD%D1%82%D0%BE%D0%B2.pdf
http://znanium.com/catalog/document?id=230373
http://www.grebennikon.ru/
http://www.polpred.com/
http://www.oecd-ilibrary.org/

7 CrnpaBounas npaBoBas cucrema «I’APAHT» (uncrammmpoBanusiii pecypc CII6I DY
' WK WWW.garant.ru)

8 WudopmanronHo-cipaBouHas cuctema «Koneke» (MHCTaTUIMPOBAaHHBIN pecype
' CII6IDY mmm www.kodeks.ru)

9. JnekTpoHHas oubnuoTeuHas cucrema BOOK.ru - www.book.ru

10. PnexrponHas GuGmmoreunas cuctema 5C FOPAUT — www.urait.ru

1. 9ﬂ6KTp0HgO-6H6HI/IOTeqHaﬂ cucrema SHAHUYM (ZNANIUM) —

WWW.Znanium.com
12. DnektponHas oubmmoreka CII6I' Y- opac.unecon.ru

6. MATEPUAJIBHO-TEXHUYECKOE OBECIHHEYEHHUE
JAUCHUIIJIMHBI

JUis peanu3anuy JaHHOW AMCLUIUIMHBI UMEIOTCS CHIEUaJIbHbIE TOMEILIEHUS
JUIs TIPOBEACHUS 3aHATUI JIEKIMOHHOTO THUIA, 3aHATUI CEMUHApCKOIro THIIA,
KypCOBOTO TPOEKTHUPOBAHUS (BBIIIOJIHEHUS KYpCOBBIX pPalOT) TPYNIOBBIX U
VUHIUBUIYAIBHBIX KOHCYJbTAallMM, TEKYIIEr0 KOHTPOJS M IMPOMEXYTOUHOU
aTTeCTally, a TAK)KE MOMELICHUS JIJIsl CAMOCTOATEIbHON padOTHI.

[TomenieHus: oOcHaIEHbl OOOPYJOBAaHUEM M TEXHHUYECKHUMH CpPEICTBAMHU
oOy4eHusl.

[lomenienuss s CcamMOCTOSATENBHOM padOThl OO0YYarOIIMXCS OCHAIIEHBI
KOMIIBIOTEPHOW TEXHUKON C BO3MOXHOCTBIO MOJAKIIOUEHHS K ceTu "HHTepHer" n
o0ecrieueHrueM JIOCTyTa B JJICKTPOHHYIO HH(POPMAIMOHHO-00pa30BaTEILHYIO CPEIy

YHUBEPCUTETA.

HanMeHoBaHue yueOHBIX ayIMTOPUIi, epeYeHb

Anpec
(MecTOMmoJIOKEHU E)
Y4eOHBIX ayMTOPH I

Ayn. 2014 YueGHast aynutopus (7151 IPOBEIEHHS 3aHATHH JIEKIIMOHHOTO TUTIA
W 3aHATUI CEMHHAPCKOTO THMA, KYpCOBOTO NMPOECKTHPOBAHUS (BBIMOJIHEHHUS
KypCOBBIX pa0oT), IPyNIIOBBIX U MHIUBUAYAIBHBIX KOHCYJIBTALMH, TEKYIIETO
KOHTPOJISI ¥ TIPOMEXYTOYHON aTTeCTalll), 000pyA0BaHa MYJIbTUMEIUIHBIM
komruiekcoMm.Crienuanu3upoBanHas ~ MeOenb U obopyaoBaHue: YdeOHas
MebOenp Ha 56 Tocalo4YHBIX MeCT (CTOJI y4eOHBIM 28MIT.CTylheB SOIIT.),

paboyee MeCTO MpemojaBatensi, CTOJ M/M,  JOCKa MeloBas 2 IIT.
(omHOCekIMOHHas), Kadeapa lmr.,ctya 1mr.Kommsrotep Intel i3-2100 2.4 Ghz
/4Gb/500Gb/Acer V193 19" - 1 mt., MynsTuMeauiinbIi mpoektop Optoma X
400 - 1 mrt., Okpan ¢ anexkrpornpuogd, DRAPER 96 160x210 - 1 mr. Habopst
JEMOHCTPAI[MOHHOTO ~ O0OpY/ZIOBaHHS ¥ y4eOHO-HATJISAJHBIX  [OCOOMIA:
MYJIbTUMEIUIHBIE MPHUIOKEHUS K JICKIMOHHBIM KypcaM W TNPaKTHYECKUM

3aHATUAM, HHTCPAKTUBHBLIC y‘-I€6HO-HaI‘JI$II[HI>I€ rmocoOus.

191023, r. Caskrt-
[TeTepOypr, YL
Kanan I'puboenosna,
30/32, nutep «Ay,
«b», «P»

Ayn. 2049 YueGHast aynuTopus (7151 TPOBEICHHS 3aHATHH JIEKIIMOHHOTO TUTIA
U 3aHATHH CEeMHHApPCKOTO THIA, KypCOBOTO NMPOCKTHPOBAHHS (BBITOIHEHUS
KypCOBBIX pa0oT), TPYNIIOBBIX M MHIUBHIYaTbHBIX KOHCYJIBTAIMH, TEKYIIETO
KOHTPOJII M TIPOMEKYTOYHOM aTTECTalnK), 000pyAOBaHA MYJIBTHMEANHHBIM

191023, r. Cadkrt-
[TerepOypr, V1.
Kanan I'puboenona,



http://www.znanium.com/

komruiekcoMm.Crienuanu3upoBanHas ~ MeOenb U obopyaoBaHue: YdeOHas
Mebenb Ha 36 MOCAaJOYHBIX MECT, padodee MECTO MpernojaaBaTelis, JOCKa
MenoBasi  (ogHOCeKIMOHHas) - | mr., cryn - 1 mr. [lepeHocHOi
MyJnbTUMeIuiHbIH  kKommuiekT: Hoyroyk HP 250 G6 1WY58EA,
Mynstumeuiineiii poexktop LG PF1500G. HaGopsl AeMOHCTpalMOHHOTO
o0opymoBaHusT W  y4eOHO-HATVSIHBIX ~ TOCOOWIA:  MYJIbTUMEIUIHBIE
OPUIOKEHUS K JIGKIUOHHBIM KypcaM H  TPAKTUYECKUM  3aHATHUSM,
WHTEPAKTHUBHBIE YUeOHO-HATIISTHBIE TIOCOOMS.

30/32, nutep «Ay,
«by», «P»

Ayn. 0007 KoMmmproTepHblii KJ1acc (1Sl MPOBEACHUS MPAKTUYECKUX 3aHATUH,
KYPCOBOT'O MPOEKTUPOBAHUS (BBHIIOJHEHUS KYPCOBBIX PadOT) C MPUMEHEHUEM
BBIUMCIUTENbHON TeXHUKH). OO0OpynOBaH MYyJIbTHUMEIUWHBIM KOMILIEKCOM.
Cnenumanm3upoBaHHass MeOenb W obopynoBaHue: YueOHas meOenb Ha 33
M0CaJI0YHBIX MeCTa, pabodyee MECTO MpenojaBares, Jocka MenoBas - 1 mr.,
JI0CKa MapKepHasi Ha KoJIeCUKax - | 1IT., Bemasika cToiika - 3 IIT., )Kajo3u - 3
wt., Kommnsrotep Intel Core i3 6100/ MSI H110M PRO-D/ O3Y DDR4 8GB
2400MHz/SSD SATA 111 240Gb/Aerocool Qs-180 400W/KiaBuatypa + MbIIIb
Microsoft400 for Business/monutop Asus VS228DE - 24 r.,
Mynbstumeuiinsiii npoekrop Tun 1 Optoma X 400 - 1 mr., HoytOyx HP 250
G6 IWY58EA - 2 mr. HaGopkl 1eMOHCTPaIlMOHHOTO 000PYI0BaHHS M Y4eOHO-
HaTJISTHBIX TOCOOWH: MYJIbTUMEMIHBIC TIPIIOKEHHS K JICKIIMOHHBIM Kypcam
Y TIPAKTUYECKUM 3aHATHAM, HHTEPAKTUBHBIC yUeOHO-HATIISAHBIC TOCOOMSI.

191023, r. Cadkrt-
[TerepOypr, V1.
Kanan I'puboenona,
30/32, nutep «Ay,
«by», «P»

7. METOAUYECKUE YKA3ZAHUA U1 OBYUYAIOLIEI'OCH 11O

OCBOEHMIO JUCLHUMJIUHBI

[Ipuctynmas K UW3y4Y€HUIO JUCLUMIUIMHBI, OOydYawoleMycs HEO0X0IuMO

O3HAKOMHTBHCA CO CIACAYIOUMMH IOKYyMEHTAMU:
- y4eOHO-METOINYECKON JOKYMEHTALIUEH;

- JJOKAaJIbHBbIMHU HOPpMAaTHUBHBIMU aKTaMH, PCTIIaMCHTHPYIOIIUMHA

OCHOBHBIC BOIIPOCHI opraHu3alnunun n OCYHICCTBJICHUA

00pa3oBaTeILHOU

ACATCIIbHOCTHU, B TOM YHUCJIC PECTIIAMCHTUPYIOIINC TTOPAJOK IMPOBCACHUA TCKYIICTO

KOHTPOJISl YCIIEBAEMOCTH M MPOMEKYTOYHOM aTTeCTallii 00y4aroIuXCs;

- rpaduxom KOHCYJIbTallUi COTPYIHUKOB
IIPENOAABaTEIbCKOTO COCTABA.

npodeccopcko-

YpoBeHb U riayOMHAa OCBOCHUS AMCIUIUIMHBI OMPEIEISIOTCS aKTUBHOU H
CUCTEMATHYECKON paboToi 00ydaronmuxcs Ha JISKIMOHHBIX 3aHATHSX, 3aHATHIX
CEMHUHAPCKOTO THIIA, BBITOJIHCHHEM CaMOCTOSTEIBHOW pabOThl, B TOM YHCJE B
YaCTH BBIICJICHUS HAMOOJIee 3HAYMMBIX M aKTyaJIbHBIX MTPOOJIEM TSl JATbHEHUIIIETO
u3ydeHus. OcoObIM YCJIOBHEM Ka4eCTBEHHOTO OCBOCHUS IUCIUIUIMHBI SIBJISCTCS
abdeKTUBHAS oOpraHu3amus TPyHAa, TMO3BOJISIONIAS PpACIpPEAeIuTh y4eOHYIO
Harpy3Ky paBHOMEPHO B COOTBETCTBHHU C TpaduKoOM yueOHOTO mporiecca.



[Ipu moaroroBke K y4eOHBIM 3aHSATHUAM OOYYAIOIIMMCS TMPEJOCTABIISICTCS
BO3MOXHOCTh  TIOCEIICHUS  KOHCYJBTAIIMA  COTPYOHUKOB  MPOQECCOPCKO-
npenojaBarenbckoro coctaBa CIIOIDY cormacHo pacnucaHHio, YCTaHOBICHHOMY
B rpapyike KOHCYJIbTAIIH.

AynauTopHas W BHeaynuTOpHas paboTa 0OydYaromuxcs OJDKHA OBITh
HarpasjieHa Ha popMUpOBaHUE:!

— (yHIaMEHTAIbHBIX OCHOB MHUPOBO33PEHUS 00yJaroIIIXcst u
€CTECTBEHHOHAYYHOTO TTO3HAHNS;

— 0a3uCHBIX 3HAHWHA, COOTBETCTBYIOIIMX HAIPABJICHUIO IIOATOTOBKH U
3asBJICHHONW IPOPECCHOHATILHOW 00J1acTH, (OPMHUPYIOIINX IEJICBYIO |
npoecCHOoHabHYI0 OCHOBY JIJISl TIOJITOTOBKH KaJpOB;

— mpodeCCHOHANTBHBIX KOMICTCHITMH OPUCHTHPOBAHHBIX Ha YIOBJICTBOPCHUE
OTPEOHOCTEH PhIHKA TPYJa,

—  WHAMBUAYATHLHON TPAGKTOPUH MOCPEICTBOM OCBOCHHS YHHKAJIHLHOTO Habopa
po(PEeCCHOHABHBIX KOMITETCHIIUK JOTMOJHSIONUX KOMIIETCHTHOCTHYIO
MOJelIb  OOydJarolierocs, 3a CYeT OpHUCHTAlMM Ha KOHKDPETHBIC
podecCHOHANIbHBIC CTICITUAM3UPOBAHHBIC 00JIACTH 3HAHHM, OIIPE/IeIIIeMbIe
MPEICTaBUTEIISIMHU PhIHKA TPY/Ia;

— METAaHABBIKOB OOYYAIONIUXCsI, TAKUX KaK: KOMaHIHAs padoTa W JUIAEPCTRBO,
aHaJM3 JTAaHHBIX, ITU(GPOBBIC HABBIKU, pa3padOTKa M peau3amys MPOCKTOB,
MEXKYJIbTYPHOC B3aUMO/ICHCTBHE.

8. OCOBEHHOCTHU OCBOEHMS JUCHUIIVIMHBI 1JIs1 UHBAJINIO0B
N Jnl C OrPAHUYEHHBIMUA BO3MOKHOCTSAMMU 310POBbSA

OOyuenune o0yJaronuXxcsi ¢ OTpaHUICHHBIMHI BO3MOKHOCTSIMU 3/I0POBbBS TIPH
HEOOXOJMMOCTH  OCYIIECTBISAETCS HAa OCHOBE aJalTHPOBAHHOW paboueit
IporpaMMbl  C  HUCIOJIb30BAHUEM  CICIIHATBHBIX ~ METOJNOB  OOydYeHHUS U
TUIAKTHYCCKUX  MaTepHalioB, COCTaBJICHHBIX C YYETOM  OCOOCHHOCTEH
NCUXO(PU3NYECKOTO PAa3BUTHA, HHAMBUAYATbHBIX BO3MOXHOCTEH M COCTOSIHUS
3JI0POBBS TAKUX OOydYaromuxcs (00y4daronierocs).

B 1mensx ocBoeHHMs y4eOHOH MpOrpaMMbl TUCHHUIUIMHBI WHBAIWJIAMH U
JUIIAMHA  C  OTPAHMYCHHBIMH  BO3MOXHOCTSIMH  37I0POBbS Y HHUBEPCUTET
00€eCIIeunBacT;

— JUISl UHBAJIUJIOB U JIMI] C OFPAHMYEHHBIMU BO3MOXKHOCTSMH 3JI0POBbSI IO
3pEHUI0: pa3MEIIeHHEe B JOCTYMHBIX Ui OOYyYaroIIUXCs, SBJISIOIIUXCS CIEHBIMU
WIK CIIa0OBUIAIIMMHU, MECTaXx M B aJalNTUPOBaHHOM (opme CcrpaBOYHON
uHOpMAIIMM O pACIHCAHUM YYEOHBIX 3aHSATUH; NPHUCYTCTBHE ACCHUCTEHTA,
OKa3bIBAIOILET0 00yYaroEMyCsl HEOOXOIUMYIO IIOMOILIb; BBIITYCK aJIbTEPHATUBHBIX
dbopMaToOB METOAMYECKUX MATEPUAJIOB (KPYIHBIN MPUGT WK ayauodaiibl);



— JJI1 MHBAJIIMAOB W JIMI C OI'PaHHYCHHBIMKU BO3MOXHOCTAMHU 340POBbLA 110
CIIYXy: HaJIC)KAIIMMH 3BYKOBbBIMU CPCACTBAMU BOCIIPOU3BCIACHUC I/IH(l)OpMaI_[I/II/I;

— 1 MHBAJIWAIOB W JIMI[ C OI'PaHUYCHHBIMH BO3MOJKXHOCTAMH 3O0POBbA,
HUMCIOIIUX HapymcHuA OIIOPHO-ABHUI'aTCIIBLHOT'O arapara: BO3MOXHOCTbD
6€CHp€HHTCTBCHHOI‘O A0CTyIIa 06y‘13.IOH_II/IXCSI B y‘{€6HBIC IMOMCHICHUS, TYAJICTHBIC
KOMHAThI W APYTHUC ITOMCUICHUA K&CI)CI[pBI, a TakKXKe Hpe6BIBaHI/Ie B YKAa3aHHBIX
ITIOMCIICHUAX.

OO6yuaronuecs u3 yuciaa uHBaIuI0B U aull ¢ OB3 obecrieueHbl ne4aTHBIMU
u  (uIM) DIEKTPOHHBIMM  OOpa3oBaTeIbHBIMM  pecypcamMu B  ¢opmax,
aIaNITUPOBAHHBIX K OTPaHUYEHUSM UX 3710poBbsi. OOpazoBaHue OO0YUYAIOIMIUXCS C
OTPAaHUYECHHBIMH BO3MOXXHOCTSIMH 37I0POBbSI MOXET OBITh OPraHU30BaHO Kak
COBMECTHO C JIpyTMMHU OOy4YarOlMMHKCS, TaK U B OTACIbHBIX TpPYyIIaxX WIA B
OTZIEJIbHBIX OpTaHU3aAIUSIX.
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®OH/J ONEHOYHBIX CPEACTB

1.1 KoHTpoJIbHBIE BONPOCHI U 32aHUSA K IPOMEKYTOYHOI aTTeCTAIUU

IToHATHS KOMIIBIOTEPHOIO IIPABOHAPYLICHHUS

[TonsATHEe KOMIBIOTEPHOH HH(pOPMALUN

CocrtaBbl IIpecTyIIeHUH B chepe KOMIBIOTEPHON HH(OPMALIH
[Ipectymuienus B cepe BEICOKUX TEXHOJIOTHI

[loHsiTHE KOMIIBIOTEPHOTO MHIIUJIEHTA

OcHOBHEBIE HOPMATHBHO-TIPABOBBIC HCTOYHUKH, PCTIAMCHTHPYIOINHUEC JOCATCIbHOCTL II0
pacciicJOBaHUIO KOMIIBIOTCPHBIX HHIUACHTOB

Knaccugukaryst KOMIbIOTEPHBIX IPABOHAPYIICHUH.

OcHOBHBIE OCOOCHHOCTH KOMITBIOTEPHBIX MTPABOHAPYLICHUI

AcCneKTbl KpUMUHAIUCTUYECKOW XapaKTEPUCTUKU KOMITBIOTEPHBIX NIPAaBOHAPYLIEHUIN
Crioco0bI U CpeficTBa COBEPIIEHHUS KOMITBIOTEPHBIX MPAaBOHAPYIICHUI

XapakTepucTHKa CyOBbeKTOB KOMITBIOTEPHBIX NIPaBOHAPYILICHUN

OcHoBHble BuAbl BpenoHocHoro IIO, wucnonp3yeMoro majisi COBEpIIEHUs aTak Ha
KOMITbIOTEPHBIE CUCTEMBI

JKuzneHHabIi IUKJI KOMITBIOTEPHBIX aTaK

OCHOBHBIE MEPOIPUATHS PACCIETOBAHUS KOMIIBIOTEPHBIX MPABOHAPYLIEHUH U MHIUACHTOB
nH(pOPMaMOHHOHN 0€30aCHOCTH

ITopsimox BO30yXIEHMS YTOJOBHBIX €Nl IO MPECTYIUIGHUSIM B cdepe KOMIBIOTEPHOU
MHGOPMALIUU U BBICOKUX TEXHOJIOTHH

Omnpocsl cBuaereneit

VYyactue cneuuaauctoB ¥ (OpPMBI HCIONB30BAHMUSA CHEIHATBHBIX TO3HAHUKH B cdepe
MH(OPMALIMOHHBIX TEXHOJIOTUN TIPH PacCieI0BaHUU KOMITBIOTEPHBIX MPAaBOHAPYIIEHUH

OcmoTp MecTa NPOUCILECTBUS

KonupoBanue nndopmanmu u u3bsitue Hocuteneil uupopmanuu

[IpaBoBBIE OCHOBaHHSI BEIEMKH CPEACTB KOMITBIOTEPHON TEXHUKH, IPEIMETOB, MAaTEPHUAJIOB U
JIOKYMEHTOB

OcHOBHBIC OIICPATHBHO-PO3bICKHBIC MEPOIIPUATHUA, HALICTICHHBIC HA YCTAHOBJICHUE IMPUYNH
HapyliCHUA HH(I)OpMHLIHOHHOfI 6G3OHaCHOCTI/I, BbISIBJICHUC BHWMHOBHBIX JIHII, O6H&py>KeHI/Ie
CBHUACTCIBCTB KOMIIBIOTCPHOI'O IPABOHAPYIICHWA WM MHIOUACHTA b

[Topsamox Ha3HAYEHHE KOMIBIOTEPHOU (TEXHUKO-KOMITBIOTEPHOM ) IKCIIEPTU3BI, TPEOOBAHUS K
IKCIIEPTY

Me:xyHapoiHble CTaHAAPTHI yIIpaBieHus nHuuaeHTamu b

Bzaunmocss3e coosrruii Ub u unmunenros Ub

Unenruduxarmst cooprTrii u namaenTos b

CpenctBa oOHapyskeHHs U OJOKMPOBAHHS KOMIIBIOTEPHBIX HHIIUICHTOB

[Iponienypa nepBUUHOTO pearupoBaHusi Ha HHIUAECHTH b

Jlokanu3anus nHIEAEHTa. V301MpoBaHme U OTKIIIOYEHHE MTOPAKEHHBIX CHUCTEM
Unentuduxamnus, cOop, MNOIyyeHHE M XPAHEHUE CBUACTEIbCTB, NPEACTABIECHHBIX B
nudposoit hopme

IIpaBoBOE 000CHOBAaHUE UCIIOIB30BAHUS JaHHBIX MOHUTOpUHTa U DLP-cuctem

OO1u1re NpUHIMIIBI U 3TAIbI Ipoliecca ynpaBieHus nauaeHTamu b

Pounb mpouecca ynpasnenus nauuaeHtTamu b B pamkax o6ueit cucrems! ynpasnenus b
Ponn 1 0TBETCTBEHHOCTH B IIpoliecce ynpaBieHnua HHIuAeHTamMu b

Co3nanue, 3a71a494 ¥ JeITeIbHOCT TPYIIIbI pearupoBanus Ha nHIuAeHTH (CSIRT)
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35

3aaud W JAEATENHHOCTH
oe3omacuoctrio (SOC)

LEHTPOB

OIICPAaTUBHOI'O  YIIPaBJICHUA

MH(POPMAITMOHHOM

36  3amaud U IEATEIBLHOCTH LIEHTPOB MO pearnpoBanuio Ha HHIKACHTHI (CERT)
37  Crnoco6sl onrcanne uHmaeHTa b — YARA npaBuia

38  Awnamurtuka uniaentoB b — Threat Intelligence u Threat Hunting

39  TexHUWKH, TAKTHKH ¥ MPOLEAYPHI HAPYIIUTEICH

40  TexHuyeckue cpeacTBa cOopa JaHHBIX 00 MHITUIEHTAX

41  BpIsiBIeHHE MOPAXKECHHBIX 3JIEMEHTOB HH(POPMAITMOHHON CHCTEMBbI

42 OcHOBHbIE HCTOYHUKHU CBHIIETENHCTB HHIMAeHTA 1B

43  TexHHYecKHe CpEICTBA M MPUEMBbl KOIMPOBAHHS HHPOPMALIUU C HOCUTEIEH
44  TexHHUYecKHEe CPEACTBA U MPUEMBI CHATHUS 00pa30B ONEPAaTUBHOM MaMsITH
45  TexHHYECKHUE CPEACTBA U MPUEMBI 3aXBaTa CETEBOTO Tpaduka

46  3amayn KOMIBIOTEPHOW KPUMHHATUCTUKHU M BUJIBI UCCIIEIOBAHHIA

47  OcHOBHBIE JTaIlbl UCCIIEIOBAHMS KOMITBIOTEPHBIX CUCTEM

48  VHCcTpyMeHTalIbHBIE CPEICTBA UCCIIEIOBAHMS KOMIIBIOTEPHBIX CHCTEM

1.2 TeMbl NMCbMEHHBIX PadOT

Paboueit mporpaMMoii AUCIMIUIMHBI HE TIPEyCMOTPEHO.

1.3 KoHTpOJIbHBIE TOYKHU

HoMep KOHTPOJILHOI Tun KOHTPOJIbHOMI

Cnoco0 npoBeaenust Homepa Tem

TOYKH TOYKH
1 Occe NUCLMEHHO 1-2
2 Ilpakxmuueckas ¢ HOMOWbIO 3-4
paboma MexHu4ecKux cpeocma
U UHGOPMAYUOHHBIX
cucmem
3 Texywuii konmponw ¢ HOMOWbIO 1-4

MexHU4ecKux cpeocma
U UHGDOPMAYUOHHBIX
cucmem

1.4 JIpyrue 00beKThI OLICHUBAHUA

PaGoueit mporpamMmoi AUCHUIUTMHBI HE TTPELyCMOTPEHO.

1.5 CamocrosiTeqibHasi padoTa 00y4aruerocsi

HaumeHOBaHMSA CAMOCTOATETbHOI padoThI

Homepa Tem

Paboma ¢ ananumuueckumu 6azamu OaHHbLIX, 1-3
HOPMAMUBHBLIMU OOKYMEHMAaMU, CNPABOYHOU
aumepamypou

Pewenue npogeccuonanvuvix 3a0au 3-4
Tloozomoska K 1eKYUOHHBIM U NPAKMUYECKUM 1-4

SAHAMUAM
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1.6 lIkaya oeHUBaHUSA pPe3yJabTaTa

Hlkanpl OlleHUBAHUS U MPOLEAYPHI OLICHUBAHUS PE3YJIHTATOB OOyUYEHUS MO
AUCUMIUIMHE  pernameHTupyiorcs [lomokeHwmem O  TeKylmeM  KOHTpOJIE
yCIIEBAEMOCTH W TMPOMEKYTOYHOM aTTECTallMd OOYYAIOUIMXCS IO IMpOorpaMMaM
BbICIIero oopa3oBanus u [lonoxenueM o OauIbHO-PEUTUHTOBOM CUCTEME.

Jns  oneHku CcHOPMUPOBAHHOCTH PE3YNbTaTOB OOyYEHHUS IO IUCIUIUIMHE
UCTIONb3YyeTCs 0a/VIbHO-PeiTHHIOBAsl CHCTEMA yCIeBAeMOCTH 00y4aKOIINXCS:

®opMoil UTOroBOr0 KOHTPOJSI MO TUCIHMIUIMHE SBISETCS dK3aMeH (WIn
Qg epeHIIMPOBAHHBIN 3a4€T), UTOTOBAas OLIEHKA (POPMHUPYETCSI B COOTBETCTBHHU CO
IIKaJION, MPUBEACHHON HIKE B TaONIHUIIE:

bamisl OueHka
<=H4 HEYJOBJICTBOPUTEIHHO
55-69 YIAOBJICTBOPUTEIHHO
70-84 XOPOIIO
>=85 OTJINYHO

IlIkaJia oueHUBaHMS pe3yJbTaTa

2 (6amt go 54) JeMoHCTpHpyeT HeMOHNMaHHUE TpoOIeMbl. MHOTHE TpeOOBaHMUS, TPEABIBIIIEMBIC K
3aJaHUI0 HC BBITIOJIHCHHEI.

JleMoHCTpUpYyeTCs IEPBUYHOE BOCTIPUATHE MaTepuana. PaboTa He3aKOHUYCHA U /TN
3TO MJIArHar.

3 (bamn 55-69) | JleMOHCTpHpPYET YaCTHYHOE TIOHUMaHHUe MPOOIeMbl. BOJIBITHHCTBO TpeOOBAHMIA,
MMPpEABABIACMBIX, K 3aJaHUTO BBLIITOJIHCHBI.

Brnasenvie aieMeHTaMu 331aHHOTO MaTepraia. B OCHOBHOM BBIMOJTHEHHBIH
MaTcpual MMOHATCH U HOCUT HCHOCTHLIﬁ XapaKkTep.

4 (6amm 70-84) | JleMOHCTpHpYET 3HAYMTEIBHOE TIOHUMAaHHUE TTPOOIEMbI 0003HAYEHHOM
JUCIUIUTHHON. Bee TpeboBaHust, MpeabABIseMbIe K 3a1aHHIO BBITOJHCHBI.
ConeprxaHue BBITIOTHEHHBIX 33J1aHUI PACKPBITO U PACCMOTPEHO € Pa3HbIX TOUYCK
3pEHHSI.

5 (6amn 85-100) | JleMoHCTpHpYET MOJTHOE IOHUMaHue TpobiieMsl. Bee TpeboBaHus, MPeIbsIBIsCMbIC
K 33[aHUO BBITIOJTHCHBI.

[TpoIeMOHCTPHUPOBAHO YBEPEHHOE BIIAJICHUE MATEPUATIOM JIUCIUILIHHBIL.
BrimosinenHb1e 3aJaHus HOCAT HEJIOCTHBIX XapaKTEpP, BBIITIOJHCHBI B IIOJTHOM
o0beMe, CTPYKTYPUPOBAHBI, MPEACTABICHBI PA3IMYHBIC TOYKH 3PCHHUS,
MPOJICMOHCTPHUPOBAH TBOPYESCKHUIN MOAXO].
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