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1. HEJIX OCBOEHUSA U CIHHUIIJINHBI

Hean:

Jlatb cTyneHTaM HeoOXOMMbIe 3HaHUS B 00JIACTH aIMUHUCTPUPOBAHHS CPECTB
3auThl nHpopmarmu (C31) B KOMIIBIOTEPHBIX CUCTEMAX M CETSX: - 3HATh
XapaKTEPUCTUKU CEPTUPUIUPOBAHHBIX CPEJCTB 3aIUTHI HHPOPMAIUH; - YMETh
BbIOMPATh ONTHUMAJIbHBIE CPEICTBA 3AIUTHI HH(POPMALIUH 11 KOHKPETHBIX
YCIJIOBUH; - BIIAJIETh METO/IaMU YCTAHOBKU CPEJICTB 3aLUThl UHOpMALIUU Ha
3alMIAaeMbIX 00bEKTaX.

2. MECTO JUCHUILJIMHBI B CTPYKTYPE OBPA3OBATEJIBHOM
ITPOI'PAMMDbI

Juctunnuaa b1.0 AnMuHHCTpUpOBaHUE CPENICTB 3aIMTHI HH(OpPMAIUHU B
KOMITBIOTEPHBIX CUCTEMAaX U CETSAX OTHOCUTCS K 00s13aTenbHOoM yactu broka 1.

3. INTAHUPYEMBIE PE3YJIBTATBI OBYUYEHMUS 110 JMCHUIIJIMHE

Konx u HamMeHOBaHHe Kon n
IInanmpyemeblie pe3yJbTaThl 00y4eHHs MO
KOMIIeTeHIINH HAHMCHOBaHHE
AUCHUILIMHE
BBINIYCKHUKA HHAUKATOpA
AOCTHAKEHHUS
KOMIIeTeHIN i
OIIK-1.2 - Cnocoben OIIK-1.2-01 - 3name: Xapakmepucmuxu cepmuuYUpoOBanHbIxX
AOMUHUCMPUPOBAM Lemoncmpupyem cpedcms 3awumel uH@opmayuu Ol KOMNLIOMEPHLIX

cpeocmea 3auumol
ungopmayuu 8
KOMNbIOMEPHBIX CUCTEMAX
u cemsx

VMeHUe NOCMAHOBKU
3a0ay 3auumsl
ungopmayuu u
6l1a0eHUe HABBIKAMU

cucmem u cemeul

Ymems: evibupams onmumanvhvie cpedcmea 3aujumuol
un@opmayuy 05k KOMRLIOMEPHBIX CUCTHEM U cemell.

AOMUHUCTPUPOSAHUA | Brademb: Memodamu YCMAHOSKU CPeOCme 3aujumbl
noocucmem ungopmayuu  Ha  3awUWaAEMbIX  00bEKMAax 8
uHpOpMayUoHHO KOMRbMEPHbIX CUCEMAX U CemsX.
bezonacnocmu 8
KOMNbIOMEPHBIX
cucmemax u cemsx

IIK-2 - Cnocoben 1IK-2.2 - Cnocoben 3name: Xapaxkmepucmuxu cepmupuyupo8aHHvIX

nPoOU3B00UMb YCMAHOBKY U
KOH@ueypuposanue
cpedcme 3auumul
unghopmayuu 8
ONEPAYUOHHBIX CUCEMAX,
8KII0OYAsL Cpedcmea
Kpunmozpaguueckot
sauumul uHopmayuu

NPUMEHSINb MEMOoObl
2ubKoll HacmpouKu
NOUMUK
bezonacrocmu
PA3TUHHBIX
cemeticme
ONnepayuoOHHbIX
cucmem

cpedcmé  3auumul  uHpopmayuu  O0as ONepPayuOHHbIX
cucmem

Ymems: evibupams onmumanvhvie cpedcmea 3auumuvl
ungopmayuy 0Jisk ONePaAyUOHHBIX CUCEM.

Braoemv: memodamu ycmanosxu cpeocms saugumol
uHgopmayuy 6 ONEPAYUOHHLIX CUCTIEMAX MemoOamu
2UOKOU HACMPOUKU NOAUMUK OE30NACHOCMU PA3TUYHbIX
cemelicme onepayuUoOHHbIX CUCTEM.




4. CTPYKTYPA U COAEP KAHUE JUCIUITJINHBbI*

O0BLeM TUCIHUILINHDI

Homep n (akameMu4YecKHe 4achl)
HAaUMCHOBaAHUEC
Tem w/vam Coaep:xanue TUCHUILTHHBI KoRTaKkTHas
paszienoB/TeM pabora
30T | 03 JIP CPO
OcHoBHbIE poOIeMbI UH(GOPMAIIMOHHOTO
oOecrieueHUsT HAyKH, TEXHUKU IPOHM3BOJICTBA W
Tema 1. OcuoBHsle | YIPABIEHUS B YCIOBHUSAX CYIIECTBOBAHUS YIpo3 B
nonstus o C3U B nHpopmanmoHHOW  cdepe.  OpraHuzalMOHHO-
KOMITBIOTEPHBIX 9KOHOMMYECKHE aCIEKThI 3alIUThl HHPOPMAIUHU B 4 12 16
cHCTeMax ¥ cersx. | KOMITBIOTEPHBIX cucTeMax u ceTsax. CoBpeMeHHbBIE
TEXHUYECKHUE U MPOTpaMMHbBIE CPEACTBA 3aIUThHI
nHpOpMallMM B KOMITBIOTEPHBIX CHCTEMax U
CeTSIX.
[TpuHIHITBI 3aIIUTHI MIOJICUCTEM
Tema 2. Mogenu nnpopmannonHon 6e3zomacuoctu (Mb) oObekTa
3aITUTHI 3alIUTBl ¢ TOMOIIBIO MPOTPAMMHO-AMITAPATHBIX
uHbOpMALIHY B cpencTB. JIMCKpEIMOHHbIE MOJEIU  3allUTHI. 6 12 16
C3. MangatHass MOJCNb 3amuThl. PoeBsle Mojaenu
3amuThl  WHGOpPMAaNUM B KOMIBIOTEPHBIX
CUCTEMaX U CETSX.
NudopmanoHHble CUCTEMBI — OCHOBHON OOBEKT
Tema 3. OcHOBHBIC | 3011y propMatmu. O6MwIAs XapakTepHCTHKA,
cBezienHs 06 Ha3HAYeHHe, KIACCH(pUKALMUS, apPXUTEKTypbl H | @ 16 16
apxuteKTypax 3¢ (HeKTUBHOCTH CPEACTB 3aIlUThl HH(GOPMaLIUU B
copeMeHHRIX C3H. OTEPAIMOHHBIX  CHCTEMaX,  KOMIBIOTEPHBIX
CUCTEMaX U CETSX.
Tema 4. 3amaun w npuHOUnbl cepruduxanuu  C3U.
Ceprudurmposann | JIOKanmbHbBIE, ceTeBble W pacnpenencHHbie C3U: 8 16 16
pie C31. paccmoTtpenne KoHKpeTHbIX C3U oTeuecTBEHHBIX
BEHJIOPOB.
Kontpoanb: 36
Bcero no aucuuniinze: 24 0 56 64

*3JIT — 3aHATHS TeKUUOHHOTO TUTA, [13 — Bce BUABI 3aHATHIT CEMUHAPCKOTO THIIA, KPOME JTa00PaTOPHBIX
pabor, JIP — nabopatopusie padotsl, CPO — camocTosiTenbHas pabota 00y4aromerocs

5. YYHEBHO-METO/INYECKOE N UTHOOPMAIIMOHHOE
OBECIIEYEHMUE JUCIIUITJINHBI

5.1 Pexkomenayemasi JJuTepaTypa

bubanorpadguyeckoe onucanue u3aanusa (aBTop, 3arjaBue, BUl, MeCTO U IO/l

U31aHMs, KOJI. CTP.)

DJIeKTPOHHBIE
pecypcsbl




1. YepnoxuwxkHbii [.M., BacunseBa 1.H. Onepannonnsie cucremsl. CII6I'DY,
2018, 220c.

http://opac.unecon.ru/|

2. UepnokHmwxkHbIN .M. Beraucautenpasie cetu. KoHTpob 6€30MacHOCTH B
KoMmmbloTepHBIX ceTax. CII6I' DY, 2018, 98c.

http://opac.unecon.ru/|

5.2 IlepeyeHb JIULEH3HOHHOTO M CBOOOIHO PACIIPOCTPAHSEMOI0
NMPOrpaMMHOro odecnevyeHusi, B T.4. 0T€4eCTBEHHOI 0 POM3BOACTBA

7-Zip

Microsoft Office Professional

Microsoft Windows Professional

Dallas Lock 8.0-K (C31 HCI, CKH, M3, COB)
Debian

USB-+npunrepsr; Desktop activity, nagekcupoBanue))
- Firewall

- Git

MaxPatrol SIEM Education

undopmarmu Secret Net Studio 8)
- vGate

- ViPNet

- Anbt JIuHyKC

Falcongaze SecureTower (mepexBar arentamu (koatposib: MAIL; WEB; IM; FTP;

Secret Net (vGate R2 Enterprise Plus nist Hyper-V st 3amuTst XocTOB)
Secret Net (MoyJb 3alTUTHI TUCKA U IIH(PPOBAHUS KOHTEHHEPOB CPEACTBA 3aAIUTHI

- T10 Dmienon (TTporpammuoe odecnieucane «KOMRAD Enterprise SIEM»)

- XSpider

- 1O Duenon (ITporpammuoe obecnieuenmne «PyOoukon»)

- 1O Dmenon (ITporpammuoe obecrieuenmne «Cxanep-BCy»)
- Illmro3 6e3omacuoct Ideco UTM Enterprise Edition

5.3 llepeyenb nHpopManuoHHBIX cipaBouHbIX cucteM (MCC) n
coBpeMeHHbIX npogeccuoHaabHbIX 0a3 1aHHbIX (CIIB/I)

Ne HaumenoBanue CIIB/ UCC

JnekTpoHHast oubmmoreka Grebennikon.ru — www.grebennikon.ru

Hayunast aiekTponHas oubnuoreka KubepJlennka — www.cyberleninka.ru

basa gannbix [IOJIITPE]] CripaBounuku — Www.polpred.com

1
2. Hayunast anektponnas ouonmoreka eLIBRARRY — wwwe.elibrary.ru
3
4

www.oecd-ilibrary.org

basa nanaeix OECD Books, Papers & Statistics na matdpopme OECD iLibrary

CIIOI' DY mmm www.consultant.ru)

CrnpaBouHnas npaBoBas cucrema Koncynbrantlroc (MHCTaIMpOBaHHBIN pecype



http://opac.unecon.ru/
http://opac.unecon.ru/
http://www.grebennikon.ru/
http://www.polpred.com/
http://www.oecd-ilibrary.org/

7 CrnpaBounas npaBoBas cucrema «I’APAHT» (uncrammmpoBanusiii pecypc CII6I DY
' WK WWW.garant.ru)

8 WudopmanronHo-cipaBouHas cuctema «Koneke» (MHCTaTUIMPOBAaHHBIN pecype
' CII6IDY mmm www.kodeks.ru)

9. JnekTpoHHas oubnuoTeuHas cucrema BOOK.ru - www.book.ru

10. PnexrponHas GuGmmoreunas cuctema 5C FOPAUT — www.urait.ru

1. 9ﬂ6KTp0HgO-6H6HI/IOTeqHaﬂ cucrema SHAHUYM (ZNANIUM) —

WWW.Znanium.com
12. DnektponHas oubmmoreka CII6I' Y- opac.unecon.ru

6. MATEPUAJIBHO-TEXHUYECKOE OBECIHHEYEHHUE
JAUCHUIIJIMHBI

JUis peanu3anuy JaHHOW AMCLUIUIMHBI UMEIOTCS CHIEUaJIbHbIE TOMEILIEHUS
JUIs TIPOBEACHUS 3aHATUI JIEKIMOHHOTO THUIA, 3aHATUI CEMUHApCKOIro THIIA,
KypCOBOTO TPOEKTHUPOBAHUS (BBIIIOJIHEHUS KYpCOBBIX pPalOT) TPYNIOBBIX U
VUHIUBUIYAIBHBIX KOHCYJbTAallMM, TEKYIIEr0 KOHTPOJS M IMPOMEXYTOUHOU
aTTeCTally, a TAK)KE MOMELICHUS JIJIsl CAMOCTOATEIbHON padOTHI.

[TomenieHus: oOcHaIEHbl OOOPYJOBAaHUEM M TEXHHUYECKHUMH CpPEICTBAMHU
oOy4eHusl.

[lomenienuss s CcamMOCTOSATENBHOM padOThl OO0YYarOIIMXCS OCHAIIEHBI
KOMIIBIOTEPHOW TEXHUKON C BO3MOXHOCTBIO MOJAKIIOUEHHS K ceTu "HHTepHer" n
o0ecrieueHrueM JIOCTyTa B JJICKTPOHHYIO HH(POPMAIMOHHO-00pa30BaTEILHYIO CPEIy

YHUBEPCUTETA.
HaumeHoBaHmne yueOHbIX ayJUTOPHH, IepeYeHb Anapec
(MecTOmoJI0KEeHNE)
y4eOHBIX
ayAuTOPHUii
Ayn. 2045 YueOnast aynutopust (s IpoBeeHMs 3aHATHI TekinonHoro tumna | 191023, r. Cankr-
Y 3aHATHH CEMUHApPCKOTO THIIA, KYpCOBOTO TMPOEKTUpOBaHUs (BbIoiHeHUs | [leTtepOypr, yII.

KYPCOBBIX paboT), TPYMITOBBIX U HHIUBUIYATBHBIX KOHCYJIBTAINN, TEKYIIETO
KOHTPOJISI ¥ TIPOMEKYTOYHOW aTTECTAIMN), 000OPYI0BaHA MYJIbTUMEIHIHHBIM
komruiekcoMm.Crienanu3upoBanHas ~ Mebenb U  obopyaoBaHue: YdeOHas
Mebenb Ha 78 TOCaJOYHBIX MECT, pabodyee MeCTO TMpernojaBareis, JI0ocKa
MenoBast (3-X ceknuoHHas) - 1 mT., kadempa - 1 mT., CTydBEB - 2 IIT.
[TepenocHoit MmynpTUMeauitHBIN KoMmmuiekT: Hoytoyk HP 250 G6 1WY58EA,

Mynbstumeauiineiii npoextop LG PF1500G. HaGopsl AeMOHCTpalMOHHOTO

Kanan I'puboenona,
30/32, nutep «Ay,
«b», «P»

o0opyIoBaHUS U y4eOHO-HAIVAIHBIX  MOCOOMH:  MyJIbTUMEIUIHbIE

NPUIOKEHHUS K JIGKIMOHHBIM KypcaM M TPAKTHYECKUM  3aHATHUSAM,

WHTEPaKTHUBHBIE YUeOHO-HATIISTHBIE TIOCOOHS.

Ayn. 2032 KoMmbloTepHbIi Kacc (sl MPOBEACHUS MpaKTU4Yeckux 3aHatui, | 191023, r. Cankr-
KYpPCOBOTO MPOEKTUPOBAHUS (BBITIOJHEHUS KyPCOBBIX paboT) ¢ mpuMenennem | [lerepOypr, V1.

BBIYHCIIUTEIIHHOMN TEXHUKH). O6opynoBan MYJIbTUMEAUHHBIM

komruiekcoMm.Crienanu3upoBaHHas ~ MeOenb U obopyaoBaHue: YdeOHas

Kanan I'puboenona,



http://www.znanium.com/

MeOenp Ha 25 TocaJlouHbIX MECT, pabouee mecTo mpenonaaBarens (cton lmr., | 30/32, murep «Aw»,
Kpecio 1mrT.), mocka MapkepHas Ha Kojecwkax | mT., MapkepHas qocka Ha | «b», «P»

HOXKax |mT., Bemajku CTOMKM lmT., cTOoNM 2IIT., CTyJIbeB 4IUT., J0CKA
oObstBeHnit  lmit., skamo3u 2mT., Kommberorep Intel 15-7400/16Gb/1Thb/
Buneokapra NVIDIA GeForce GT 710/Monutop. DELL S2218H - 25 mir.,
WntepaktusHas nocka SMARTB 680 - 1 ., [lIkad TenekoMMyHHKaIIMOHHBIH
Hactenusii [IMO IIPH-3-6.650 - 1 mit., Kommytarop ProCurve Switch 2626
- 1 wrt., TepMuHaNbHAs CTaHIMS TOHKUI KIMEHT B cocTaBe Sun Ray 2 client -
1 mr., Croika ansa WHTEpakTHBHOM gocku 660x680 - 1 mT. Habops
JEMOHCTPALlMOHHOTO  000OpyAOBaHHMS M  y4eOHO-HAIVIAJHBIX  I[1OCOOMH:
MYJIbTUMEUIHBIE TPUIOKEHUS K JIEKIMOHHBIM KypcaM U NPaKTUYECKUM
3aHSTHUAM, UHTEPAKTUBHbBIC Y4EOHO-HATJISIIHbIE TOCOOUSI.

JlabopaTopHbie pabOThl MO JUCIUIUIMHE TIPOBOJSATCS B J1aOOpaTOpHH
«HXeHepHO-TEXHUYECKON 3amuThl, Jabopatopusi I[IporpammHo-anmapaTtHOi
3aIIUTHLY.

Jlabopatopuss NHkeHepHO-TeXHUYECKON 3amuThl, jgaboparopusi IIporpammuo-
armnapaTHOM 3alUThI.

Buj yyeonbix

JON— Anpec, Ne aynuropun JlabopaTtopHoe o0opyaoBanue
JlaGopatopHbie 191023, r. CaHkT- Crnenuaiim3upoBaHHass  MeOellb U 000pyJIOBaHHE:
paboThI [TerepOypr, yi. Kanan VYuebnas mebenp Ha 30 mocamounsix mecT (ITapra

I'puboenona, 30/32, nByxmectHas — 11 wrt., cton — 8 wT., cTymbs- 30 miT.);
nutep «A», «by, «Py, 2 pabouux MecTa mpenogaBaTens (2 crona, 2 CTyma);
ayautopus Ne 2057 cron — 1 mT.; TpuOyHa 17 BBICTYIUIEHUH — | mT.;
mKad s JOKYMEHTOB — | IIT.; CTEH/IbI HACTEHHBIE
npoOKOBbIe — 2 1IIT.; MmKad HACTEHHBIA CO
CTCKJSIHHBIMU CTBOpKamMH — 4 INT.; JOCKa IS

MapKepoOB JIBYXCTOPOHHsE — | MIT.; MepCOHAIBHBIN
kommeiotep IBM PC-coBmectumsiii (i5-3470/RAM
8Gb/HDD 500Gb/Win7pro) — 7 mr.; nepcoHaNbHBIN
kommeiotep IBM PC-coBmectumsiii (i3-2100/RAM
8Ghb/HDD 500Gb/Win7pro) — 8 mir.; KOMMyTaTop
Cisco A1 OpraHu3alHuH JIOKAJILHOM  CETH
nmabopaTopuH ¢ MOJKIIOUYeHHEM K ceTH "MHTepHeT" n
obecriedyeHreM JOCTyTIa B AIIEKTPOHHYIO
MH(POPMAIIMOHHO-00pa30BaTEIBHY IO cpeny
opranuzanuu — 1 mr.; mkad cepsepusiit 42U — 1 mir.;
mkad TemekoMMmyHuKarmoHHed 20U — 1 mT.;
mpoektop NEC ME-401X — 1 mr.; skpaH s
npoekTopa Screen Media Goldview 244*244MW
HaCTeHHBIH — 1INT.; aKycTHYeckas CHUCTeMa Mapka
Microlab wmomens Pro2— 1 mr.; KoMMyTaTop
koHcoumpHbIi  Trend Net TK-803R — 1 mr;
pasBeTBHUTENb BUaeocurnanga Aten VS-92A — 1 mr.;
nabopatopubiii crena HIIT «Yurex-Ilpopu» «O3-
MPy» — 1 mrt.; naboparopusiii crenn HII «Yurex-

7



[Tpopu» «OLUT-MP» — 1 mrt.; 1abopaTopHbIii CTEH]
HII «Yurex-IIpopu» «POI-HP» — 1 komruiekr;
koMmruiekT rakaroB HII «Yurex-IIpodm» — 1 mT.;
reHepatop akyctuueckoro myma JII'TI-301 AO
«Jlaboparopust IIIIII» — 1 mT.; BUOporeHeparop
JIT'I-403 B KOMIUIEKTE ¢ BUOPOTIPEOOpa30BaATEISIMH
JIBII-20, JIBII-2T AO «JlaGoparopus IIIIII» — 1
wrt.; GuasTp cereBoit onHopazubri JIOC-10-10 AO
«JIa6oparopus TIIIII» — 1 mT.; reHepaTop nryma mo
LETISIM 3JIEKTPONHUT., 3a3emil. u [IDMU JII'TII-503 AO
«JIa6oparopus IIII» — 1 mT.; ycTpOMCTBO 3aIIUTHI
tenedoHHbx JuHUN ['panut-8 abonentckoe AO
«JIa6oparopus IIIII» — 1 m.; cepsep HP-DL — 5
mt.; Kommyrtatop Cisco Small Business SF302-08 —
4 mt.; Kommyrarop Cisco 2950 — 3 mr.; KommyTarop
Cisco 3560 — 1 mt.; BecipoBoaHO# MapiIpyTH3aTOP
TP-Link TL -WR941 ND; DnekTpoHHBIE KIHOYU
Guardant — 16 mrT.; oruerymurenp OY-5 — 1 mwr.;
orHerymutens OI1-4(3)-BCE — 1 mt. HaGopsl
JEMOHCTPAIIMOHHOTO  000py/A0BaHUSA U  y4eOHO-
HarJIsaIHbIX I0COOMIA: MYJIbTUMEAUIHBIC
IPWIOKEHUs K  JIGKOUOHHBIM  KypcaM  H
NPAaKTUYECKUM 3aHATUSM, WHTEPAKTHUBHBIE Y4eOHO-
HarJIsiIHbIe TOCOOUS.

7. METOJNYECKUE YKA3ZAHUSA 1151 OBYYAIOIIETOCS MO
OCBOEHUIO JIUCLATLIMHBI

[Ipuctynass K WU3y4eHUIO AUCIUIUIMHBI, O0O0yYarIieMycsi HEO0XO0IUMO
03HAKOMUTBCS CO CIAEAYIONTUMU IOKYMEHTaMU:

— y4eOHO-METOIMUECKON JOKYMEHTAIIUEH;

— JOKAJIbHBIMM ~ HOPMATHUBHBIMM  aKTaMH,  PETJIAMEHTUPYIOIIUMU
OCHOBHBIE  BOINPOCHI  OpPraHU3allMd W  OCYIIECTBIEHUS  OOpa3oBaTEIbHOMN
JIESITEILHOCTH, B TOM YHCJI€ PErIaMEHTUPYIOIINE MOPSAJ0K MPOBEACHUS TEKYIIETO
KOHTPOJIS YCTIEBAEMOCTH M IIPOMEKYTOYHOM aTTECTAIMN O0yJarOITUXCS;

— rpaduKoM KOHCYJIbTalIUii COTPYJHUKOB npodeccopcko-
MpEenoaaBaTebCKOrO COCTaBa.

YpoBeHb U TyOWHA OCBOCHUS JUCIMIUIMHBI ONPEISISIOTCS aKTUBHOW U
CHUCTEMAaTHYECKOH paboTON 00ydYaronIuxcsi Ha JICKIIMOHHBIX 3aHATHAX, 3aHATHIX
CEMUHAPCKOTO THIIA, BHITIOJTHEHUEM CaMOCTOSITEIbHOM paOOThl, B TOM YHUCJE B
YJaCTH BbIJICJICHUS Han0oJiee 3HAYMMBIX M aKTyaJbHBIX ITPOOJIeM I JaTbHEHIIIEro
n3ydeHusi. OcoObIM yCIIOBHEM Kauye€CTBEHHOTO OCBOCHUS UCIUIUIAHBI SBISETCS
adpdexTrBHAS OpraHu3anMsa TpyJa, MO3BOJSIONIAS PACHPEACIIUTh Y4eOHYIO
Harpy3Ky paBHOMEPHO B COOTBETCTBHUH C TpauKOM y4eOHOTO IpoIiecca.
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[Ipu moaroroBke K y4eOHBIM 3aHSATHUAM OOYYAIOIIMMCS TMPEJOCTABIISICTCS
BO3MOXHOCTh  TIOCEIICHUS  KOHCYJBTAIIMA  COTPYOHUKOB  MPOQECCOPCKO-
npenojaBarenbckoro coctaBa CIIOI'DY cormacHo pacnucaHHio, YCTaHOBICHHOMY
B rpapyike KOHCYJIbTAIIH.

AynauTopHas W BHeaynuTOpHas paboTa 0OydYaromuxcs OJDKHA OBITh
HarpasjieHa Ha popMUpOBaHUE:!

— (yHIaMEHTAIbHBIX OCHOB MHUPOBO33PEHUS 00yJaroIIIXcst u
€CTECTBEHHOHAYYHOTO TTO3HAHNS;

— 0a3uCHBIX 3HAHWHM, COOTBETCTBYIOIIMX HAIPABJICHUIO IIOATOTOBKH U
3asBJICHHONW IPOPECCHOHATILHOW 00J1acTH, (OPMHUPYIOIINX IEJICBYIO |
npoecCHOoHabHYI0 OCHOBY JIJISl TIOJITOTOBKH KaJpOB;

— mpodeCCHOHANTBHBIX KOMICTCHITMH OPUCHTHPOBAHHBIX Ha YIOBJICTBOPCHUE
OTPEOHOCTEH PhIHKA TPYJa,

—  WHAMBUAYAJTHLHON TPACKTOPUU IOCPEICTBOM OCBOCHHS YHHKAJIHLHOTO Habopa
po(PEeCCHOHABHBIX KOMITETCHIIUK JOTMOJHSIONUX KOMIIETCHTHOCTHYIO
MOJelIb  OOydJarolierocs, 3a CYeT OpHUCHTAlMM Ha KOHKDPETHBIC
npodecCHOHAIBHBIC CTICIIMAM3UPOBAHHBIC 00JIACTH 3HAHMMA, OIIPEIeIIIeMbIe
MPEICTABUTEIISIMHU PhIHKA TPY/IA;

— METAaHABBIKOB OOYYAIONIUXCsI, TAKUX KaK: KOMaHIHAs padoTa W JUIAEPCTRBO,
aHaJM3 JTAaHHBIX, ITU(GPOBBIC HABBIKU, pa3padOTKa M peau3amys MPOCKTOB,
MEXKYJIbTYPHOC B3aUMO/ICHCTBHE.

8. OCOBEHHOCTHU OCBOEHMS JUCHUIIVIMHBI 1JIs1 UHBAJINIO0B
N il C OrPAHUYEHHBIMUA BO3MOKHOCTSAMU 310POBbSA

OO0yueHue o0yJarouxcsi ¢ OrpaHUYEHHBIMU BO3MOXKHOCTSIMHU 3/10POBbS IIPH
HEOOXOJMMOCTH  OCYIIECTBIISIETCS HA OCHOBE aJalTHPOBAHHON  paboueit
OporpaMMbl  C  HCIOJNB30BAHMEM  CICLUAJIBHBIX  METOJOB  OOy4YeHHS U
JTUTaKTHYECKUX  MaTepUaOB, COCTaBICHHBIX C  y4eTOM  OCOOEHHOCTEH
NCUXO(PU3NYECKOTO Pa3BUTHUS, WHIAUBUAYATIbHBIX BO3MOYKHOCTEM M COCTOSHUS
3JI0POBBS TAKUX OOydYaromuxcs (00y4daronierocs).

B 1mensx ocBoeHHMs y4eOHOH MpOrpaMMbl TUCHHUIUIMHBI WHBAIWJIAMH U
JUIIAMH  C  OTPAHMYCHHBIMH  BO3MOXHOCTSIMH  37I0POBbS Y HUBEPCHTET
00€eCIIeunBacT;

— JUISl UHBAJIUJIOB U JIMI] C OFPAHMYEHHBIMU BO3MOXKHOCTSMH 3JI0POBbSI IO
3pEHUI0: pa3MEIIeHHEe B JOCTYMHBIX Ui OOYyYaroIIUXCs, SBJISIOIIUXCS CIEHBIMU
WIK CIIa0OBUIAIIMMHU, MECTaXx M B aJalNTUPOBaHHOM (opme CcrpaBOYHON
uHhoOpMaIlMM O paclUCaHUM Y4eOHBIX 3aHSATHUH; NPHUCYTCTBHE ACCHUCTEHTA,
OKa3bIBAIOILET0 00yYaroEMyCsl HEOOXOIUMYIO IIOMOILIb; BBIITYCK aJIbTEPHATUBHBIX
dbopMaToOB METOAMYECKUX MATEPUAJIOB (KPYIHBIN MPUGT WK ayauodaiibl);



— JJI1 MHBAJIIMAOB W JIMI C OI'PaHHYCHHBIMKU BO3MOXHOCTAMHU 340POBbLA 110
CIIYXy: HAJIC)KAIIMMH 3BYKOBbBIMU CPCACTBAMHU BOCIIPONU3BCACHUC HH@)OpMaHI/II/I;

— 1 MHBAJIWAIOB W JIMI[ C OI'PaHUYCHHBIMH BO3MOJKXHOCTAMH 3O0POBbA,
HUMCIOIIUX HapymcHuA OIIOPHO-ABHUI'aTCIIBLHOT'O arapara: BO3MOXHOCTbD
6€CHp€HHTCTBCHHOI‘O A0CTyIIa 06y‘13.IOH_II/IXCSI B y‘{€6HBIC IMOMCHICHUS, TYAJICTHBIC
KOMHAThI W APYTHUC ITOMCUICHUA KaCI)eI[pBI, a TaKXKe Hpe6BIBaHI/IC B YKa3aHHBIX
ITIOMCIICHUAX.

OO6yuaronuecs u3 yuciaa uHBaIuI0B U aull ¢ OB3 obecrieueHbl ne4aTHBIMU
u  (uIM) DIEKTPOHHBIMM  OOpa3oBaTeIbHBIMM  pecypcamMu B  ¢opmax,
aIaNITUPOBAHHBIX K OTPaHUYEHUSM UX 3710poBbsi. OOpazoBaHue OO0YUYAIOIMIUXCS C
OTPAaHUYECHHBIMH BO3MOXKHOCTSIMH 37I0POBbSI MOXET OBITh OPraHW30BaHO Kak
COBMECTHO C JIpyTMMHU OOy4YarOlMMHKCS, TaK U B OTACIbHBIX TpPYyIIaxX WIA B
OTZIEJIbHBIX OpTaHU3aAIUSIX.
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®OH/J ONEHOYHBIX CPEACTB

1.1 KoHTpoJIbHBIE BONPOCHI U 32aHUSA K IPOMEKYTOYHOI aTTeCTAIUU

1 [TonsiTue 6e3omacuocT HHGOPMAITUU
2 JKu3HEeHHBI UK MPWIOKESHUH, ONEPAalMOHHBIX CHUCTEM W ammapaTHOrO OOecTedeHus

KOMITBIOTEPHBIX CHCTEM
3 Knaccugukanus yrpos 6e3onacHoCTH HHPOPMAITUH
4 ®opMeI aTak Ha 00BEKTHI HH(POPMALIMOHHBIX CUCTEM
5 AHanu3 yrpo3 1 KaHaJIOB YT€UKH HH()OPMAIMK B KOMITBIOTEPHBIX CETSIX
6 [TpuHIUIBI TOMUTHKH OE30MTaCHOCTH B KOMITBIOTEPHBIX CETSIX
7 daiisbl ¥ KaTaJIOTH KaKk HH(QOPMAIIMOHHBIC OOBEKTHI 3aIUTHl KOMITBIOTEPHBIX CUCTEM
8 Bbe3omacHOCTh MpOrpaMMHOTO 0OECTICYCHHS
9 0630p C31 B KOMITBIOTEPHBIX CETAX
10  Mognenu 3amuTs! nHpopmarnuu B C3U
11  Bupryanmsanus B KOMIIBIOTEPHBIX CHCTEMaX U MPoOIeMbl ee 0€30macHOCTH
12 Apxwurextypa u 3¢ dexkruBHocTs C3U B onepaoHHBIX CUCTEMAaX, KOMITBIOTEPHBIX CHCTEMaxX

U CeTsIX.
13 VYnpasieHue JOKaIbHBIMH MOJUTHKaMHU Oe3omacHocTd B Windows
14 CereBble CITy>KOBI: 3aITyCK, OCTaHOBKA, 3aBUCHIMOCTH
15  Hacrpoiika 6e3omacHoro jgocryia k (aitnam u katamoram B OC Windows
16  Hactpoiika 6e3omacHoro goctymna K ¢aiiinam u karaisoram B OC Linux
17  Tlpunuuns anmuauctpupoBanus C3U Dallas Lock
18  C3U 3acraBa: HacTpoiika ¥ aAIMUHHCTPUPOBAHUE
19 C3U AYPA: HacTpoiika 1 aIMUHHUCTPUPOBAHUE
20  Vmpasienue u HacTpoiika cereBoro pocryna B OC Windows
21  TlonuTHhka Ha3HAYEHUS MMEH ToJib3oBarenei u rpymm B C3U.
22 Kypnammzamus B OC kak CpeacTBO BOCCTaHOBIICHHS JaHHBIX.
23  AJAMHMHHCTpPHpOBAHHE MOJCETEH Il IOKAIHU3AIMU CETEBOro Tpaduka
24 Coszpanue ckpbIThIX ¢aitioB B OC Windows.
25 3Bammumennas OC Actpa LINUX AHUCKPEIIMOHHBIN JOCTYII.
26  3ammmennas OC Acrpa Linux manmatHblit gocTym.
27  AnmunuctpupoBanue OC Poca.
28  3amaum u npuHIUIB ceprudukanun C3U.

1.2 TeMbl NMCbMEHHBIX PadOT
PaGoueit mporpamMmoi AUCHUIUIMHBI HE TIPELyCMOTPEHO.
1.3 KoHTpOJIbHBIEC TOYKH
Homep koOHTpOJILHOI T KOHTPOJILHOI Cnoco0 npoBeaenust Homepa Tem
TOYKH TOYKH
1 Hnousuoyanvroe C HOMOULBIO 1,3
3a0anue MeXHUYeCKUx cpeocme
U UHDOPMAYUOHHBIX
cucmem
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2 Hnousuoyanvroe C NOMOWBIO 2,4
3a0aHue mexHuyeckux cpeocma
U UHGDOPMAYUOHHBIX
cucmem

1.4 /Ipyrue o0beKTbI OLICHUBAHMS

Paboueit mporpaMMoi AUCIMTUIMHBI HE TPETyCMOTPEHO.

1.5 CamocTosiTesibHAsi padoTa 00y4arInerocst

HaumeHOBaHMS CAMOCTOATEIbHOI PadoThI Homepa Tem
Tloozomoska Kk 1eKYUOHHBIM U NPAKMUYECKUM 1-4
3AHAMUAM
Tloozomoska coobuenutl, O0K1a008 1-4
Tlooecomoska k dK3ameny 1-4

1.6 llIkana oeHNBAHUA pPe3yJIbTATA

[Ikanbl OICHUBAHMS U MPOLEAYPHI OIICHUBAHMS PE3YJIbTATOB OOyUYEHUS MO
AUCHMIUIMHE  pernameHTHpyioTcs [lomokeHwmeM O  TeKyleM  KOHTpOJIE
yCIIEBAEMOCTH W TMPOMEKYTOYHON aTTECTAlMA OOYYAIONIMXCS IO IMpOorpaMMaM
BhICIIero oopasoBanus u [looxkeHreM o OaTbHO-PEHTHHTOBOM CHCTEME.

Jnst onleHKH CcHOPMUPOBAHHOCTH PE3YJIbTATOB OOYYEHHS TIO JUCIMILINHE
UCTIOJIb3YeTCs 0aIbHO-PEITHHIOBAsI CHCTEMA YCIIeBAeMOCTH 00y4aKOLIUXCS !

®opMoOli HUTOrOBOTO KOHTPOJS MO AUCHMIUIUHE SBISETCS SK3aMeH (Wiu
i pepeHIpPOBAaHHBIN 3a4€T), UTOTOBAs OIICHKA (DOPMHUPYETCS B COOTBETCTBUU CO
IIKAJI0W, TPUBEIECHHOMN HIKE B TaOIMIIE:

bauibl Ouenka
<=54 HEYJOBJIETBOPUTEIHHO
55-69 YIOBJIETBOPUTEIHHO
70-84 XOPOIIIO0
>=85 OTJINYHO

HIkana oueHuBaHus pe3yjabrara

2 (6ann o 54) | HemoHCTpUpyeT HelTOHUMaHue poodiemMbl. MHOTHE TpeOoBaHUs, PEABABISIEMBIC K
3aJaHHIO HE BBHITIOHEHBL.

JeMoHcTpUpyeTCes IEpBUYHOE BOCHIpUsITHE MaTtepuana. PaboTa He3akoOHYECHA U /WIH
9TO IJIaruar.

3 (bann 55-69) | JleMoHCTpHpYET YaCTHYHOE TOHUMAaHUE MPOOJIeMbl. BOIBITUHCTBO TPeOOBAHHUH,
NPEeNbSIBISIEMBIX, K 3aJAHUIO BHITTOJTHEHBI.

Bunanenue aiieMeHTaMHy 3a1aHHOTO MaTepUaia. B OCHOBHOM BBINIOJHEHHBIN
MaTepHal MOHSATEH U HOCUT LEIOCTHBINA XapaKTep.
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4 (6amm 70-84) | JleMOHCTpHpYET 3HAYMTEIBHOE IOHUMAHHUE TTPOOIEMbI 0003HAYCHHOM
JUCIMILTHHON. Bee TpeboBaHuMs, MPeIbSIBISEMbIC K 3a/IaHUI0 BHITOJHCHBI.
ConeprxaHue BBITIOTHEHHBIX 33JaHUI PACKPBITO U PACCMOTPEHO € Pa3HbIX TOYCK
3pCHHUsL.

5 (6amn 85-100) | JleMoHCTpHpYET MOTHOE IOHUMaHKe TpobiieMsl. Bee TpeboBaHus, IPeIbIBIsSEMbIE
K 33JIaHUIO0 BBITIOJTHCHBI.

[IpoeMOHCTPUPOBAHO YBEPEHHOE BIAJICHAE MATEPUATIOM JIUCIUILITHHBL.
BrimosnenHsie 3aJaHus HOCAT HEJIOCTHBIX XapaKTEP, BBIIIOJIHCHBI B IIOJTHOM
o0beMe, CTPYKTYPUPOBAHbI, MPEACTABICHbI PAa3IMYHbIC TOUKH 3PEHHS,
MPOAEMOHCTPUPOBAH TBOPYECKUH MOAXOI.
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