MMWHOBPHAVYKU POCCUU

denepanbHOE rOCYIapCTBEHHOE OI0HKETHOE 00Pa30BaTEIEHOE YUPEKACHUE BBICIIETO
oOpa3oBaHus
«Cankt-ITeTepOyprekuii rocyJapCTBEHHBIH SKOHOMUYECKUH YHUBEPCHTET»

O D | YTBEPXJIAIO

Flper ¢ yHEeQHON 1 METOAUYECKOHN

j{gé ' pabote
: SEE0H .I'. IlTy6aeBa

> C Oy ere2ek 20z/ 1.

Pa6ouasi nporpamMmMa auCUMILIHUHBI

Hanpasnenue noarorosku/

Creyuarsnocms 10.03.01 Hugpopmayuonnas 6ezonacnocme

HanpasneHHoCTh (Tpod1ib) mporpaMmbl/
Bezonacnocmb KOMAbIOMEPHBIX CUCMEM (8 IKOHOMUKE U YNPAGNeHUU)

Cneyuanusayus

VpoBeHs BhICIIETO 00pa3oBaHHs bakanaspuam
®opma 00yucHus ouHas
CocTaBuTeNb(U):

K.¢usmar.H, Bacunbesa Upuna Hukonaesna

YacoB 1o y4eOHOMY IJIaHy 108 Buasl KOHTpPOJISI B ceMecTpax:
B TOM YHCJIE:

KOHTaKTHas paboTa 56 3auet: cemecTp 6

caMocTosiTenbHas pabora 52

npakTHyecKas NOAroTOBKa 0

4acoOB Ha KOHTPOJIb 0

Pacnpez[e.rleﬂne JacoB THCHHUIIIHHbI:

Cemectp: 6

Bup zanartui Yacsl
JleKuMOHHBIE 3aHATHS 32
IIpakTHyeckue 3aHITHS 24
JlaboparopHble padoThl
HToro aynnTopHbIX 4aCOB 56
CamocrosTensHasg paboTa 52
Yacel Ha KOHTPOJIb 0
HTOro akageMH4ecKux 4acoB 108
O0mAas TPYA0EMKOCTh B 3a4€THBIX eAHHHLAX 3

Cankr-TletepOypr
2021




COJIEPKAHUE

1. HEJIM OCBOEHMST JUCIIMAIITIAHDL ............oooeveoeeeeeeoeeeeee e
2. MECTO JUCLUIJIUHBI B CTPYKTYPE OBPA3OBATEJIbHOM IPOTPAMMBDI...............
3. IIJIAHUPYEMBIE PE3YJIbTATBI OBYUEHMS IO JUCHUILIMHE ..........oooooooeeerveer
4. CTPYKTYPA U COAEPKAHUE JUCIUIIIIMHDBI® ..........ooovvoeovoeeoeeeeeeeeeeeeeeeeeeee s

5. VYYEBHO-METOINYECKOE 1 TH®OPMALIMOHHOE OBECITEYUEHUE
TIACTIVITIIIITHDL. ......cooevooeevveeeeee e see s eseeeseesseees s asseeees s eessseseesseeesseeeeesseeees e eessseeesseesesssee

5.1 PEKOMEHAYEMAS JIUTEPATYPA ..ceeerurrererurreeeraieeeesarteeesareeeesataeeesasseeessasseeeesssseeeesssseeessssseseesanseeesanne

5.2 IlepevyeHb JTUIEH3MOHHOTO H CBOOOHO PACIIPOCTPAHSIEMOI0 POrPpAMMHOI0 o0ecIeYeHusl, B
T.4. 0TEYECTBEHHOIO MPOU3BOICTBA .....cocviuiiriiiiieriiieetisstese st et esresreeaesre st esnesatessesaessesresreebesreennenns

5.3 Ilepeyens nHGOPMAIHOHHBIX cipaBo4YHbIX cucTeM (MCC) u coBpeMeHHBIX
npopeccuoHATBHBIX 023 JAHHBIX (CIIBL)........ccooiiiiiiiii e

6. MATEPUAJIBHO-TEXHUYECKOE OBECIHHEYHEHHUE JUCHUIIJIMHBI ............ccocvvenrenennen.

7. METOJJMYECKHUE YKA3ZAHMS /151 OBYYAIOIIETOCSI IO OCBOEHUIO
JIACTIIHATITIAIHDL. ...ttt e e ees e e es s s se s ee s ses e eeseeeeseesesesesees

8. OCOBEHHOCTHU OCBOEHMUS JUCIAIIJIMHBI JJ151 THBAJINJ1OB U JIUL C

OI'PAHUYEHHBIMUA BO3MOXHOCTAMMU 3JIOPOBDBS ..........coviiiiiiiieeeeeeeeeen

DOH/] OLHEHOUYHBIX CPEJICTB........ccciiiiiiiiiieieeeeeeiesee ettt 11
1.1 KoHTpOJIbHBbIE BONPOCHI M 32JaHUS K MPOMEKYTOUHON ATTECTAIMY .....eevenereeeennreeeenireeeennnees 11
1.2 TeMBI MECBMEHHBIX PABOT .......cccuiiiiiiiiiiiiie ittt ettt et se e sie e se e e re e reesreesanesaneeneeneennees 12
1.3 KOHTPOTBHBIE TOUKH ......coouvieurientietienteenitesteeteesseesseesseesaeesaseeaseesseesseesseesasesneeneesseesanesmseeneeseennees 12
1.4 JIpyrue 00beKTHI OLEHMBAHMI ........coovetrueerreeteenreenseesseeseeeseeseenseesseesieesaseeseesseesseessnesnsesnseenseenses 12
1.5 CaMoCTOATETBLHAS PAOOTA OOYUAKOIIETOCT ......oeeeereernrieenureerieeesureesseessseeessseesssseesseesssaessssessssees 12
1.6 IIIka1a OLEHUBAHMS PE3YIIBTATA ....eveerrerenrierreeeisreerreesiseeesseesaseeesneesaseeesseessseeesseesasesessseesareess 12



1. HEJIX OCBOEHUSA U CIHHUIIJINHBI

Hean:

M3y4YeHHE OCHOB M MOJIXOJ0B COBPEMEHHOTO MEHEKMEHTA OpraHU3aIlHH,
CIIOYKHMBILMXCSI MEKIYHAPOIHBIX MPAKTUK M METOAMK YIIPABJICHUS B cdepe
MHPOPMALMOHHOHN 0€301MacHOCTH

2. MECTO JUCHUILJIMHBI B CTPYKTYPE OBPA3OBATEJILHOM
IHPOI'PAMMBI

Juctuummaa b1.0 OcHoBBI ynipaBiieHuss HHGOPMaAIMOHHON 0€301MacHOCThIO
OTHOCHUTCS K 00s3areibHoM yactu biioka 1.

3. INTAHUPYEMBIE PE3YJIBTATBHI OBYUYEHUA 110 JUCHUITVIMHE

Kon n HaumeHoBaHue Kon n
KOMIIeTEHIIMM BBINYCKHMKa | HAaHMeHOBaHHe | [lnaHupyemble pe3y/bTaTbl 00y4eHHs 0 JUCUHUILIHHE
MHAMKATOpA
JOCTHIKEHMS
KOMIIeTEeHIIU I
OIIK-10 - Cnocoben 6 OI1K-10.02 - 3uamv:.  ocnosHble npuHYUNBLL NOCMPOEHUS CUCMEMbL
Kauecmee mexHu4eckoco Cnocoben 3awumel  UHOpMayuu U cucmemvl  YNPAGIEHUSA
cneyuanucma nPUHUMAams paspabamvieams | UHGOPMAYUOHHOU OE30NACHOCBIO HA NPEONpPUATHUU HA
yuacmue 8 hopmuposanuu NOIUMUKY OCHOBe AHATU3A UHDOPMAYUOHHBIX PUCKOG
ROAUMUKY UHDOPMAYUOHHOU | be30nacHoCuU U
Ymemy: BbIAGTIAMb noonexcawjue 3awume
bezonacrnocmu, ynpasnsms
uUHpOpMAYUOHHBIE AKMUBLL NPEONPUAMUSL U Y2PO3bl UX
OpP2aHU306bI8AMb U npoyeccom
bezonacnocmu, npo8ooums ananus puckoe
RO00epIHCUBAMb BbINOHEHUE | Pearu3ayu

Komnjiekca mep no

3AUUNTHbLX MEP

UHDOPMAYUOHHOU 6e30nACHOCTU U 8bLOOD HEODOXOOUMBIX
Mep 3auumul UHGOPMAYUU.

obecneuenuio Ha obvexkme
unpopmayuonHoi ungopmamusayuu | Brademe: npuemamy U HagblKamu NOCMpOeHUs NOJUMUK
besonacrnocmu, ynpasiime UHDOPMAYUOHHOU 6e30nACHOCTNU NPEONPULIMUSL.
npPOYeCcoM Ux peanruzayuu Ha
obvexme 3auumol
OIIK-5 - Cnocoben OI1K-5.02 - 3Hamv:  MedcOyHapoOHble  CMAHOAPMbL  YHPAGIEeHUs
NPUMEHAMb HOPMAMUBHbBLE Hemoncmpupyem | unghopmayuonnotl bezonacrocmbyio, npoyeoypwl
npagosvie akmol, 3HaHUE NOCMPOEHUsT CUCeEMbl  YNPAGIeHUs. UH@OPMAYUOHHOUL
HOpMamueHvle U NPUHUYNOB bezonacHocmovio u OYeHKU UHDOPMAYUOHHOTU
Memoouueckue OOKYMeHmbl, | nOCMmpoeHus bezonacHocmu Ha NPeonpusmun
pearamenmupyrouue cucmemol
Ymems: IIposooums OYEeHKY coomeemcmeust
OdesamenbHOCMb O 3auume ynpaenenus
. | mpebosanuam mMeHcOyHAPOOHbIX CMAHOAPIMO8 YNPAGIEHUS
ungopmayuu 8 cghepe UHGOpMayUOHHO 4
b UHGDOPMAYUOHHOU ~ OE30NACHOCMbI),  HAYUOHATbHBIM
npogheccuonanvbHol bezonacnocmvio 8
HOPpMamueHbIM u HOPMAamMUuHO-MemoouyecKum
desamenbHoCmu coomeemcmeuu ¢ N
O0OKYyMeHmam, ROAUMUKAM uHgopMayuoHHoU
HOPpMAmugHo-
bezonacrHocmu nPeOnPusImus.
npagosvLIMU U
MemoousecKumu

OOKYyMeHmamu 8
obnacmu 3auiumeol

Braoemsv: npogeccuonanvnoii mepmunonocueil 6 cgepe
ynpasnenus UHPOPMAYUOHHO bezonacnocmvio,
ONpeOeNeHHOU MeNCOYHAPOOHBIMU CIMAHOAPMAMU.
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ungopmayuu

1IK-7 - Cnocoben
0pPeanU308bI18AMb
BbINONIHEHIUE NOIUMUK
bezonacrHocmu u
obecneyusamo npumMeHenue
OpP2aHU3AYUOHHBIX Mep
3auumul uHopmayuu Ha
o0bvexme uHpopmamuzayuu

TIK-7.3 -
Llemoncmpupyem
3HaHUe 3a0ay,
CmMpyKmypbl,
opzanuzayuu,
cucmemul u
mexHoI02uU
ynpasnenus
cayaicoou

3uamov:  OchogHble epynnvl  OPeAHU3AYUOHHBIX — Mep
3auumel UHGOPMAYUU, UZTONCEHHbIE 8 MENCOYHAPOOHBIX
CManOapmax u poccuticKUx HOPMAamueHO-memooudecKux

O0OKYMeHmax

Ymemuw: Ilpouzeooums 6vib60p u amaius npumeHUMOoCmu
OP2aHU3AYUOHHBIX Mep 3auumsl UHpopmayuu Ha 0b6vexme
ungopmamuzayuu.

Bnademyw: nagvikamu hopmuposanus opeaHu3ayuoHHOU

3auumol
uHghopmayuu Kax
OCHOBHO20 38eHA
cucmem
obecneuenus
UHDOPMAYUOHHOT
bezonacnocmu

cocmassouel

KOMNIEKCHO
unghopmayuu Ha NPeonpuUsMuUU.

cucmemaol 3awunivl

4. CTPYKTYPA U COAEPKAHUE JUCHUIIJIMHBI*

O0beM TUCIHUILTHHBI
Homep u (axkageMHn4YecKue 4achol)
HAaUMCEHOBaHHUE
TeM H/Win Conepma}me AUCHHUIIIMHBI KoHTaKTHAS
pa3aesioB/TemM pabora
3T | 13 ap | ¢PO
OcHOBHBIE HarpaBJICHUS obecrieyeHus
WHPOPMAIIMOHHON 0€30IMacHOCTH OpraHH3aIlvy.
Puck-opuentupoBanHbiii  noaxox.  Ilonsartue
Tema 1. Ocroser KOPIIOPAaTHBHOW  TIOJMTHKHA  OE30MACHOCTH.
KOpHOpATHBHOTO OcHOBHbIE TPeOOBAHUS U TIOIXO/IBI K pa3paboTKe
YHpaBJICHUA 1 MOJNMTHKA ~ MH()OPMALMOHHOW  GE30MacHOCTH
paspaborxa npeanpustHi.  MHOTOypOBHeBbIH — momxom. | 4 2 8
TOJITHK _ | YupaBnenus undopMamoHHON G€30MacCHOCTHIO
MHQOPMAUMOHHOR | pa * oopope  cooTBeTcTBHiL TpeOOBaHUSAM
OesomacHocTn (compliance management). AHamu3 yHyIIEHHIA
(gap-anamms). Monenb HENPEPHIBHOTO
COBEPIIICHCTBOBAHHSI (3aMKHY TBIH IIHKIT
meHepxkMenTa PDCA).
YpoBHM  OpraHu3alMH  JICATEIBHOCTH IO
obecrieueHn0 MH(POPMAITMOHHON O€30MacCHOCTH
KOMIIAaHWUW W 00IIas CTPyKTypa CTaHIapTOB
uHpopMalMOHHON Oe3omacHocTH. OlEHOYHbIE
Tema 2. Pasputue CTaHIApThl MHPOPMAIMOHHON  OE30MaCHOCTH
craugapros UB («OpanxeBas kauray, ITSEC, ISO/IEC 15408 6 4 12
«Ob6mue kpurepum»). CraTyc  CTaHIApTOB
ISO/IEC B PO®. «Jlyumme  mpakTUKN»
nHpOpMaMOHHON  Oe30macHOCTH  (CTaHAAPTHI
BSI, BS 7799 [/ ISO/IEC 17799, 27002).
CraHmapTel MEHEDKMEHTa HMH(OPMAIMOHHOMN
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6e3onmacHoctd. CocTaB W CTIPYKTypa CEpHH
MexayHapoaHeix cranmaptoB ISO/IEC 2700x.
Poccuiickue rapMOHU3UPOBAHHBIE CTAaHIAPTBHIL.
HanumonaneHple  cTaHmapTbl U CTaHIAPTHI
caMOperyJMpyeMbIX opranumzauuii B cepe
yrpasiaeHus: HHOOPMAITMOHHOW 0€30MMacHOCThIO U
uHpopManMoOHHbIMH ~ TexHonorusimu  (BS-100,
NIST 800, ITIL, ISM 3, Cobit 5). CepBuc-
OPUEHTUPOBAHHBIN u IIPOLECCHO-
OPUEHTHUPOBAHHBIN MOAXO0AbI K yrpaBieHuto b u
HUT. Konuenuus KOpHIOPAaTHBHOIO YIIPaBICHUSA
UH()OPMAITMOHHON 0€3011aCHOCTHIO (IS
Governance). OBOJIIOIUS MOJIeIN
nH()OpPMAITMOHHOM 0€301TaCHOCTH.

CyTtb mporeccaoro noaxona. Kmaccuduxamus u

Tema 3. } aTpulyThl mporeccoB. Ilponeccsl ynpaBieHus u
ITponeccrbiid obecrieueHuss WHOOPMAIMOHHON 0E30MacHOCTH. | g 8
IMOIXOJ K

DTajloHHasl MOJIeJIb IIpoliecca i ynpasienus b
obecneenmio Ub | T p 57640-2017, ISO/IEC TS 33052:2016).
[Tpo6seMbl BHEPEHMS TPOILIECCHOTO MOAXO0/A.

[Toctpoenue CHUCTEMBI MEHEKMEHTA
uHdopmarmonHoir 6e3omacHoctn (CMUB) Ha
Tema 4. CrucreMa ocaoBe ISO/IEC 27001. OpranuzaimoHHas

MeHepKMenTa B CTPYKTypa CHCTEMBI MEHEIHKMEHTA 4 6 8
uHpopmManmoHHoil  Oe3omacHoctu.  Cucrema
YaCTHBIX MEHCI)KMCHTOB. Ceprudukanus
cootBerctBuss CMUB ISO/IEC 27001.
Tema 5. VYmpasrnenue puUCKaMu nH(OPMAITMOHHOU
Yripasienue 6e3onmacHocT Ha ocHoBe 1SO 27005. IIponexypst 6 8 8
puckamu UB OIICHKH U 00paOOTKH PUCKOB. METOIUKH OLIEHKH
puckos Mb.

Buasl u cnocoObl OLEHKH WHGOPMAIMOHHOM
6e3omacHoctu. [lpouecc ouenku (ayaura) UB.

Metpuku  MHQOPMALMOHHOW  0€30MacHOCTH
Wb, onenka Ub (ISO/IEC 27004, NIST 800-55). Ouenka| © 4 8

Tema 6. Usmepenns

KoMHaHuH’ TpoIeccoB MH(POPMAIMOHHON GE30MacHOCTH Ha

ocHoBe mojaenei 3penoctu ('OCT P MCO/MBK

33020-2017, I1SO 21827, 1ISO 15504).
Koutpoasb: 0
Bcero no nucuumiinge: 32 24 0 52

*3JIT — 3aHATHSA NEeKIOHHOTO ThNa, [13 — Bce BUBI 3aHATUH CEMHHAPCKOTO TUTIA, KPOME JTA00PAaTOPHBIX
pa6or, JIP — maboparopusie padbotsl, CPO — camocTosTenpHas paboTa 00yJaronerocs



5. YYHEBHO-METOJNYECKOE U UH®OOPMAILIMOHHOE
OBECIIEYEHHUE JUCIIUITJINHbI

5.1 Pekomenayemas JuTeparypa

bubanorpapuyeckoe onucanue u3gaHus (aBTop,
3arJjiaBme, B/, MeCTO M IO/l M3aHNs, KOJI. CTP.)

DJIeKTPOHHbIE pecypchl

Bacunwesa 1. H. Ynpaenenue napopmarioHHOM|
0e30macHOCThIO | yueOHoe nmocodue / M-Bo
oOpa3oBanus u Hayku Poc. @eneparun, C.-Iletepo.
roc. 9KOH. YH-T, Kad. BeIauCI. cuctem u
nporpamMmmupoBanus - Cankr-IletepOypr : U3n-Bo
CII6IDY, 2014 - 82 c.

http://opac.unecon.ru/elibrary/elib/458935611.pdf]

3osotapes B. B. Ynpasnenue nadopmarimoHHON
0e3onacHocThiO. U. 1. AHamu3 HHPOPMAITMOHHBIX
puckoB : [IpakTrdeckoe mocooue / CuOupckuii
rOCyJJapCTBEHHBIM YHUBEPCUTET HAYKU U TEXHOJIOTHI
M. akagemuka M.®. PemerneBa - KpacHosipek :
DenepalibHOE TOCYIAPCTBEHHOE OI0IKETHOE
00pa3oBaTeNbHOE YUPEkKACHHE BHICIIET0 00pa30BaHUs
"Cubupckuil rocy1apCTBEHHBIN YHUBEPCUTET HAYKHU U
TexXHouoruii uMeHu akagemuka M.®. Pemernena", 2010
- 144 c.

http://znanium.com/catalog/document?id=230365

bysuckuit C. I'., Tpynuesckuii FO. B. Kopnopatusnoe
YIpaBlieHUE, KOMILJIACHC U PUCK-MEHEKMEHT:
'YueGHOe mocobue - Mockaa : Pycaiinc, 2021 - 342 c.

https://www.book.ru/book/941654

Hukonaes H. C. Ynpasnenue nHQpopMaIiioHHOMN
Oe3omacHOCThIO : YueObHuk - Mocksa : KnoPyc, 2021 -
188 c.

https://www.book.ru/book/939841

[nmoB A. K. Yrpasinenue nadopmaimoHHOMU
Oe3omacHOCThIO : YueOHoe mocobue - PoctoB-Ha-/[oHy
: U3narensctBo FOxHOTO peiepalibHOTO YHUBEPCUTETA
(FODY), 2018 - 120 c.

http://znanium.com/catalog/document?id=339855

5.2 [lepevyeHb JTULEH3UOHHOTO U

CBOOOIHO PACTIPOCTPAHSIEMOTO

NnporpaMmMHOro oﬁecneqemm, B T.4. OTCYCCTBCHHOI'0 IIPOU3BO/ACTBA

7-Zip

Microsoft Office Professional
Microsoft Windows Professional
Oracle VM VirtualBox


http://opac.unecon.ru/elibrary/elib/458935611.pdf
http://znanium.com/catalog/document?id=230365
https://www.book.ru/book/941654
https://www.book.ru/book/939841
http://znanium.com/catalog/document?id=339855

5.3 Ilepeyens nHpopManuoHHbIX cipaBouHbIX cucteM (MCC) u
coBpeMeHHBbIX nmpodeccuoHaIbHbIX 0a3 1anubIX (CITB/I)

Ne HaumenoBanue CIIB/ UCC
1. DsekTpoHHas oubnmuoteka Grebennikon.ru — www.grebennikon.ru
2. Hayunast anektponnas ouonmoreka eLIBRARRY — wwwe.elibrary.ru
3. Hayunas snexrponHas 6ubnmorexa KubepJlenuka — www.cyberleninka.ru
4. baza nanneix [IOJITTPE/] CripaBounuku — Www.polpred.com
5. baza nanaeix OECD Books, Papers & Statistics ua mrardopme OECD iLibrary
www.oecd-ilibrary.org
CrnpaBouHas npaBoBas cucrema Koncynprantlntoc (MHCTaIMpOBaHHbIN pecype
6.
CIIOI' DY nmm www.consultant.ru)
7 Cnpapounas npaBoBas cuctema «I’APAHT» (nHcTammpoBanssiii pecype CIT6I DY
' I WWW.garant.ru)
8 WudopmanronHo-cripaBouHas cuctema «Komeke» (MHCTaIIMPOBaHHBIN pecype
' CII6I DY mmm www.kodeks.ru)
9. DsekTponHas oubnmmroreunas cuctema BOOK.ru - www.book.ru
10. PnexrponHas GuGmmoreunas cucrema 5C FOPAUT — www.urait.ru
1. 9ﬂ6KTp0HgO-6H6HHOTeqHaﬂ cucrema SHAHUYM (ZNANIUM) —
WWW.Znanium.com
12. OnektponHas 6udnuorexka CII6I" Y- opac.unecon.ru

6. MATEPUAJIbBHO-TEXHUYECKOE OBECIIEYEHHUE
JAUCIHUAITIIMHBI
Jna peanuzannu JaHHOW AUCIHUILIMHBI UMEIOTCS CHIEHMAIbHBIE TTOMEIICHUS

JUIS. TIPOBEICHUS 3aHATHI JIEKIIMOHHOTO THUIMA, 3aHATHM CEMHHApCKOro THIIA,
KYpPCOBOT'O MPOEKTUPOBAHUSA (BBIMOJHEHHUS KYpPCOBBIX palbOT) TpYyINIOBBIX U
WHJVMBUAYAJIbHBIX KOHCYJIbTAllUM, TEKYIIErO0 KOHTPOJS U MPOMEKYTOUHOU
aTTECTallUM, a TAKKE MOMEIIEHUS JIJIs CAMOCTOSATENbHONU PaOOTHI.

HOMGH_IGHI/IH OCHAIIICHBI 06OPYI[OB8,HI/ICM N TCXHUYCCKHUMH CPCIACTBAMH

oOyd4eHusl.

[Tomenienuss nnsi camMOCTOSATENBHOM padOThl OO0YYaIOIIMXCS OCHAIIEHBI

KOMITBIOTEPHOW TEXHUKON C BO3MOXHOCTBIO MOJAKIIOUEHHS K ceTu "HHTepHer" n
o0ecrieueHneM JOCTya B JIEKTPOHHYO HH(POPMAIIMOHHO-00pa30BaTENbHYIO CpERY
YHUBEPCUTETA.

HanMeHoBaHue yueOHBIX ayIMTOPUIi, epeYeHb Anpec
(MecTOMmoJI0OKEHU E)
Y4eOHBIX ayIMTOPH I

Ayn. 1066 YueOHast aynuTopust (7151 IPOBEICHHS 3aHATHH JIEKIIMOHHOTO TUTIA
W 3aHATUH CEMHHAPCKOTO THIA, KYPCOBOTO NMPOCKTHPOBAHUS (BBIOIHEHHS
KyPCOBBIX paloT), TPyNIIOBBIX U MHIUBUAYAIBHBIX KOHCYJIBTALUH, TEKYIIETO
KOHTPOJII M TIPOMEKYTOYHON aTTeCTanuu), 000pyJ0BaHA MYJIbTUMEIHHHBIM

191023, r.
[TeTepOypr,

CaHkr-
VL.

Kanan I'puboenona,
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http://www.grebennikon.ru/
http://www.polpred.com/
http://www.oecd-ilibrary.org/
http://www.znanium.com/

komruiekcoMm.Crienuanu3upoBanHas ~ MeOenb U obopyaoBaHue: YdeOHas
MeOenb Ha 74 MOCAJOYHBIX MecTa, pabouee MECTO IperojaBaTeis, JAO0CKa
MenoBas - 1 mrt., cron - 1 wr., kadenpa - 1 mt., Smart Tenesuzop LE43K6500U
Pasmep nskpana-42" - 1 mr. IlepeHoCHONW MyIbTUMEAMMHBIN KOMILIEKT:
Hoyt6yx HP 250 G6 1WYS58EA, Mynstumeauiinsiii npoextop LG PF1500G.
Habopb!l 7eMOHCTpallMOHHOTO 000PYI0BAHUS U Y4eOHO-HATIISITHBIX TOCOOMIt:
MYJbTUMEIUIHbIE NPUWIOKEHUS K JIEKIHOHHBIM KypcaM M MPaKTHUYECKHM
3aHSATHUSIM, MHTEPAKTHBHBIC YUeOHO-HATIISTHBIE TIOCOOMS.

30/32, nutep «Ay,
«by», «P»

Ayn. 1043 YyeOHnas aynutopus (1715 IpOBEACHUS 3aHATHI JIEKIIMOHHOTO TUIIA
U 3aHATUI CEMMHApCKOrO THUIA, KYPCOBOTO NPOEKTHPOBAHUS (BBIIOJIHEHUS
KypCOBBIX paloT), IPyNIOBBIX U MHAUBUAYAJIbHBIX KOHCYJbTALUH, TEKYLIETO
KOHTPOJISI U MPOMEXYTOYHON aTTecTaluu), 000pyA0BaHa MYJIbTUMEIUHHBIM
komIuiekcoM.Crienuanu3upoBaHHas ~ Mebenb M oOopyaoBaHue: YueOHas
Mebenb Ha 42 nocaiouHbIX MecT (rmapt 21mrT.), pabouee MecTo mpernoiaBaTels,
nocka menosas 1 wT. (3-X cekuuoHHast), kagenpa 1mr., cToa 21T., CTYJI U30
2mr.. IlepeHocHoit MynbTuMenuitHbiii komiuiekT: Hoyroyk HP 250 G6
IWYS58EA, Mynsrumenuiineiii  npoekrop LG PF1500G. HabGopsr
JI€MOHCTPAIIMOHHOTO ~ 00OpYyJIOBaHMS H  Y4eOHO-HAIISIIHBIX — TOCOOMIL:
MYJBTUMEIUIHBIE TPWIOKEHUS K JEKIMOHHBIM KypcaM M IPaKTHYECKUM
3aHSTHUAM, UHTEPAKTUBHbIE YUEOHO-HAIJISIIHbIE TOCOOUSI.

191023, r. Cadkrt-
[TerepOypr, V1.
Kanan I'puboenona,
30/32, nutep «Ay,
«by», «P»

7. METOAUYECKUE YKA3ZAHUA U1 OBYUYAIOLIEI'OCH 11O

OCBOEHHUIO JJUCLUATIIMHBI

[Ipuctynas K UW3y4Y€HUIO JUCLUMIUIMHBI, OOydYamoleMycs HEO0X0IuMO

O3HAKOMMTHCSA CO CIACAYIOLUUMH JIOKYyMEHTAMHU:
- y4eOHO-METOIMYECKON JOKYMEHTALIUEH;

— JJOKAaJIbHBIMH HOPpMATUBHBIMU aKTaMH, PETIIaMCHTHPYOIIUMHA

OCHOBHBIC BOIIPOCHI opraHu3alnunun n OCYHICCTBJICHUA

00pa3oBaTeILHOU

ACATCIIbHOCTHU, B TOM YHUCJIC PCTIIAMCHTUPYIOIINC TTOPAJIOK IMPOBCACHUA TCKYIICTO

KOHTPOJISl YCIEBAEMOCTH M MPOMEKYTOYHOM aTTeCTallii 00y4aroIuXCs;

- rpagukomM KOHCYJIbTallhi COTPYZIHHKOB
IIPENOAABaTEIbCKOTO COCTABA.

npodeccopcko-

YpoBeHb M riayOMHAa OCBOCHUS AMCIUIUIMHBI OMPEIEISIOTCS aKTUBHOU H
CUCTEMATHYECKON paboToil 00ydaronuxcs Ha JIEKIMOHHBIX 3aHATHSIX, 3aHATHIX
CEMHUHAPCKOTO THIIA, BBITOJHCHHEM CaMOCTOSTEIBHOW pabOThl, B TOM YHCJIE B
YaCTH BBIICIICHUS HAOOJIee 3HAYMMBIX M aKTyaIbHBIX MTPOOJIEM TSl JATbHEHUIIIETO
n3ydeHus. OcoObBIM yCIIOBHEM KauyeCTBEHHOT'O OCBOCHUS HCIUILIMHBI SBISETCS
abdeKTUBHAS oOpraHu3anus TPyJa, T[O3BOJISIONIAS PpaACIpPEACIUTh y4eOHYIO
Harpy3Ky paBHOMEPHO B COOTBETCTBHHU C TpauKOM yueOHOT0 mporecca.

[Ipy moAroToBKEe K Yy4eOHBIM 3aHITHSIM OOYYArOIIMMCS IPEIOCTABISCTCS
BO3MOXHOCTh  TOCEHICHUS  KOHCYJBTAIlMA  COTPYJHUKOB  MPOQECCOPCKO-
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npenoaaBarenbckoro cocrtaBa CIIOI'DY cormacHo pacnucaHuio, YCTaHOBICHHOMY
B I'payiKe KOHCYJIbTAL.

AyauTtopHass U BHeaynuTOpHas paboTa o0OydYaromuxcs JTOJDKHA OBITh
HarpasjieHa Ha (opMUpOBaHUE!

— (yHIaMEHTaIbHBIX OCHOB MHUPOBO33pEHUS oOyyJaronmxcs U
€CTECTBEHHOHAYYHOTO NTO3HAHUS;

— O0a3WCHBIX 3HAHWN, COOTBETCTBYIOIIMX HAIMPABICHUIO TMOATOTOBKA U
3asBJICHHOW Npo(deccHoHanbHOi 00acTi, (OPMHUPYIOIUX LEIEBYI0 U
npo(ecCHOHANbHYI0 OCHOBY ISl HOJTOTOBKH KaJpOB;

— npo¢ecCUOHANBHBIX KOMMETEHIIMI OPUEHTHPOBAHHBIX HA YJOBJIETBOPEHHUE
NOTpeOHOCTEH PhIHKA TPY/A,

—  UWHAMBUAYAJIHHON TPAEKTOPUU MOCPEICTBOM OCBOCHHS YHHKAIHLHOTO Habopa
npo(ecCHOHaNBHBIX KOMIIETEHIUNA JOMOMHSIONUX KOMIIETEHTHOCTHYIO
MoJelb  OOydarolerocsi, 3a CYeT OpHEHTAlMd Ha  KOHKPETHBIE
npo¢ecCuoHaIbHbIE CIIEIUATN3UPOBAaHHbIC 001aCTH 3HAHUHN, ONIpeAeIIsieMbIe
MPEACTABUTEIISIMU PhIHKA TPY/Ia;

— METAaHABBIKOB 00yYaroUIMXcsl, TAKUX KaK: KOMaHJHas paboTa U JIMIAEPCTBO,
aHaJM3 JAHHBIX, IUGPOBBIE HABBIKK, pa3padOTKa U peau3allys MPOEKTOB,
MEXKKYJbTYPHOE B3aUMOJECHCTBHE.

8. OCOBEHHOCTH OCBOEHUA INCHUIIJIMHBI U151 THBAJIN10OB
N Jinl C OrPAHUYEHHBIMHU BO3MOXKHOCTAMU 310POBbA

OOyueHne o0yJaronIuXcsi ¢ OrpaHUICHHBIMEM BO3MOKHOCTSIMHU 3JI0POBbS TIPH
HEOOXOJMMOCTH  OCYIIECTBIISIETCS HAa OCHOBE aJalTHPOBAHHOW paboueit
IporpaMMbl  C  HWCIIOJIb30BAaHUEM  CIICIIHATBHBIX ~ METOJOB  OOyYeHHS U
TUAAKTUYECKUX ~ MaTEepHalioB, COCTaBJICHHBIX C  yY€TOM  OCOOEHHOCTEH
NICUXO(PU3NIECKOTO PA3BUTHSA, WHAWBUAYATHHBIX BO3MOXHOCTEH M COCTOSIHHS
3JI0POBBS TAKUX OOyYaromuxcs (00y4JaroIierocs).

B memsix ocBoeHus ydeOHOW TpOrpaMMbl JUCIWIUIMHBI WHBAIAIAMU H
JUIIAMHA  C  OTPAaHMYCHHBIMH  BO3MOXHOCTSIMH  37I0pOBbS Y HHBEPCUTET
00€eCIIeYnBacT:

— JUI1 MHBAJIMJOB U JIAILl C OTPAaHUYEHHBIMHA BO3MOKHOCTSMU 30POBbS I10
3pEHHIO: pa3MeIlEHUE B JOCTYIHBIX JJIsi OOy4YaOIIUXCs, SBISIOMUXCA CIETBIMU
WIK CIIa0OBUMIIMMHU, MeCTaXx M B aJalNTUPOBaHHOM (opme crpaBOUYHON
uHpOpMAIlMd O pacHUCaHUM Y4YeOHBIX 3aHATHUN; NPUCYTCTBHE aCCHUCTEHTA,
OKa3bIBAIOIIETO 00YyYaIOIEMYCsl HEOOXOIUMYIO IOMOIIb; BBIITYCK aIbTEPHATUBHBIX
dbopMaToOB METOANYECKUX MATEPUAJIOB (KPYIHBIN MPUGT WK ayauodaiibl);

— JUISl UHBAJIUJIOB U JIWI[ ¢ OTPAHUYEHHBIMU BO3MOKHOCTSAMH 3JI0POBBSI 10
CIIyXY: HaJJISKAIIMMH 3ByKOBBIMHU CPEJICTBAMH BOCTIPOM3BEICHNE HH(POPMAIINK;



— JUI1 MHBAJIWIOB WU JUI C OIPAHUYECHHBIMU BO3MOXKHOCTSMH 3J0pPOBbS,
MMEIOIINX  HAPYLICHUS  ONOPHO-ABUTATEIbHOTO  almapara:  BO3MOXHOCTb
OecnpenaTCTBEHHOr0 JOCTyIa 00yJaronuxcsi B yueOHbIE MOMEIEHUs, TyaJleTHbIE
KOMHAThl U Apyrue nomenieHus kadeapsl, a Takke MpeObIBaHHE B yKa3aHHBIX
MTOMEIICHUSX.

OO6yuaronuecs u3 yuciaa uHBanua0B U aull ¢ OB3 obecrieueHbl ne4aTHBIMU
u  (WIM) DJIEeKTPOHHBIMM  00pa3oBaTelbHBIMM  pecypcamMu B (popmax,
aIaNITUPOBAHHBIX K OTPaHUYEHUSM UX 3710poBbsi. OOpazoBaHue OO0YUYAIOIMIUXCS C
OTPAaHUYEHHBIMU BO3MOXHOCTSIMH 37I0POBbSI MOXKET OBITh OpPraHHW30BaHO Kak
COBMECTHO C JIPYTUMHU OOYYaIOIIMMHCS, TaK W B OTACIbHBIX TpPYIIax WU B
OTZIEJIbHBIX OpTaHU3aIUSIX.

10



N

o O

O 00

11

12

13

14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38

®OH/J ONEHOYHBIX CPEACTB

1.1 KoHTpoJIbHBIE BONPOCHI U 32aHUSA K IPOMEKYTOYHOI aTTeCTAIUU

Puck-opuenTupoBanHblii moaxox k ynpasieHuto Ub opranuzanuu.
[ToHsATHE KOPIIOPATUBHOM MOJUTUKU 6€30MaCHOCTH. MHOIOYypOBHEBBINH MOJIXOI.

praBJ’[eHI/Iﬂ HH(I)OpMaLIHOHHOfI 0€30IMacHOCTEI0 Ha OCHOBE COOTBETCTBUSI TpeGOBaHI/ISIM
(compliance management).

Amnanu3 ynynieHui (gap-aHaims).

Moeinbs HelpepbhIBHOTO COBEPILICHCTBOBAHHMS (3aMKHYTHIN UK MeHemkMeHTa PDCA).
YpoBHH OpraHu3alyu AEsATENLHOCTH Mo obecrnedennto b kommanuu u o0mas CTpyKTypa
crangaproB Ub.

Crangapt «OpaHkeBasi KHATay.

Cranpgapt ITSEC.

Crangapt ISO/IEC 15408 «O061ue Kputepum.

«Jlyumre npaktukny uHbopmannonuoi 6esonacHoctu ISO/IEC 27002. CraTyc craHIapToB
ISO/IEC B PO.

Crannmaptel MeHeKMeHTa HH(opManoHHOH OezomacHocTH. COCTaB M CTPYKTypa Cepuu
MmexayHapoanbix cranaaptos ISO/IEC 2700x.

CepBuC-OpHEHTUPOBAHHBINA U NIPOLIECCHO-OPUEHTUPOBAHHBIN OAX0bI K yrpasieHuto b u
nrT.

KoHuenmust KopnopaTuBHOrO  yHpaBieHUs HWHPOpMauuoHHOW Oe3omacHocThio (IS
Governance) B ctauaapte Cobit 5.

DBOIONHS MOZAETH HHPOPMAITHOHHOM 0€30TTaCHOCTH.

CoiictBa cucrem. MepapxuuecKkiue CUCTEMBI.

[Tonsitue mpouecca. CpoiictBa nponeccoB. CyTh yIpaBieHUs MPOLIECCOM
CrpykTypHBIH (GYHKIMOHANBHBIN) U IPOIECCHBIHN MOAXO0] K YIPaBIECHHIO.
Knaccugukanms u atpuOyThl IPOIIECCOB.

OranoHHas MOJEIb npouecca Juis ynpasinenus Ub.

[TpoGiemb! 1 OMIMOKK TIPY BHEAPEHUH MPOIIECCHOTO MOAX0/1a K yrnpasieruto 1b.
[ToHsATHE ¥ COCTaB CUCTEMBI MEHEKMEHTA.

[MpunHnune! moctpoenust cucrembl MerepkMenta Ub na ocaose ISO/IEC 27001.
Dranbl mocTpoeHus cucteMbl MeHekMeHnTa Vb Ha ocrose ISO/IEC 27001.
OpraHu3anuoHHas CTpyKTypa cucTeMbl MeHepkMenTa Ub.

OmnpeneneHre KOHTEKCTa M 00JIacTH JCHCTBUS cucTeMbl MeHekMenTa Ub.
[pornenypa ceprudukarmu coorserctBrsi CMUB tpebosanusm ISO/IEC 27001.
ITponecc ynpasnenus puckamu Ub Ha ocnore 1SO 27005.

Urepanuonnas npouenypa oueHku puckos Ub.

Bunst o6pabotku puckos Ub.

Metonuku oneHku puckoB Mb.

Bunsl 1 criocoOs! orienku b koMmmanum.

Oramnbl iponiecca oreHku (aynura) Ub.

Ponu B poriecce onenku (ayauta) Ub.

Nzmepenus b ISO/IEC 27004

[TonsATHE 3perocTH 1 ypOBHEH BO3MOXKHOCTH. MOJIENN 3pEIOCTH.

Onenka nporeccoB b Ha ocHOBe Mozenelt ypoBHEH BO3MOKHOCTEH.

Onenka nporeccoB pa3paboTku cpeacTs 31 Ha OCHOBE MOJETeH 3pesioCcTH.
Monens 3penocTu (yHKIMOHATBHBIX BO3MOXKHOCTEH mporieccoB pazpaborku C3U
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1.2 Tembl NMCbMEHHBIX PadOT

Paboueit mporpaMMoli AMCIMIUIMHBI HE TIPETyCMOTPEHO.

1.3 KoHTpOJIbHBIE TOYKHU

HoMep KOHTPOJILHOI Tun KOHTPOJIbHOI Cnoco0 npoBeaenust Homepa Tem
TOYKH TOYKHU
1 3awuma nucovmennoi YCMHO 1-4
pabombl
2 3awuma nucomennoii YCMHO 5-6
pabomol
3 Texywuii konmponw ¢ HOMOWBIO 1-6
MEeXHUYeCKUX cpedcms
U UHPOPMAYUOHHBIX
cucmem

1.4 [Ipyrue o0beKTbI OlleHUBAHMS

PaGoueit mporpaMMoii TMCIUTUIMHBI HE TIPSy CMOTPEHO.

1.5 CamocrosiTeqbHasi paboTa 00y4aouerocst

HaumeHOBaHMSA CAMOCTOATETbHOI padoThI Homepa Tem
Tloozomoska K 1eKYUOHHBIM U NPAKIMUYECKUM 1-6
SAHAMUAM
Pewenue npogheccuonanvrvix 3a0au 1-6
Paboma ¢ ananumuueckumu 6azamu OAHHbIX, 1-6
HOPpMAMUBHBIMU OOKYMEHMAMU, CNPABOYHOU
aumepamypou

1.6 IlIxay1a oueHMBAHUA pPe3yJIbTATa

[IIxanel OllEHUBAHUS M TIPOLIEAYPHI OLICHUBAHUS PE3yJIbTaTOB 00yUYEHUS 1O
AUCHUILIMHE perinaMeHTupytorcsi  [lomoxeHneM 0  TEKylIeM  KOHTpPOJIE
YCIIEBAEMOCTH M TPOMEXKYTOUYHOM aTTecTanuu OoOydYaromuxcs MO MporpaMmmam
BbICIIET0 0Opa3oBanus U [lonoxenneM o 0aIbHO-PEHTHHTOBOM CUCTEME.

Jlns  orneHku cPOPMHPOBAHHOCTH PE3YJIbTATOB OOYYEHHUS MO JUCIUILINHE
HCTIOJIb3YETCS 0ANJIbHO-PEHTUHIOBASI CHCTEMA YCIIEBAEMOCTH 00yYaIOIIUXCS

@OpMOM UTOrOBOTO KOHTPOJS MO JUCHUIUIMHE SIBJISIETCS 3a4€T, UTOTOBBIN
pe3ynbTar (OPMHUPYETCS] B COOTBETCTBHHM CO IIKAJIOH, MPUBEICHHOW HUXE B
TabmIe:

bannbl Onenka
<55 Hezauer
>=55 3auer

12



HIkana oueHuBaHus pe3yjabrara

2 (6amt go 54)

JeMoHCTpUpYyeT HemoHUMaHKe poOieMbl. MHorHe TpeOoBaHuUs, IPEAbIBIIEMbIC K
3aJaHUIO HE BBIITOJHEHBI.

JeMoHCcTpUpyeTes IepBUUHOE BOCHpUsTHE MaTtepuana. Pabota He3akOHYEHA U /WIH
3TO IJIaruar.

3 (6amn 55-69)

JleMOoHCTpHpyeT YaCTHYHOE TIOHUMaHHe MPo0IeMbl. BobIIMHCTBO TpeOOBaHUH,
MMPEABABIACMBIX, K 3aJaHUTO BBIITOJIHCHBI.

BHalIeHI/IC QJICMCHTAaMU 3aJIaHHOTO MaTepuraJia. B 0CHOBHOM BBITIOJTHEHHBIN
MaTepHall MOHSITEH U HOCUT LIIOCTHBINA XapaKTep.

4 (6amm 70-84)

JleMOoHCTpUpyeT 3HAUNTENbHOE TOHUMaHNe TPo0IeMbl 0003HaYeHHON
MUACITUTIINHON. Bee TpeOoBaHUs, IPeNbBIIEMBIC K 3aIaHUIO BBHITTOJTHECHEI.
CopeprxaHue BBITIOTHEHHBIX 33JJAaHUN PACKPBITO U PACCMOTPEHO C Pa3HBIX TOUEK
3pEHHUsL.

5 (6ama 85-100)

JemoHcTpupyeT nmonHoe moHuMaHne npobaemsl. Bee TpeboBanmst, peabsBIIeMble
K 33JIaHUIO BBIITOJIHEHBI.

IIponeMOHCTPUPOBAHO YBEPEHHOE BIIaJJICHUE MAaTEPUATIOM TUCUUTLINHBL.
BrinonHeHHbIE 3aJaHUS HOCST LIEJOCTHBIX XapaKTeP, BHITOJHEHBI B IOJHOM
o0BeMe, CTPYKTYypHUPOBAHBI, IPEACTABICHBI PA3INYHbIE TOUYKH 3PEHHS,
IIPOAEMOHCTPUPOBAH TBOPUECKUH MOAXOI.
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